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3Letter from our Managing Editor
Dear Reader,

Technological advances tend to leave their mark in unex-
pected and often unseen ways, requiring deeper investi-
gation. As we continue to witness rapid transformations 
across the global landscape, technology stands at the 
forefront of the evolving relationships between nations, 
economies, and societies. In this issue, we explore the far-
reaching implications of technological advances and their 
profound impact on international affairs. From the unseen 
infrastructure of hardware to the seamless functionality of 
software, the tools that shape our world are as integral to 
geopolitics as diplomacy, economics, or military power.

In recent years, the interplay between cutting-edge tech-
nologies and global governance has never been more pro-
nounced. New technological capabilities are reshaping how 
states interact, how markets function, and how societies 
are organised. While the influence of technology on in-
ternational relations has been long acknowledged, we are 
now witnessing a shift where the pace of innovation is ac-
celerating, and its impact is deepening. Whether it’s the 
way states strategize around economic competition, man-
age security threats, or navigate the complexities of global 
communication, technology is becoming a defining force in 
the 21st century.

In this issue, we examine how these developments are re-
defining power dynamics and shaping the future of inter-
national cooperation and conflict. We invite our readers to 
consider how advancements in technology—both seen and 
unseen—are driving change on a global scale. As with all 
transformative shifts in human history, these technologi-
cal changes bring both unprecedented opportunities and 
challenges. The questions we face are not just technical but 
deeply political and ethical, affecting how we relate to one 
another across borders and cultures.

The articles in this issue highlight a range of perspectives 
on the intersection of technology and global affairs, from 
the strategic positioning of states in an increasingly digital 
world, to the ethical dilemmas raised by new innovations. 
As the lines between hardware and software continue to 



4 blur, it becomes ever more difficult to separate technologi-
cal questions from questions of power, governance, and 
identity. It is our hope that this issue encourages critical 
reflection on the ways in which technology influences our 
shared global future.

We would like to extend our sincere gratitude to the au-
thors, reviewers, and our dedicated editorial team for their 
contributions to this issue. Their insights and expertise 
have been invaluable in bringing this collection to fruition. 
We also thank you, our readers, for your continued engage-
ment with STAIR—it is your curiosity and commitment 
to understanding the world that makes this publication 
thrive. In particular, we are grateful to the Oxford Semi-
conductor Society, and its leadership, particularly Tommy 
Hall, for giving STAIR the opportunity to publish a confer-
ence paper following the September 2024 conference from 
two outstanding scholars of National Taiwan University.

As the world becomes ever more interconnected through 
technology, it is clear that the question is not whether we 
can harness its potential, but how we will choose to shape 
it. We hope this issue serves as a thoughtful guide in navi-
gating the complex, yet exciting, relationship between 
technology and international affairs.

I would like to extend my sincerest thanks to Brian Kot, 
the Theme Section Editor, for doing a phenomenal job so-
liciting original submissions for the issue, and taking lead-
ership of our short-notice review of the Oxford Semicon-
ductor Conference manuscript submission. Without your 
initiative and dedication well beyond your role, this issue 
would not have been possible. 

Finally, I wish to thank Nicholas Brown for his tremendous 
service as Publications Director. Under your leadership, 
STAIR reformed everything from its submission manage-
ment to peer review and author Outreach. The Editors of 
Issue 20.1 and 20.2 are in your debt for these efforts.  

Sincerely,

Armin Safavi 
Managing Editor 



5Editorial Introductions
Theme Section

Technology has always been consequential in international 
politics. Innovations in military technology have altered 
the strategic balance of power and spurred new security 
dilemmas; the digital age has transformed the relationship 
between government and citizens; rapid advancement in 
emerging technologies has prompted urgent international 
discussions on mitigating technology’s harms while harness-
ing its benefits. The articles in the Theme Section continue 
this rich field of inquiry by examining recent developments 
at the intersection of technology and international politics. 
They explore a range of technology’s (geo)political implica-
tions, including the alliance politics of export controls, the 
geoeconomics of technology trade, the gendered experience 
of military technology users, and the challenges of governing 
digital technology and Big Tech companies.

The highly globalised technology trade has taken centre stage 
in recent years, as rising geopolitical tensions threaten to set 
back international economic interdependence. Closing out 
the Theme Section is a special submission by George Yin and 
Professor Phillip Hsu of National Taiwan University, whose 
paper examining the alliance politics of semiconductor ex-
port controls arises from learnings of the Oxford Semicon-
ductor Conference held September 2024. 

Their paper highlights a central dilemma in the U.S.-led ex-
port control strategy: how might the U.S. convince its allies 
and partners to reduce semiconductor trade with China, de-
spite significant economic costs? Adopting a Prisoners’ Di-
lemma framework, they argue that while the United States 
and its allies share security and ideological interests in hin-
dering China’s technological advances, their individual ra-
tional calculi often lead to non-cooperative outcomes. To 
reduce its allies’ incentives to defect, the U.S. has employed 
two strategies. First, it has taken a “minilateral” approach 
by negotiating with a select group of nations occupying key 
nodes in the global semiconductor supply chain, rather than 
pursuing a broad multilateral approach like the Wassenaar 
Agreement. Second, the U.S. has granted exemptions to al-
lies with deep economic exposures to China, alleviating the 
disruptions caused by the export controls. Together, these 



6 measures increase the likelihood of establishing and main-
taining an international regime of semiconductor export 
controls against China.

Iris Fiona Brauer explores a different aspect of technology 
trade, focusing on how the dual-use nature of semiconduc-
tors impedes efforts to impose multilateral technology ex-
port controls. Brauer examines two theoretical frameworks 
that illuminate the logic of the U.S. technology export 
controls against Russia and China: Abraham Newman and 
Henry Farrell’s “weaponized interdependence” and Albert 
Hirschman’s theory on trade and national power. She argues 
that both frameworks understate the challenges posed by the 
controlled technology’s dual-use nature and ubiquity in glob-
al trade networks. First, the diffuse global supply chains of 
semiconductors make enforcement challenging and suscep-
tible to circumvention. Second, since the technology serves 
both military and commercial purposes, the U.S.’s assertion 
that the controls target military capabilities—not commer-
cial interests—are often viewed sceptically, sparking con-
cerns of economic warfare. As a result, Brauer contends, the 
central dilemma of export controls has become starker: how 
can great powers exploit international economic interdepen-
dence without driving others away from interdependence?

Beyond its international economic significance, technology 
also shapes the dynamics among domestic political actors. 
Imelda Wei Ding Lo and Hannah-Sophie Weber’s articles dis-
cuss the challenges to democracy in the digital age. Lo re-
views major social media platforms’ policies on restricting 
the spread of conspiracy theories, critiquing these content 
moderation practices for potentially creating a “regime of 
truth” that stifles dissenting viewpoints and curtails intel-
lectual diversity. She proposes an alternative framework 
aimed at minimising restrictions to freedom of speech while 
allowing social media companies to tackle conspiracy theo-
ries online. The framework is anchored on three parameters: 
1) the potential harm posed by the conspiracy-related post, 
2) the poster’s seeming intent, and 3) the post’s context. Lo 
contends that social media companies should only remove 
conspiracy theory-related content after carefully considering 
these factors.

Weber addresses a more fundamental problem in governing 
social media and the Internet: a democratic legitimacy gap. 



7Weber explains how private companies have maintained an 
outsized influence on Internet governance through control 
of digital infrastructure, information, and lobbying. Hoping 
to bolster democratic legitimacy in Internet governance, pol-
icy practitioners have resorted to ideas such as ‘multistake-
holderism’ and ‘digital sovereignty’, but these notions face 
significant challenges. The way forward, Weber argues, is a 
pragmatic approach that recognises the multiple dimensions 
of a ‘democratic legitimacy gap’. Focusing on the cases of the 
2017 ‘Tech Accord’ and the 2024 ‘AI Elections Accord’, We-
ber illustrates how different facets of legitimacy intersect in 
practice.

Importantly, technology’s domestic impact varies across dif-
ferent social groups. Bibi Imre-Millei addresses the gender 
aspect of military technological innovation, with a focus on 
the portrayal of drone operators in the Russia-Ukraine war. 
As drones have become central to modern warfare, media de-
pictions of female drone operators often perpetuate gender 
biases. Drawing on feminist theories on violence, Imre-Mil-
lei argues that Western media portrayals women’s violence 
as exceptional, contextualises women’s service in relation 
to men and motherhood, and frames them as incompatible 
with the masculine military culture. While these portrayals 
reinforce gendered narrative tropes, they also reveal how 
women assert political agency in shaping discourse around 
female violence in Western media.

The Theme Section contributions offer a timely reflection on 
technology’s impact on pressing political issues. Together, 
they enrich our understanding of how technological advanc-
es shape the interactions between actors to influence inter-
national and domestic political outcomes. 

Brian Kot, 
Theme Section Editor

General Section

Alongside this Issue's Theme Section on Hardware & Soft-
ware, we present a diverse collection of articles that examine 
the intersection of global security, economic transformation, 
and global governance through the lens of key geopolitical 
and socio-economic developments.



8 On the topic of economic governance, Jodie Bradshaw's 
"Beware The Informal Sector Bogeyman: A Critique of For-
malisation" challenges the dominant view that formalising 
the informal sector is the key to addressing social inequali-
ties and economic precarity. Drawing on case studies from 
various global regions, Bradshaw critiques the notion that 
informality inherently represents dysfunctionality or lack 
of social protections. Instead, the article argues for a more 
nuanced understanding of informality as a complex, inter-
woven component of both formal and informal systems that 
supports livelihoods and contends that rather than pushing 
for formalisation, policymakers should focus on integrating 
the strengths of informality into broader socio-economic 
policies, recognizing its permanence and potential for fos-
tering social mobility.

Meanwhile, Siheon Choi and Ernest Zhanaev provide a nu-
anced analysis of the Collective Security Treaty Organiza-
tion (CSTO), focusing on how smaller member states like 
Kyrgyzstan navigate the alliance. By examining the agency 
and tangible benefits smaller states derive from the organi-
zation and demonstrating Kyrgyzstan's ability to leverage 
CSTO membership to address its security concerns within a 
Russian-dominated framework, they challenge conventional 
views of the CSTO as merely a tool of Russian influence.

To explore the complex relationships between stakeholders 
in resource extraction projects, Cordelia Ponczek examines 
the failure of Rio Tinto's lithium mining project in Serbia 
due to local resistance and environmental concerns. The 
paper critiques the traditional triangular paradigm - focus-
ing on ruling elites, local populations, and investors - argu-
ing that it fails to capture the evolving dynamics involving 
external actors like international NGOs, aid organizations, 
and foreign governments. Hence, the author advocates for 
adopting a Principal-Agent framework to better understand 
the nuanced interactions among these groups, highlighting 
how local protests, geopolitical rivalries, and environmental 
concerns can shift project outcomes.

Finally, Sean Tan and Markus Markert disputed the popular 
view that Xi Jinping alone is responsible for China's authori-
tarian shift, arguing instead that Hu Jintao laid the ground-
work for this transformation. By examining Hu's economic 
and internal security policies, the study reveals how his ten-



9ure reversed China's nascent democratic transition, and of-
fers a broader critique of global assumptions that increasing 
geopolitical power leads to democratization, showing instead 
that China's rise has reinforced its authoritarianism. 

These articles explore a diverse range of pressing issues that 
are central to current global debates. What is striking across 
the contributions is their collective effort to connect imme-
diate challenges - such as geopolitical tensions, economic 
transformation, and governance reforms - with broader, 
long-term structural trends. By grounding their analyses in 
a rich mix of historical context and contemporary develop-
ments, these articles underscore the importance of rethink-
ing traditional assumptions and adapting theoretical frame-
works to better understand the complexities of today's global 
order. Together, they contribute to a deeper understanding 
of the evolving interplay between power, policy, and socio-
economic change.

Julia Hoffmann,
General Section Editor



10 Theme Section

Double-Edged Interdependence: 
Technological Export Controls 
after Globalisation
Iris Fiona Brauer, Carnegie Endowment for Inter-
national Peace, 2023-24 Junior Fellow

Abstract
As international competition and conflict rise, the US is navigat-
ing a turn away from the globalised and interdependent economic 
system it helped establish. Consequently, a new question plagues 
the US and other states: How might they exercise influence in 
the global system in service of national interests without under-
mining the system itself? This paper examines how the US has 
navigated this tension through an analysis of US technological 
export controls. Technology has been declared critical to US na-
tional security and economic strength and the US has sought to 
block technology to key rivals, most prominently through export 
controls on technology to Russia and China. Simultaneously, the 
US has framed and justified these export controls as limited in 
scope, focused on military applications, and not intended to in-
flict broader economic harm on Russia and China. Through apply-
ing two parallel theoretical frameworks of economic coercion and 
interdependence—that of “weaponized interdependence”, and 
an earlier framework, from Albert Hirschman, emphasising the 
consequences of dependence and trade on military capability—
this article considers the barriers to enforcing the export controls. 
These same challenges in enforcement, particularly the critical 
importance of technology for both military and commercial uses, 
has undercut the US’s attempt to politically de-emphasise the 
goals and scope of the controls. Technology itself remains deeply 
embedded, physically, politically, and economically in the web of 
globalisation even as the US attempts to use technology to its ad-
vantage in an increasingly fragmented global order.

The process of globalisation has increasingly shifted geopoli-
tics toward a competitive posture. While the interconnected 
economic structures of globalisation persist, they are un-
der increased strain as the US and others turn inwards to 
address domestic economic and national security concerns. 



11Technology plays a starring role in this competition, seen as 
central to both national and economic security. Under both 
the Trump and Biden administrations the US has prioritised 
key technologies domestically through trade barriers and 
industrial policy, but have also signalled technology’s cen-
trality to its foreign policy aims. An expression of technol-
ogy’s key role is the US’s efforts to prevent rivals from ac-
cessing critical technologies it controls. Most notably, the US 
has instituted export controls on technology to Russia and 
China, attempting to cut off access to a wide range of dual 
use components and equipment in Russia’s case and to block 
advanced semiconductors in the case of controls to China. 

In this piece, I examine two theoretical frameworks that de-
scribe the relationship between economic coercion and in-
terdependence, applying them to the US’s export controls. 
With the export controls as a case study, I assess the role that 
technology, particularly dual use technology, plays in the 
shift from an interwoven global economic system to one of 
heightened geopolitical tension and economic competition. 
The first being the contemporary framework of “weapon-
ized interdependence,” (WI) which views globalisation as rife 
with opportunities for interstate coercion, where linkages do 
not mutually constrain, but asymmetrically serve as weap-
ons. While weaponized interdependence can describe the 
context of technological export controls––and the general 
turn towards coercion––the framework is best suited for the 
weaponization of centrally controlled, single-purpose soft-
ware. In contrast, the targets of the export controls are dif-
fuse, privately manufactured, dual use hardware (with both 
commercial and military applications). 

Secondly, I consider the export controls under a framework 
offered by Albert Hirschman, who examines similar ques-
tions of economic coercion and interdependence but with an 
emphasis on bilateral trade of physical goods. An intellectual 
predecessor of WI, Hirschman conceived of his theory dur-
ing and after the Second World War, before the embrace of 
globalisation and before the US fully championed the neo-
liberal economic order. Hirschman highlights the potential 
of using economic coercion to hinder an adversary’s military 
capability. The recognition that economic measures can im-
pact military outcomes, I suggest, allows us to more fully ap-
preciate US technological export controls. These controls are 
linguistically framed such that the US government may claim 



12 that the controls intend to restrict military uses of technology, 
no more, no less. This limited scope has attracted scepticism 
from Russia, China, and the international community, with 
many seeing the controls as being primarily aimed at causing 
broad economic damage to Russia and China by denying key 
technologies. The export controls have been somewhat more 
successful at creating economic harm, but their circumvention 
has ensured that neither country’s military capabilities remain 
largely unscathed. Hirshman’s framework can be applied to 
highlight the gap between the political rhetoric of the controls, 
the potential secondary, implicit goals beyond military uses of 
technology, and the difficulties of implementing the controls.

Together, weaponized interdependence and Hirschman’s 
framework help to reveal the full dilemma of the export con-
trols, in their framing, their implementation, and their cir-
cumvention. To successfully enforce the export controls, the 
US must convince private companies and industries that the 
controls are limited and will not be expanded to the point of 
undercutting the technology’s economic utility. To maintain 
the effectiveness of the export controls, the US must convince 
Russia, China, and other states that the controls are targeted 
and narrow, delaying the pivot towards building an alternative 
technological supply chain that cuts the US out. While Russia 
and China have long pursued policies to reduce dependencies 
on Western technologies, the US’s blatant weaponization of 
technology would only hasten this transition and encourage 
greater collaboration between Russia and China.

The intensity of the trade-off between maintaining dependence 
and ensuring enforcement depends on the characteristics of 
the controlled good. In the case of the export controls to Russia 
and China, the technology itself unavoidably complicates the 
dilemma. The components targeted by the export controls are 
the products of a global supply chain, physically diffuse, and 
economically important. The ubiquitous components blocked 
from Russia are used in not only weapons systems but also a 
vast range of non-military uses, from cars to household appli-
ances. The advanced semiconductors blocked from China could 
be used to create sophisticated military systems, but their pri-
mary use across the world has been to develop artificial intel-
ligence, widely seen as a technology that could make or break 
states’ future economic competitiveness. The technology’s dual 
use nature thus makes it both critical to national and economic 
security and uniquely politicised. 



13Weaponized Interdependence

There are efforts to theorise the relationship between glo-
balisation and coercion. Recent and influential literature 
describes these dynamics and tactics of economic coercion 
through the lens of “weaponized interdependence.” As artic-
ulated by Abraham Newman and Henry Farrell, through WI, 
states use their authority over nodes of international eco-
nomic networks, both digital and physical, to exert power. 

This weaponization is possible because the economic rela-
tionships of the global economy are not symmetrically decen-
tralised or perfectly mutually beneficial. Farrell and Newman 
offer a structural account of this interdependence, drawing 
upon network topography to reveal the “enduring power 
imbalances among states.” Goods, money, and information 
moving through a global network can be used in two ways 
by states with political authority. Through the “panopticon 
effect,” a state with political authority uses a central node to 
acquire strategic information. Through the “chokepoint ef-
fect,” a state limits another’s access to the network [1]. 

A key example cited by Farrell and Newman is the US’s use of 
the global financial system SWIFT. Particularly after political 
pressure in the wake of 9/11, the US secretly used SWIFT to 
monitor global transactions for its counter-terrorism opera-
tions and at times blocked states from access to SWIFT, for 
instance, as a component of broader sanctions against Iran. 
This use demonstrates not merely the simultaneous use of 
the panopticon and chokepoint effects, but another key fea-
ture of weaponized interdependence: in addition to occupy-
ing a central network node, a state needs suitable political in-
stitutions (in this case, the US Congress and the US national 
security agencies) to assert state control over other members 
in the network and to politically direct this power. 

Although the US pioneered and practised WI with great effi-
cacy, it is also increasingly concerned that other states might 
follow suit. Fears that the Chinese government could use 
TikTok to obtain sensitive information led to legislation at-
tempting to force the sale of the platform. Sanctions against 
Huawei sought to slow the creation of a 5G network that 
China could potentially weaponize. Physical infrastructure, 
including China’s Belt and Road Initiative and Russia’s con-
trol over Eurasian gas pipelines, have also drawn increasing 



14 concern from US officials. Dan Drezner, writing on uses of 
weaponized interdependence, describes these examples as, 
“emblematic of mounting U.S. concerns that great power ri-
vals such as China and Russia are weaponizing rising levels 
of economic interdependence” [2]. 

As the US is increasingly attuned to potential uses of WI by 
other states, the scope of what is deemed “weaponization” 
also expands. In its original formulation, WI specifically re-
fers to the weaponization of a structural asymmetry in a net-
work. In popular discourse, the meaning of “weaponization” 
has been stretched to denote broader concerns about eco-
nomic fragmentation and competition regardless of network 
structure. Mounting concerns about weaponization not only 
reveal a heightened awareness of the vulnerability resulting 
from global networks, but also demonstrate that the WI view 
of the world has permeated thinking on geopolitics and com-
petition. This includes the rise of Farrell and Newman’s spe-
cific vocabulary and framing and its use by key policymakers. 
As Jake Sullivan, US National Security Advisor, framed it in 
April, 2023, the “premise that economic integration would 
make nations more responsible and open,” has given way to 
the realisation that key economic dependencies, from energy 
to semiconductor supply chains, “could be exploited for eco-
nomic or geopolitical leverage” [3]. At the same time, Farrell 
and Newman warn that the eager reception of their argu-
ment may dilute the theoretical framework they offer, and 
that, “already, the term weaponized interdependence is es-
caping from our original meaning, to refer to a multitude of 
different forms of what some have called geoeconomics” [4]. 

US Export Controls Under Weaponized Interdependence
Given the influence of WI as a framework within Washing-
ton, the US’s efforts to cut off technology to Russia and 
China seem to clearly be an instance of such weaponization: 
the US leverages control over supply chains and companies 
to attempt to restrict access by rival states. In the wake of 
Russia’s invasion of Ukraine, the US instituted export con-
trols on a wide range of critical components, including com-
mon microelectronics such as the reprogrammable, legacy 
semiconductor chips used in both consumer products and 
Russian drones. These export controls were motivated by in-
vestigations of Russian weapons and systems which found 
that a high percentage of components were from Western 
companies, particularly US companies [5]. Given the lack of 



15Russian domestic manufacturing of these components and 
the country’s reliance on imports, hopes ran high that the 
controls would significantly weaken Russia’s military capa-
bilities, and that the US and partners would be able to choke 
off access to the technology through control over key nodes 
in the global supply chain [6]. 

Responding to a different set of national security concerns, 
in October,2022, the US Commerce Department released ex-
port controls restricting trade of advanced semiconductors 
and advanced semiconductor manufacturing equipment to 
China. Whereas the Russia export controls responded to the 
invasion of Ukraine, the China export controls came in the 
context of more expansive, simmering political and econom-
ic tensions. As the Biden administration’s National Security 
Strategy described prior to the controls, “out-competing Chi-
na” is a major priority for the US. In particular, the admin-
istration detailed concerns that China could acquire global 
leverage through technological development, as it “us[es] its 
technological capacity and increasing influence over interna-
tional institutions to create more permissive conditions for 
its own authoritarian model, and to mold global technology 
use and norms to privilege its interests and values.” Thus, 
countering China requires not merely competing economi-
cally, but countering the potential weaponization of eco-
nomic relationships, given that “Beijing frequently uses its 
economic power to coerce countries,” and seeks to increase 
global dependence on China even as China reduces its depen-
dence on other countries [7]. 

Both these export control policies thus identified points of 
control within a network—in this case, the physical sup-
ply chain for technological hardware—and sought to choke 
off access to Russia and China as part of the US’s national 
security goals. Farrell and Newman, in a piece warning of 
potential consequences of the controls on advanced chips 
to China, declared, “now the U.S. has weaponized interde-
pendence. American technology, which extends like a fishing 
trawler’s long line through the entire global semiconductor 
production system, is being reeled back in, with allies and 
adversaries alike wriggling on the hook” [8]. The export con-
trols on technology to Russia can similarly be viewed as an 
instance of WI and a continuation of U.S. trade policies dur-
ing the Cold War. Michael Mastanduno, writing in a volume 
on the “uses and abuses” of WI, examines a historical case 



16 of export controls closely paralleling the controls on Russia. 
Mastanduno writes that postwar trade in dual use technol-
ogy, including hardware such as integrated circuits, was re-
stricted to the Soviet Union, with the US as the “central hub 
in this network” of trade, cooperating with allies to exploit 
the chokepoint effect as an exercise of weaponized interde-
pendence. In both examples, of controls on technology to 
Russia and China, the US’s asymmetrical advantage and use 
of the chokepoint effect seem clear.

Yet Farrell and Newman’s note of caution as to the dilution 
of the term “weaponized interdependence” invites us to con-
sider the aspects of the technological export controls that 
do not map neatly into the WI framework. Firstly, the pan-
opticon effect described as a key pillar of weaponized inter-
dependence operates only in certain types of networks. The 
internet, SWIFT, TikTok, and other key examples identified 
in the literature are forms of financial and digital communi-
cation which allow for information gathering by controlling 
states. In contrast, the export control on technology to Rus-
sia and China are focused specifically on hardware: the ubiq-
uitous microelectronics and other components used in Rus-
sian military systems, and the advanced semiconductors and 
semiconductor manufacturing equipment sought by China. 
In contrast to digital networks like SWIFT, neither sets of 
technology targeted by the controls allow for the continuous 
and often covert gathering of information for national secu-
rity purposes through WI’s panopticon effect.

Farrell and Newman suggest that physical networks and sup-
ply chains can be weaponized, that not merely finance and 
information flows but the flow of “physical goods across 
borders create both new risks for states and new tools to al-
ternatively exploit or mitigate these risks” [9]. Yet there are 
some clear limitations to the full application of WI to the 
movement of physical goods, which understate the physi-
cal ubiquity of the hardware targeted by the US export con-
trols—and thus the difficulty in controlling it.

Douglas Fuller, examining US export controls targeting Hua-
wei through the lens of weaponized interdependence, sug-
gests that the theoretical framework of WI, “works well with 
information networks, such as the internet or SWIFT, but 
less well for the world of physical goods” [10]. Specifically, 
weaponized interdependence highlights power asymme-



17tries in certain networks but “is not fully applicable to many 
global supply chains where the control of the hub is much 
more diffuse.” Fuller elaborates on the theory of WI by sug-
gesting that for weaponization of physical goods and supply 
chains—such as in export controls on Huawei that targeted 
specific tools and machines used to manufacture semicon-
ductors—a “global value chain” (GVC) analysis is more suited 
than a network topography approach. In his GVC analysis of 
the Huawei controls, Fuller concludes that the weaponiza-
tion of a chokepoint based on US equipment is likely to be 
less durable, largely because of the relationships and linkages 
between different companies in the relatively diffuse value 
chain, with multiple points of control—including those held 
by private companies—over the hub dispersed around the 
globe. This diffuse value chain highlights the double-edged 
sword of interdependence, as the complex trade of goods 
among both private companies and states surfaces more op-
portunities for controls to fail.

Weaponized interdependence describes the conditions un-
der which countries can successfully choke off access to a 
network. Yet WI is tailored for a narrow set of conditions, 
i.e., the existence of a central node in an asymmetric network 
and the utilisation of effective political institutions to enable 
weaponization. In a globalised political economic system, 
truly central nodes are perhaps rarer than they appear and 
rarer than governments seeking to wield WI would wish. As a 
framework, WI’s limitations in describing the weaponization 
of hardware help to illustrate some of the difficulties and, ar-
guably, the failures of US technological export controls. As 
Fuller suggests, hardware and physical goods can be diffuse 
in ways that do not allow for a central hub of control. In con-
trols on technology to both Russia and China, the diffuse na-
ture of the technology in question has posed serious barriers 
to full enforcement of the controls. These barriers highlight 
the gap between theory and practice, as policymakers can of-
ten misjudge network structures as they seek to apply the 
alluring framework of weaponized interdependence.

Export controls on technology and components to Russia 
aim to cut off access to a remarkably wide range of goods, 
including technology that is ubiquitous and far from cut-
ting-edge. Much of the controlled technology is made by US 
companies, but in practice are manufactured across highly 
globalised supply chains, making them susceptible to di-



18 version and re-export. Intermediaries across the globe ship 
these components to Russia, particularly from China, which 
has proven eager to support Russia throughout the war, but 
also from neutral countries such as Turkey and the UAE. Evi-
dence suggests that even in US allied South Korea and Tai-
wan, components and equipment that are subject to export 
controls are shipped to Russian military end users [11]. 

For instance, machine tools—large equipment used for pre-
cision manufacturing in a wide range of commercial sec-
tors—continue to be diverted to Russia despite US pressure 
on China and other countries to enforce the export controls 
[12]. These machine tools pose an additional problem: their 
ubiquity in commercial applications results not only in a glo-
balised supply chain replete with points for diversion, but 
also an existing stock of machines that can be drawn upon 
even after controls are implemented. Evidence points to sec-
ond-hand markets for machines as a source of Russian pro-
curement for its war industry [13]. 

In the case of SWIFT and other digital networks, the US could 
fully and instantly choke off access, due to both the nature of 
the technology as software and the overwhelming US control 
over the network. In contrast, the hardware targeted by the 
export controls is more physically dispersed. Due to both its 
globally dispersed supply chain and the US’s lack of complete 
control over the network, the hardware is at risk of export 
control circumvention. These barriers to cutting off access 
to Western technology has led to the import of thousands 
of controlled components—in 2022, 70% of these compo-
nents were manufactured by US owned companies [14]. Re-
cently acquired components ostensibly covered by the con-
trols have been discovered in sophisticated Russian weapons 
more than a year into the conflict [15]. 

US controls on advanced chips and semiconductor manu-
facturing equipment to China encounter similar problems. 
China retains its existing equipment (including US technol-
ogy), capable of producing highly sophisticated chips and 
potentially keeping up with US advancements [16]. Like 
technology in Russia, the physical presence of chips and 
equipment within China significantly limit the US’s ability to 
choke off access. And despite the US and its allies’ (like the 
Netherlands and Taiwan) dominance in chip design, fabrica-
tion and equipment production, China plays its own role in 



19the semiconductor supply chain. The country dominates the 
production of raw materials and inputs such as critical min-
erals, diffusing control over key production stages and even 
empowering China to launch its own export controls [17]. 
As the US continually expands its export controls, Chinese 
companies continue to stockpile advanced chips [18]. 

The limitations of the export controls, and of weaponized in-
terdependence as a framework for the export controls, are 
also reflected in the behaviour of private companies. As Full-
er points out, the weaponization of supply chains for physi-
cal goods must account for the behaviour and incentives of 
the companies involved. These companies are crucial to suc-
cessful weaponization. In the case of both Russia and China, 
private companies have helped to undercut US attempts to 
choke off access to technology. Shell companies and compa-
nies obscuring military end users have helped to divert tech-
nology and equipment from their manufacturing source in 
the US and EU to Russia. In the case of China, US companies 
have publicly undercut controls, such as when major US chip 
maker Nvidia introduced new versions of semiconductors 
that fell just under the technical specifications detailed in the 
export controls [19]. Similarly, Google, Microsoft, and other 
US companies have continued to lend Chinese companies ac-
cess to servers powered by the same advanced semiconduc-
tors targeted by the controls, effectively skirting the restric-
tions [20]. 

Dual Use Technology
Weaponized interdependence cannot completely account for 
the weaponization of hardware, including the role of non-
state actors and private companies in the overall network. 
The nature of the technology targeted in export controls to 
Russia and China—diffuse, commercially important hard-
ware—explains some of the US’s corresponding failures in 
weaponizing the technology’s chokepoint. The US’s node of 
control is relatively easily circumvented, often with the help 
of companies, due to the diffusion of controlled technology.

The technology’s military application provides an additional 
impetus for the US controls. The controls’ initial framing and 
justification emphasise this specific national security con-
cern. In the case of Russia, the role of Western technology 
in the war in Ukraine was a clear catalyst, and the technolo-
gies targeted for control were seen as critical to the Russian 



20 defence industry. As the press release from the Bureau of 
Industry and Security described them, the controls on tech-
nology to Russia aimed to “severely restrict Russia’s access 
to technologies and other items that it needs to sustain its 
aggressive military capabilities” [21]. 

The export controls on China are aimed at slowing China’s 
economic and technological advancement broadly, given the 
role of the controlled semiconductors in AI and other emerg-
ing sectors. According to Chris Miller, the main aim of the 
controls is “to throw sand in the gears of China's AI devel-
opment” by making it difficult to build large clusters of ad-
vanced chips capable of training AI systems [22]. As schol-
ars Madison Cartwright and Guillaume Beaumier describe, 
semiconductors have become a site of economic competition 
across the globe and “a significant tool of Weaponized Inter-
dependence (WI)—chiefly by the US” [23]. China has taken 
a similar view, that the US has “weaponized” export controls 
to unfairly affect trade and business [24]. 

Yet the US has emphasised that the controls on semiconduc-
tors are instead to limit their military applications. In the Bu-
reau of Industry and Security’s account, the controls aimed 
to “prevent sensitive technologies with military applications 
from being acquired” by the PRC. As articulated in the initial 
press release, these restrictions are driven by concerns that 
advanced semiconductors will fuel China’s military modern-
ization and that they “are used by the PRC to produce ad-
vanced military systems including weapons of mass destruc-
tion; improve the speed and accuracy of its military decision 
making, planning, and logistics, as well as of its autonomous 
military systems; and commit human rights abuses” [25]. 

Critically, the framework of weaponized interdependence 
does not touch on the relationship between weaponization 
and military applications and implications of a given net-
work. Traditional examples of WI concern items that are 
purely commercial, or unlikely to have military applications. 
WI is less suited for interpreting networks with military uses. 
As Lorian Bodamer and Kaija Schilde explore, in attempts to 
exploit the chokepoint effect to “weaponize weapons,” such 
as the F-35, the technological complexity of modern weap-
ons and the complex public-private networks of interdepen-
dence effectively raise the costs of weaponization [26]. States 
encounter greater push back from companies and experience 



21greater challenges in enforcement because of companies’ 
commercial interest in the network. The US export controls 
thus doubly push on the bounds of WI’s framing. The con-
trols are primarily concerned with hardware, which, given 
the technology’s physical diffusion, is less neatly described 
by WI compared to digital networks. Secondly, the explicit 
goals of the controls are specifically to limit the military uses 
of technology, whereas WI is oriented primarily towards net-
works of commercial products.

Albert Hirschman’s Supply and Influence Effects

Farrell and Newman’s weaponized interdependence frame-
work describes state coercion and power in the present mo-
ment, as the effects of globalisation on interdependence and 
state rivalry are re-evaluated. However, earlier articulations 
of weaponization and interdependence that predate 20th 
century globalisation and neoliberalism offer a parallel char-
acterization of the intersection of geopolitics and the global 
economy. A particularly influential predecessor to weapon-
ized interdependence examines these same themes with a 
focus on trade in physical goods and on the effect of trade on 
military capabilities, offering a useful alternative framing of 
the export controls. Albert Hirschman’s 1945 book, National 
Power and the Structure of Foreign Trade, frames trade as in-
herently politicised, much as Farrell and Newman see global 
networks as points of leverage.

Hirschman examines tools of trade policy as they relate to 
states’ concerns about relative power and dependence on 
other states, particularly in potential conflicts. As Walter 
Hudson writes, in Hirschman’s view, “trade between coun-
tries is not simply about the provision of goods, but about 
competitive national advantage fraught with both economic 
and political consequences. Trade is not simply about the 
goods you trade… it is also about your ability to influence 
whom you trade the goods with” [27]. 

Hirschman further differentiates between the effects of 
economic coercion. The “goods you trade” can have a direct 
impact on national power particularly if they have military 
applications. Hirschman identifies the use of trade to im-
pact military capability as the “supply effect” of foreign trade 
[28]. Through the supply effect, trade of desired goods allows 
a country to build up its military power. To reduce vulner-



22 ability to the supply effect, a state might stockpile key goods 
or minimise the risk of being cut off from global supply by 
coordinating trade with allies. To exploit the supply effect, 
a state with greater control of key military goods might in-
troduce export controls—much as the Biden administration 
has framed the export controls on technology to Russia and 
China. In contrast, “influence effects” involve the broader 
“power to interrupt commercial or financial relations with 
any country,” and in Hirschman’s conception, form “the root 
cause of the influence or power position which a country ac-
quires in other countries’” [29]. Influence effects in particu-
lar parallel weaponized interdependence’s chokepoint effect, 
in using a position of control to choke off a network with the 
aim of coercing a rival country. Beyond individual imports 
or exports, influence effects incentivise the creation and the 
maintenance of trade dependencies, which serve as useful 
tools in navigating geopolitics with rivals and allies alike. 
Like Farrell and Newman, Hirschman suggests that these de-
pendencies and dynamics can both help stabilise the global 
order and conversely provide opportunities for coercion and 
destabilisation.

Unlike weaponized interdependence, which emphasises 
network hierarchies, Hirschman’s framework is focused on 
bilateral trade. This simplified, bilateral view does not per-
fectly capture the complex supply chain of technology. But 
in other ways, Hirschman’s framework offers a closer match 
to the conditions of the US’s technological export controls. 
Hirschman focuses on the physical trade in hardware, where 
weaponized interdependence skews towards digital net-
works. Export controls are themselves a more traditional, 
bi- or multi-lateral form of economic statecraft, one that 
involves an official and concrete government policy. In con-
trast, weaponized interdependence, particularly through the 
panopticon effect, often operates with a level of covertness 
as it attempts to preserve dependencies despite weaponiza-
tion. In the case of US export controls, while the transpar-
ency of the controls can help facilitate compliance, the public 
release of the official details of the controls have also affected 
their implementation and subversion, as with Nvidia under-
cutting the technical specifications for semiconductors.

Finally, Hirschman’s supply effects allow for analysis of the 
US technological export controls as geared towards impact-
ing military capability. The framing of the controls empha-



23sises the military uses of controlled technology. Whether 
the controls are genuinely tailored to only impact military 
applications or whether the framing seeks to de-empha-
sise the broad economic impact of cutting off technology, 
Hirschman’s theoretical framework more fully considers 
both facets of dual use technology. 

US Export Controls Under Supply And Influence Effects
Attuned to the military utility of trade, Hirschman’s frame-
work helps to disentangle the successes and failures of the 
US technological export controls. As mentioned, US export 
controls have not been very successful at keeping physical 
components out of either Russia or China. With the military 
uses of the hardware in mind, the stakes for the export con-
trols are also higher compared to the commercial networks 
that WI centres. Rather than to damage Russia’s or China’s 
economy or demonstrate US power, the controls seek to com-
pletely block the technology from being used in a military 
capacity. If microelectronic, machine tool, or semiconductor 
slipped through the export controls, Russia will be able to 
make more drones and cruise missiles to attack Ukraine. In 
the case of China, the semiconductors targeted by the export 
controls aren’t directly used in weapons systems, but the 
stakes of an individual piece of hardware are still high. These 
advanced chips are so powerful and coveted that Chinese ac-
tors have created complex, elaborate webs to acquire a single 
controlled chip [30].

Given the stakes of these military applications, the export 
controls’ failure to stop the movement of controlled technol-
ogy into Russia and China demonstrates an inability to fully 
exploit supply effects. Are the controls more successful when 
considered as part of a broader move of economic coercion, 
as some suggest is their primary intention?

In the case of Russia, the US has used tools beyond export 
controls to target the Russian economy, including through 
economic and financial sanctions. Russian sovereign assets 
held in European owned clearinghouses and banks have been 
frozen with US support, in a weaponization of Russia’s reli-
ance on Western financial systems and networks. The export 
controls themselves have also at times been framed as tar-
geting Russia’s military, but through both direct and indirect 
means. As BIS put it, the controls would “atrophy key sec-
tors of its industrial base, and undercut its strategic ambi-



24 tions to exert influence on the world stage.” The distinction 
between targeting military capabilities and the general wea-
ponization of trade (what Hirschman describes as “influence 
effect”) is not a strict binary, and Hirschman describes how 
broader economic effects can filter down to affect military 
capabilities. 

Whether the US export controls are intended to purely tar-
get military uses and supply effects of technology, or wheth-
er they seek to impact the Russian economy more broadly, 
the dual use nature of the technology subverts sharp differ-
entiation, just as it subverted the framework of weaponized 
interdependence. 

Given concerns about Russia’s civil-military fusion and the 
potential repurposing of restricted components from com-
mercial uses, the export controls have restricted technology 
beyond military end users [32]. The wide range of controlled 
components impact far more than Russia’s defence indus-
try. As scholar Julian Ringhof describes, “cloud computing 
centres, high-performance computers, aviation and defence 
technologies, and oil-refining machinery all require regular 
replacements and upgrades of microprocessors, controllers, 
sensors, and mechanical parts.” These industries may increas-
ingly deteriorate as the export controls strangle Russia’s ac-
cess to technology. The full impact of the export controls on 
Russia’s state capacity more broadly, beyond its defence in-
dustry, is not yet apparent. Russia’s increasing economic ties 
with China suggest that the export controls might not dent 
Russia’s capacity for war even indirectly. But compared to 
the inability of the controls to manipulate supply effects and 
stop military uses of the technology, the broader economic 
influence effects of the policy seem in comparison an effec-
tive tool. Although the hardware has kept flowing to military 
end users in Russia and China thanks to circumvention, the 
costs of circumventing controls and establishing alternative 
supply chains and networks of procurement may weigh on 
the two countries over the longer term. The high economic 
importance of the technology subject to controls reflects a 
profoundly dual use nature, one which is de-emphasised in 
the controls in favour of a focus on military applications. 

As with the technology slipping through US controls to Rus-
sia, the hardware restricted to China has been a key compo-
nent of the global economy and is highly diffuse. While an 



25older bilateral model of trade may have been conducive to 
effective export controls (and effective supply effect restric-
tions), the distributed supply chains and the incredibly wide-
ranging applications of critical technology today undermine 
such a model. The economic impacts of the semiconductor 
export controls on China are unclear since China has invest-
ed intensely in circumventing export controls while estab-
lishing of a domestic sector to reduce reliance on the US [33]. 
While technological innovation, including in the defence 
sector, may be impacted over time through the controls, evi-
dence suggests that the controls harm the US’s own semicon-
ductor industry more than China’s in the shorter term [34]. 

Despite US attempts to de-emphasise the goals of the export 
controls, framing them as narrow and targeted, both China 
and private actors involved in the semiconductor industry 
have clearly interpreted broader goals and implications of 
the controls. Hirschman’s supply and influence effect cate-
gories emphasise the US’s own attempts to disaggregate the 
role of technology in interdependence and in conflict. The 
controls are framed as having a limited scope, aimed to pre-
vent military uses of the hardware. Carving out distinctions 
to differentiate this set of technology from a more expan-
sive list becomes both politically and practically important, 
to assure US companies that the export controls are limited, 
and to prevent openly signalling to Russia and China that the 
only path forward is to reduce dependence on US technology.

Conclusion

Weaponized interdependence and Hirschman’s model of 
economic coercion offer two distinct lenses onto the US’s 
technological export controls. Each framework points to key 
tensions in the controls themselves, tensions which feed 
circumvention and allow critical components into Russia 
weapons and advanced semiconductors to military end us-
ers in China. The dual use nature of the technology invites 
circumvention by companies, including US companies. The 
commercial importance of the technology has further its dif-
fusion across the globe, and as hardware, the US faces a much 
more difficult task in physically choking off access.

The two interpretations of the controls, weaponized interde-
pendence and Hirshman’s framework, concur that the global 
economic system is constituted of interdependencies and 



26 of actors ready to use dependencies to their advantage. The 
US publicly championed an interdependent global system, 
which, as Farrell and Newman point out, has always been rife 
with covert forms of weaponization. As the US and the world 
as a whole turn towards more open competition, the central 
dilemma of weaponized interdependence remains and the 
stakes grow higher: how to weaponize without driving other 
states away from dependencies? 

In the case of the export controls, the US has navigated this 
tension by limiting, in theory, the scope of the controls. By 
emphasising that the primary goal is to prevent military uses 
of US technology, the US signals a more restrained approach. 
Clearly, China and Russia themselves remain convinced that 
the US has broader aims with the controls, including more 
significant economic impacts wrought by blocking access 
to technology. Yet the technology targeted by the controls 
is deeply embedded in highly complex, globalised economic 
structure: physically diffuse and controlled by private com-
panies, with opportunities for circumvention at every step 
on the supply chain. For effective enforcement, the primary 
audience of the US’s export control framing is more the play-
ers in the global supply chains than Russia or China. As evi-
denced in the persistent problems with enforcement, both 
in preventing technology from being used for military pur-
poses and in effective weaponization for economic impact, 
the US has largely been unsuccessful at navigating these ten-
sions. Instead, technology has proven uniquely embedded 
in the globalised economic system. The interdependencies 
of the global technology trade has instead spotlighted US 
attempts to exploit control of technology, undermining en-
forcement of the controls and hastening the shift away from 
dependence on the US.
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30 ‘Fighting for our people’: feminin-
ity and violence in portrayals of 
women who use drones in Ukraine
Bibi Imre-Millei, Lund University

Abstract
Men outnumber women as military drone operators, both in 
media narratives and in reality, as prominent Western militaries 
such as the US and the UK have far more men than women in their 
ranks. In recent years, Russia’s invasion of Ukraine has brought 
newfound attention to the use of drone warfare; specifically, 
how the media overwhelming spotlights male drone operators. 
However, portrayals of women in drone operations have always 
lurked at the margins, with institutes such as the School of 
Pilotesses teaching women to utilise drones for the Ukrainian 
cause. This paper examines how militarised Ukrainian women 
who use drones have been portrayed in Western media. I conduct 
a reflexive thematic analysis of news reports on Ukrainian women 
drone operators, grounding my analysis in feminist theory on 
characterisations of female violence. I argue that the portrayal 
of Ukrainian women paints women’s violence as exceptional, 
positions their service in relation to men and motherhood, and 
showcases a nationalist pride in service that situates their daily 
lives as oppositional to the masculine military system. Despite 
reinforcing these narrative tropes, these portrayals also show 
instances of women’s political agency, hinting at changing 
dynamics in how women’s violence is discussed in Western media. 

Considerable media attention has focused on drone warfare 
during Russia’s second invasion of Ukraine. Coverage ranges 
from Russia’s deployment of Iranian Shahed drones to 
Ukraine’s use of improvised drones, armed and unarmed. 
Drone operators––not just in Ukraine––but throughout the 
world and beyond military spaces, are overwhelmingly men; 
there are fewer women than men in militaries [1]. 

This article follows a feminist curiosity [2] to investigate 
how Western [3] media portrays Ukrainian women who 
undertake aerial drone operations. In this exploratory piece, 
I ignore the men who are often centred in news portrayals 
of drone operators and focus on the women who participate 
in Ukraine’s defence. Using reflexive thematic analysis [4], I 
argue that the portrayal of Ukrainian women both follows 
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exceptional. The portrayal follows nationalist scripts of pride 
in serving their country (militarily or otherwise), positions 
service in relation to motherhood and men and situates 
women’s daily lives as oppositional to the masculine military 
system. However, there are also instances where women 
are portrayed as subverting old scripts and asserting their 
political agency. 

The paper begins with a discussion of the literature on gender 
and drone warfare and media characterisations of women’s 
participation in war, with a specific focus on Ukraine. Next, 
I briefly discuss the method of reflexive thematic analysis, 
before moving on to outline the content of the news reports. 
I then analyse how women’s drone use is portrayed in 
Ukraine. Finally, I conclude by noting the limitations and 
future implications of this analysis. 

Literature

There is a rich literature on gender and drone warfare, 
including various studies on the gendered portrayal of drone 
operators [5]. This literature review seeks to synthesise that 
literature with studies on women’s participation in militaries, 
especially the Ukrainian military, and on women who commit 
violence. Many articles on gender and drones seek to apply 
feminist perspectives to the figure of the drone operator, 
exploring the ways in which war and violence are gendered 
and queered through the use of drones [6]. Although these 
articles mention how US and UK militaries have attempted to 
recruit women, they largely overlook the figure of the woman 
as a drone operator. Research on women as drone operators 
can be quite theoretical and based in fiction, as there are few 
real women drone operators. To date, no analysis has focused 
on how actual women drone operators are portrayed [7].

Most militaries––including their respective drone units––
are dominated by men, so it is understandable that less 
attention has been given to women drone operators [8]. In 
the Ukrainian military, Martsenyuk, O’Sullivan, and Trisko 
Darden all discuss how women’s historic involvement and 
consistent marginalization go hand in hand [9]. Feminists 
have also problematised women’s underrepresentation in 
state militaries for decades [10]. As various authors note, 
women have been prominent in militarised movements 



32 in Ukraine, but their participation has been conditioned 
on traditional femininity (participating in support roles 
and as nurses) and has often been underestimated [11]. 
Acknowledging Ukrainian women’s sustained participation 
in militia, nationalist, and independence movements, these 
authors outline how women have been mobilised for military 
work from the first Russian invasion in 2014. Martsenyuk 
highlights that––according to a 2023 survey––64.3 percent 
of Ukrainian women are willing to engage in armed resistance 
to defend Ukraine (compared to 77.4 percent of men) [12]. 
Martsenyuk and Trisko Darden both discuss a slow opening 
of the military to women, as women of certain professions 
have been subject to a semi-voluntary conscription [13]. 

As Trisko Darden illustrates, while women are encouraged to 
serve, they are often assigned non-combat roles, and their 
service remains unenforced. In contrast, men are impressed 
into service, and their reluctance to contribute is often 
ridiculed as cowardice and leads to social ostracization [14]. 
O’Sullivan observes a similar phenomenon within some 
feminist circles; in 2014, women who sought peace over 
militarization were marginalised in mainstream narratives of 
women’s contributions during the first invasion. Martsenyuk 
also outlines how women were considered incapable of combat 
roles by the military and society, although this perception is 
rapidly changing as the second invasion continues [15]. 

Trisko Darden also discusses the expectation that women 
must "be motherly and caring, even as they become battle-
hardened" [16]. This ties to the broader feminist discussions 
of what it means to be a woman during conflict. Building 
on this body of literature, Gentry and Sjoberg explore how 
women’s violence is portrayed in stereotyped images: the 
mother, monster, and/or whore [17]. The trope of ‘women 
as mothers’ is the idea that women who willingly serve in 
militaries or commit violence are unnatural, monstrous 
because women, perceived through their ‘natural’ role 
as mothers, are supposed to be sympathetic and gentle. 
‘Women as whores’ refers to the trope whereby women’s 
portrayal is sexualised for men’s pleasure, and the idea that 
sexual deviancy and women’s violence are linked to each 
other and aberrant. Women’s bodily processes, such as their 
menstrual cycles, pregnancies, and motherhood, have also 
been cited as evidence of their suitability for combat, as has 
women’s supposed emotional volatility [18]. Clark explores 



33the idea that women’s maternity affects them emotionally 
during military service, particularly in operating drones 
[19]. She analyses how fictional and real drone operators 
are constructed by narratives as overly emotional, violent 
women, with aberrant femininity portrayed through 
emotion. For Clark, these portrayals demonstrate "a woman 
failing in her role as a warrior because of her status as a 
mother" through either physical or emotional weakness [20]. 

The figure of the woman as drone operator, as both Clark and 
Moon note, is deemed disruptive in military settings due to 
the bodily and emotional disruptions outlined above [21]. 
This is reflected more broadly in the literature on women’s 
integration into militaries, where countless studies have 
analysed how the hierarchy of masculinity and femininity 
functions [22]. For Gentry and Sjoberg as for Clark, women 
who are violent or seek military service are perceived as 
overly emotional and extraordinary, as properly feminine 
women would not perpetrate violence [23]. This has relegated 
women to support roles away from the frontline [24]. In the 
overview of military masculinity that begins her chapter, 
Moon describes how femininity is used to shame and 
discipline, noting “[t]hose epithets [‘lady,’ ‘pussy,’ ‘faggot’] 
constantly remind young recruits that a true ‘warrior’ stands 
in contrast to femininity ” [25]. Women’s presence is then 
argued as disruptive within these masculine spaces, precisely 
because of the sexualised and shameful connotations of 
feminine expression [26]. 

But both Clark and Moon note that these perceptions are 
troubled by the woman as drone operator. Clark notes there 
are few physical requirements to pilot a drone, and even 
pregnancy, supposedly women’s biggest weakness in military 
spaces, does not prevent women from performing drone 
duties except during labour and birth. Women’s stereotyped 
role is instead re-signified through emotional failings [27]. 
Moon on the other hand argues (like Dagget) [28], that 
drone warfare blurs the boundaries between war and home 
front and between omnipotence and cowardice. It therefore 
queers and genders war experience in new ways. Moon claims 
that “drone warfare, which is remote yet aggressive, gestures 
towards what was unimaginable—a genderless warrior” [29].

The woman drone operator in the play Grounded, forced to 
pilot drones after pregnancy ended her career as a fighter 



34 pilot, is certainly not a genderless warrior [30]. The play 
documents The Pilot’s journey operating drones for the US 
military, and her eventual breakdown as her use of drones 
clashes with her everyday life and creates tensions. While 
Harrop, like Clark, interprets The Pilot’s breakdown in 
Grounded as caused by a lack of emotional control, Harrop 
compares this loss of control to men’s rage in ancient 
myth [31]. Evans, on the other hand, describes The Pilot’s 
descent into mental breakdown as an overwhelming surge 
of empathy, distinguishing her from her militarised men 
counterparts and showing the feminised failure to control 
feelings, as Clark also discusses [32]. Comparing The Pilot 
to men also echoes Grewal’s reading of this play, who, like 
Clark and Moon, points out that women’s success in military 
institutions hinges on their ability to embrace a queer 
masculinity as exemplified in The Pilot’s camaraderie with 
military men [33]. By the end of Moon’s analysis, the woman 
drone pilots portrayed in Good Kill and Eye in the Sky, are 
not so gender neutral. While the plays attempt to portray an 
egalitarian military life, the women pilots are not the main 
characters. Portrayed in sexualised scenarios, they are merely 
the ‘co’-pilot to the ‘real’ protagonist pilot [34]. 

Applying the literature on the portrayal of women’s violence 
and building on the literature on drone operators, I want to 
chart how Western media portrays real Ukrainian women 
who use drones in the context of Russia’s second invasion, 
disentangling the continued relationship to gendered norms 
that are attached to the women who are presented to Western 
audiences in these narratives. 

Methods

As Enloe notes: “To be a sceptically critical, feminist-informed 
military analyst requires […] us to become energetically 
curious about women’s varied and dynamic roles vis-à-vis 
the constructions and reconstructions of masculinity” [35]. 
After seeing the portrayal of Ukrainian drone operators in the 
Western media I was consuming and using for my research, 
I became curious about the seeming absence of women 
drone operators and began to investigate. For me, portrayal 
is not distortion; it is simply what we, as media consumers, 
see, given that we do not have unmediated access to truth. 
While I do not believe that social construction necessarily 
supersedes objective truth, it is important to investigate 
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truths. We cannot know for certain how accurately these 
portrayals align with the self-perceptions of the women 
depicted; we can only analyse what is presented in the media. 

I use Braun and Clarke’s approach to reflexive thematic 
analysis, which takes themes to be "stories about particular 
patterns of shared meaning across the dataset" [36]. 
Reflexive thematic analysis is qualitative by nature and 
centres subjectivity. It employs organic and recursive coding 
processes and requires deep reflection on and engagement 
with data. The approach is exploratory, iterative, and 
acknowledges the researcher’s role in knowledge production, 
making it compatible with feminist curiosity. As in feminist 
theory, themes are developed through ‘data, analytic process 
and subjectivity,’ and are stories in and of themselves [37]. 
My approach also takes inspiration from digital ethnographic 
methods and visual data analysis [38], taking the stance of a 
casual Western viewer to see how Ukrainian women drone 
operators are presented to such viewers. 

To begin, I conducted searches on Google and YouTube using 
an incognito window, combining the terms ‘Ukraine,’ ‘women,’ 
‘drone’ in about five queries to cover different formulations. 
Instead of systematically searching news website databases, 
I chose to sample news reports recommended by Google’s 
algorithms to explore which types of portrayals are presented 
to Western audiences. I also excluded Ukrainian or Russian 
outlets for this reason since my focus on Western media 
provides insights into how ‘The West’ positions its support 
for Ukraine in its portrayals of Ukrainian drone operators. I 
excluded any results that did not focus on women as drone 
operators in Ukraine but included those that focused on 
civilian women attending military drone operator training 
schools, as I decided to broadly look at militarised women, 
as opposed to military women only. Using this method, I 
found sixteen news reports from news websites and posts on 
YouTube from news publishers. Two of these reports were 
extended versions of a shorter report I found, meaning there 
were fourteen unique documents; however, the different 
editing and focus justified the inclusion of all sixteen. 

The Western news outlets I found covering Ukrainian women 
drone operators include the Associated Press, the New York 
Times, Radio Free Europe, Sky News, Business Insider, the 



36 Canadian Broadcasting Corporation (CBC), the Atlantic, 
the Times and the Sunday Times, the National Public 
Radio (NPR), the World, the Cable News Network (CNN), 
Defense One, Le Monde, and an independent organization 
for women’s empowerment, WOW WOMAN, which ran an 
extensive profile on a Ukrainian woman drone operator. I 
started with a close reading of these written, audio-based, 
image-based, and video reports to determine an initial set 
of themes informed by the literature on women’s military 
participation and media tropes about violent women. Then 
I re-read each document, adjusting the themes until I ended 
up with three ‘stories’ as per reflexive thematic analysis [39]: 
Pride and Preparation, Battling and Reinforcing Stereotypes, 
and Troubling Civilian Status. Before addressing these 
themes, I outline the trends about the news reports’ content. 

News Report Content

Most of the news reports focus on a particular school 
that trains women to operate drones [40]. This school has 
different names, including the school for/of Pilotesses, 
the school for women/female drone operators, the female/
women pilots of Ukraine, or simply Pilotesy. The founder 
of the school, Vitaliy Borovyk, is quoted in multiple news 
outlets discussing the school. He notes in one article that 
he founded the school because he “recognised the need 
for more women drone pilots months ago after struggling 
to help a friend who was looking to get in contact with a 
female drone pilot for a feminist organization” [41]. Multiple 
articles quote Borovyk as having recruited women from the 
fashion industry, many of them models [42]. Pilotesy is the 
most prominent organization throughout the news reports, 
but there are other organizations and initiatives mentioned. 
Victory Drones, for example, trains drone operators more 
broadly, including women [43]. The women who are part 
of Victory Drones are often repairing drones to send to the 
front line as civilians, but also learn to fly drones themselves 
[44]. Ukrainian Valkiriya is another group mentioned in one 
news report, but they train women for various wartime skills 
and do not focus on drones [45]. 

Beyond organizations, many articles feature discussions 
of what women contribute to the Ukrainian military, 
citing statistics on women’s participation and evidence of 
discriminatory practices [46]. These articles often discuss 
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men suffer increasing causalities on the battlefield and 
become more reluctant to join. A few articles are profiles of 
women who pilot drones for the military [47]. These women 
are usually young, except for one article which profiles a 
Ukrainian ‘grandmother’ who wanted to pilot drones because 
she was too old for the infantry [48]. A few articles also focus 
exclusively on women who have chosen to contribute to the 
war by building drones [49]. 

Two linked news reports by the Associated Press in March 
2024 describe a program where primary and high school 
children learn how to pilot and repair drones [50]. This 
initiative is meant to prepare children for war and help 
them learn useful skills like first aid training. The reports 
discuss multiple types of drones. The most prevalent 
models are quadcopters (both armed and unarmed), 
which are assembled, created, or modified domestically by 
Ukrainians. Those who help assemble drones usually conceal 
the explosives (e.g. grenades or similar devices) that will 
be attached to the drone, although some acknowledge that 
the drones will be used to deliver lethal payloads. Although 
these drone makers are removed from the frontlines, they 
are aware and supportive of using drones for lethal purposes, 
as this is essential to achieve victory. 

Thematic Analysis

During thematic analysis, I identified three broad themes 
or stories emerging from the news portrayal of Ukrainian 
women. The first is Pride and Preparation, which concerns 
women’s logic of involvement with respect to drone warfare. 
These narratives tended to highlight the national pride and 
the motivation to resist Russian aggression experienced by 
Ukrainian women, and their perceived need to be prepared in 
case they were asked or forced to participate in military action. 
The second theme is Battling and Reinforcing Stereotypes, 
which depicts military spaces as contentious for women. 
However, both the news reports and the women themselves 
at times reify and reinforce gendered stereotypes. The final 
theme is Troubling Civilian Status. It shows how women’s 
roles, motivations, and stereotypes point to a crucial but 
unaddressed question: in the Ukrainian context portrayed 
by Western media, who is a civilian? In sum, Western media 
portrays women’s participation in the Ukrainian war effort 



38 along gendered lines and reinforces stereotypes linking 
women’s violence to motherhood and other gendered roles. 

Pride and Preparation
This ‘story’ begins at a school in Lviv in March 2024, when 
the Associated Press filmed an instructor teaching high 
school students how to operate a drone. When he was 
interviewed, he said “The war is ongoing, whether we wish 
it or not, and we must be prepared. We must stay abreast 
of current events. While new technologies may emerge, the 
fundamentals remain the same, so we provide students with 
foundational knowledge” [51]. This foundational knowledge 
includes more benign and obviously useful skills such as 
first aid, but also includes classes on surveillance drone 
operation for children as young as six. A high school girl 
commented that the training is directly useful to boys due 
to potential future conscription, adding that “for girls it is 
just as important, because they should also be able to act in 
some extraordinary situations and know what to do” [52]. 
The idea that for boys training is almost a given, but for girls, 
it is extraordinary, is the core of this story, echoing Gentry 
and Sjoberg’s argument that women’s violence breaks and 
distorts ‘normal’ femininity, which requires women to 
remain in more peaceful roles [53]. 

The reasons women gave for using drones illustrate the 
narrative of preparation. It is particularly true for civilian 
women, as they have chosen to prepare (as opposed to 
military drone operators who have chosen to fight), as one 
woman says in an interview with NPR, “just in case” she 
must be a combatant (in this case through Pilotesy) [54]. In 
an interview with the New York Times, one woman claimed 
it is inevitable that women will have to fight. She noted that 
women want to study combat drones so that when they are 
eventually in the military, they may want to participate in 
roles other than support roles [55]. This implies women are 
usually relegated to support roles (as has historically been 
the case in the Ukrainian military) [56], and drone use is 
portrayed as a way to subvert these gendered expectations.

But some women who use drones are already military 
personnel; preparation is behind them. A female drone 
unit commander interviewed by Sky News explained her 
motivation as part of a nationalist stance against Russian 
oppression: “We are fighting for our land for our history for 
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for our people” [57]. This type of ideological positioning was 
common throughout the news reports. An older woman 
whom Business Insider portrayed as a spunky grandmother 
was serious about the honour she felt defending her country, 
asserting that the motivation to fight “must be love for your 
country and a strong desire to destroy the enemy so that 
they never want to set foot on our land again” [58]. A nurse 
and drone operator in the military interviewed by WOW 
WOMAN had a similar stance, noting “Ukraine is the last 
outpost that holds this plague back, away from the rest of the 
world. We need help. We need victory. We need your support. 
Girls are taking up assault rifles and going to defend their 
unborn children. I am proud to be part of this fight, but we 
all need help” [59]. Gentry and Sjoberg describe this kind of 
maternal nationalism as a genuine stance that women may 
adopt, but it also reflects a broader pattern of portraying 
women as a nation’s mothers, fighting for liberation based 
on a gendered relationship with their people [60]. 

This collective pride in maternal nationalism is reiterated 
in the news reports. When the woman profiled by WOW 
WOMAN spoke of taking up arms, she did it also on behalf of 
other women engaged in the conflict and expressed the pride 
she has in them. The founder of Pilotesy in one interview 
noted his surprise and pride that 80 percent of his students 
go to the front line; he stated that women want to protect 
the country in other interviews as well [61]. This sentiment 
is not exclusively addressed towards and echoed by military 
women, as news reports showcase a variety of ways to have 
pride in resisting Russian aggression through drones. In a 
New York Times interview, a civilian woman noted that she 
wants to protect her country, and that a course on drones 
could help her do that [62]. The civilian women at Victory 
Drones also are portrayed with a strong ethic of resistance. 
A woman said, “now we do anything we can to resist because 
Russians want to kill us: this is genocide,” as another woman 
nodded next to her [63].

Some women in the news reports exhibit pride and protection 
specifically when it comes to their relationship with men 
serving on the frontline. I identified three instances of this 
explicitly in the news reports. One woman claimed she helps 
her brothers and father who are deployed to the front. She 
was inspired to start making and repurposing drones after she 
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drones were expensive and time-consuming to procure [64]. 
Another woman working with Victory Drones expresses pride 
in making drones for herself and her husband [65]. Finally, 
a woman refugee in Latvia who assembles drones destined 
for Ukraine explained that her work provides support to her 
brother who is on the frontline [66]. These media reports 
illustrate the rationale behind Ukrainian women’s use of 
drones. They emphasise these women’s need to feel safe 
and prepared, reflecting a narrative of maternal nationalism 
prevalent in spaces where many men have died, and women 
must step in to provide security. Additionally, they highlight 
women’s resistance to occupation, which is potentially a 
more concrete motivation tied to their political agency [67]. 
The portrayal of prepared and patriotic women—fighting 
for national freedom in a symbolically maternal role and for 
their families and children on a personal level—reveal the 
division between frontline and home front that women must 
navigate when participating in militarised activities [68]. 

Battling and Reinforcing Stereotypes

“I understood that in addition to the war with russia [sic], 
there is also a war for equality, which in a broad sense should 
have ended somewhere in the last century, no? And that if 
a woman wants to defend her country, her family, her own 
rights, it should be normal for men. But most of them ask me 
the real reason for my decision to join the Armed Forces. As if 
the well-known fact is not enough. In general, I have a little 
more work to do” [69]. 

This quote from a woman drone operator profiled by WOW 
WOMAN reflects her difficulties in joining the military. 
Women who serve in the Ukrainian military feel proud 
of defending their families and country, but they also 
experience the tension between the pride of military service 
and the realities of life as a military woman. Women’s 
participation is discussed as necessary and important in 
the Ukrainian military, this is particularly true when they 
are contrasted to men who dodge the draft [70]. As Trisko 
Darden notes, women are seen as substitutes for these men, 
but perhaps not quite the real thing [71]. This sentiment is 
reflected in how women speak about their troubles during 
military service, and how news reports discuss women’s 
military service more broadly. A Le Monde interview of a 



41woman drone operator illustrates this when she says: “I tried 
to join the army, to learn how to defend myself, how to shoot 
a gun.” But recruiters at multiple locations turned her away. 
Some of these recruitment offices questioned her about her 
whereabouts in 2014, implying that volunteering only now 
during the full-scale invasion was not good enough [72]. 
While these narratives of gender inequality in the military 
may reflect women’s real experiences in militaries and are 
important to portray, they also reinforce the narrative that 
women cannot be seen as equals in organizations they join, 
and that they must endure discrimination, harassment, 
violence, or prove themselves in order to gain acceptance 
from men who control their access [73]. 

But many women interviewed were portrayed as forging 
their own path and as advocates of women in the military. 
One woman, the founder of Ukrainian Valkiriya staunchly 
proclaimed: ‘Women are able to fight on an equal footing 
with men and at the same time remain feminine […] The 
gender of a warrior makes no difference’ [74]. Most women 
profiled and interviewed, however, disagreed that gender did 
not matter, although most women did believe that drones 
in some way levelled the playing field. This subverts the 
narrative militarised and violent expressions of womanhood 
are viewed as unnatural. Rather, as this Ukrainian woman 
asserts, femininity and violence are compatible [75].

At Pilotesy, a woman student noted the unique nature of the 
school, claiming ‘Women can do this’ and implying that it 
is harder for women to access other roles in the Ukrainian 
defence [76]. One article describes women learning how to 
operate and repair drones as “civilian soldiers” who were 
“busting stubborn myths” [77]. In another article, a drone 
trainer noted that women feel second class in the military, 
but that she joined to fight, “not shuffle papers” (be in a 
support role) and that drones enabled her to do this. On 
women in general, she noted “They are physically weaker 
and there are things they cannot do,” but that they could be 
seen as equal when piloting drones [78]. This reflects Moon’s 
description that the role of the woman drone operator can 
be liberatory, albeit still within gendered parameters [79]. 
In the article which profiled the grandmother who pilots 
drones, the authors note that women have complained that 
the military was not inclusive enough. The article describes 
how the grandmother came to work with drones because of 



42 her age and gender: “She said her age ruled her out of infantry 
service—joking that she wasn't allowed to run and jump like 
its soldiers” [80].

Another woman training woman drone pilots noted “This 
is a technological war, […] It’s not so important to be very 
physically strong, you have to be strong in your mind” 
[81]. Women’s emotional and mental strength was linked 
to motherhood, in contrast to the belief, documented by 
Clark, that motherhood makes women too emotional for the 
stress of war [82]. While the portrayal of women’s emotional 
strength somewhat contradicts Clark’s argument, it fits 
with how Gentry and Sjoberg’s state portrayals of women as 
mothers allow for the possibility that women can be violent 
through upholding and subverting traditional expressions 
of femininity [83]. There are examples throughout the news 
reports of women being described in relation to their (grand)
motherhood when they are first introduced in articles. It is 
unclear whether it was the women themselves who wanted 
to be described this way, or the journalists who asked these 
questions. However, there are also other links to motherhood 
throughout the news reports.

One woman interviewee connected women’s strength to the 
desire to protect their families, claiming that even women 
who would not hurt an insect would defend their country to 
protect their family and that people do not understand “how 
strong women are” [84]. This idea aligns with Gentry and 
Sjoberg’s view that women’s violence is deemed inconceivable 
within a patriarchal paradigm and must be explained by 
exceptional circumstances. In this case, it is explained by the 
idea that, while women are usually pacific (e.g., would not 
hurt an insect), they could, in a perversion of their motherly 
role, resort to violence to protect their families [85]. Another 
woman notes that she thinks “that every woman must 
understand that whatever happens she is able to protect 
her kids, her family” [86]. The links between patriotism and 
protecting family were further underscored by the woman 
profiled by WOW WOMAN. She noted, “Girls are taking up 
assault rifles and going to defend their unborn children” 
[87]. Ultimately, a quote from the Le Monde article profiling 
a drone operator sums up how motherhood, albeit seen as 
a strength, is still incompatible with the image of a soldier: 
“When a photo of her little daughter, […] appeared on the 



43screen [of her phone], Zalevskaya suddenly burst into tears. 
A long moment passed before the fighter's mask regained 
possession of her features. No suffering could distract her 
from her task: to find and destroy” [88]. This positioning 
of motherhood is counter to Clark’s argument of over-
emotionality ascribed to motherhood [89], but the narrative 
continues to essentialise women when their strengths are 
linked their roles as mothers. As Gentry and Sjoberg note, 
sometimes women who commit violence are portrayed as in 
some way less woman and human because they can act in 
ways that distort feminine expectations (here: putting on a 
“fighters mask”) [90].

Despite the equality when using drones, the news reports 
acknowledged that few women undertook this role, and that 
initiatives like Pilotesy aimed to change that [91]. The few 
women who pilot drones continue to face discrimination. 
The WOW WOMAN profile describes a culture of “frenzied 
sexism.” This drone operator was refused front line tasks, 
labelled as one of those “overly smart girls’ meddling in 
other people's business” [92], and punished with performing 
menial tasks which had no impact on the mission. She was 
also consistently mocked for her desire to do “real” work 
[93]. Notably, both drone pilots profiled at length (Le Monde 
and WOW WOMAN) were at first nurses, as this is one of the 
only acceptable ways women can be involved in the military 
despite official policies which state otherwise [94].

While news reports and the profiled women criticised 
the military’s discrimination against women, they also 
perpetuate certain stereotypes throughout the articles. One 
example was the repeated connection between women’s 
drive to fight and motherhood and family, as outlined above. 
Other stereotypes also persist. The Le Monde article posits 
a contrast between the drone operator’s “slender figure,” 
youth, and motherhood and “her machine-gun-like voice 
and martial tone,” describing her “unusual journey” to 
military life [95]. As previously noted, the reporters found it 
important to note that Borovyk started Pilotesy by recruiting 
models [96]. The contrasting of women’s appearance (and 
attractiveness) as in the examples above with the violence 
resonates with the ‘whore’ narrative described by Gentry 
and Sjoberg, which understands women’s violence through 
their (ascribed) sexuality [97]. 



44 A report by Sky News consistently characterised a 23-year-
old woman drone unit commander as childlike, implying that 
her youth and supposed innocence made her unfit to fight 
war [98]. In reality, twenty three is a typical age for joining 
the military, and the report’s portrayal reflects a persistent 
tendency to conflate women with children, thereby stripping 
their agency [99]. Both women military drone operators 
profiled (Le Monde and WOW WOMAN) also separated 
themselves from other military women. One noted that 
while she loved using drones, other women found them too 
complex or dangerous. The other noted that some girls in the 
military are happy to “do nothing and be proud of it” [100]. 
These sentiments support both Moon’s and Clark’s argument 
that military women must distance themselves from 
femininity in order to fit into the masculinised environment 
[101]. But there were also example of women expressing 
solidarity with others. One such example features in the Le 
Monde article, when the woman profiled notes that instead 
of going to a funeral––which she no longer feels emotionally 
able to endure––she visits the wives of her comrades and 
keeps in touch to facilitate mutual support [102]. This 
solidarity in caring also re-signifies women’s roles as carers 
(mothers) and supporters in conflict, even when they are the 
ones committing violence [103]. 

Troubling Civilian Status
The news reports provide multiple examples of moments when 
civilian and combatant status intermingle, undermining the 
gendered binary highlighted by Clark, Moon, Runyan, and 
Shepherd. Obvious examples are the ‘civilian’ women live 
inside Ukraine and work with various organizations to create 
and modify drones to send to the front. 

Victory Drones, for example, states in one report that it 
encourages civilians to participate in “forging victory” [104]. 
One publication calls the women involved “civilian soldiers” 
[105]. and one of the interviewed women noted they must 
do anything to resist, despite not being officially part of a 
military [106]. The mingling of civilian and military during 
training at schools like Pilotesy, where the stated goals are 
preparation for military action [107], begs the question of 
when civilian action crosses the threshold of military action. 
Further from the front, the women who build drones to send 
to Ukraine from Latvia, also hope their actions contribute 
to victory [108]. The most controversial of these examples is 



45the Associated Press reports about children being taught to 
use drones. This education is run by the Centre of National 
and Patriotic Education and is taught by primarily military 
members, giving young children a taste of military life [109].
Both civilian and military women describe their use of 
drones as a form of patriotic and militarised (though not 
necessarily military) service to their country during wartime. 
Considered alongside the association of women’s service with 
motherhood, the presence of women as drone operators not 
only blurs the distinctions between civilian and combatant, 
home front and battlefield, but also troubles ‘normal’ ideals 
of femininity during war. As Clark, Kunashakaran, Dagget, 
and Moon all contend, drones trouble the binary between 
home front and battlefield by placing the operator far 
from the fighting and close to their own home, while also 
intimately positioning soldiers to engage the enemy [110]. 

The distance-intimacy described by the authors above does 
not line up with how women drone operators are portrayed 
in the news reports. The women who pilot military drones 
are portrayed as experiencing the harsh reality of war up 
close [111], whereas the women who build, modify, or train 
with drones are more physically distant from war. However, 
both groups of women are united by their public and material 
support for a war effort incredibly close to them. Sometimes, 
this portrayal conforms to the narratives critiqued by Gentry 
and Sjoberg, which frame women’s agency in relation to men 
and motherhood [112]. Other times, the articles explicitly 
highlight women’s political agency without references to these 
narratives. Rather than a simple binary between the women 
on the home front and the men on the frontline, Ukraine’s 
war effort comprises a spectrum of women supporting the 
war in several ways that weaken their claims to protected 
civilian status. Yet, unlike men, most of these women are 
permitted to leave the country, and some are protected from 
being drafted if they later decide not to participate in the 
war [113]. The implications for Ukrainian women and their 
constructed civilian status—along with how assumptions of 
male belligerence might create vulnerabilities for Ukrainian 
men—could be the subject of future feminist curiosities. 

Conclusion

This reflexive thematic analysis illustrates broad patterns in 
how Ukrainian women drone operators are portrayed. While 



46 the small sample size and interpretivist approach limit my 
argument’s generalizability, “stories” [114] are nonetheless 
emerging from the news reports surveyed. These portrayals 
are deeply tied to narratives about gender, and in particular 
gendered guidelines about who is supposed to produce care 
and violence. While some of these portrayals deviate from 
the narrative of women as either mothers, monsters, or 
whores and offer space for women to exercise political agency 
(particularly through the expression of national pride and 
resistance), they still sometimes link women’s violence to 
ideas of motherhood and women’s dependence on men. While 
many women training to be drone operators are determined 
to fight on the frontline, the journey is not always so easy, 
as shown in the portrayals of women who “make it” to these 
spaces. Women who are learning to create, repurpose, repair, 
and operate drones are portrayed with varying degrees 
of sensationalism. Actual women soldiers, who perform 
formal military duties, are even more sensationalised and 
exceptional in these media portrayals. 

However, as programs such as Pilotesy and the teaching of 
Ukrainian girls to pilot drones in schools ramp up, portrayals 
of women operating drones in combat may become more 
common. In early 2024, Euromaidan Press reported that a 
volunteer “all-female drone unit” is being set up in Ukraine, 
noting that the recruitment and training process will be 
“competitive” and “rigorous,” and that the drone use skills 
which women have been acquiring to prepare as described 
in my analysis, will be “a plus” [115]. Future research could 
explore how these developments might reinforce or challenge 
the gendered constructs governing our conception of how 
and why women participate in violence. 
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Abstract
As a domain initially characterised by civil society empowerment, 
decentralised networks, and cross-border structures, today’s 
Internet faces concurrent attempts at asserting democratic and 
corporate control. Politics itself is increasingly technological, 
making tech firms tools and obstacles for government. Despite 
the increasing eminence of private actors, scholarship on their 
influence remains fragmented. Analytical insight into the notion 
of a democratic legitimacy gap in Internet governance is scarce. 
The super-election year 2024, coinciding with the rise of Artificial 
Intelligence (AI), prompts opening this technopolitical black box. 
This article advances a new account of private actors in digital era 
government and politics. Considering implications for democratic 
legitimacy, it first conceptualises how companies shape Internet 
governance through (I) infrastructure, (II) information and (III) 
corporate political activity. In the 2024 election context, the last 
dimension is salient and warrants in-depth analysis. Linking the 
April-June 2024 elections in India and the June 2024 European 
elections, notable similarities surface. Secondly, the article makes 
sense of fragmented scholarship on legitimacy. 

Facing theoretical muddles around ‘multistakeholderism’ and 
‘digital sovereignty’, this article points to the practical limitations 
of both discursive notions. Zooming in on the cases of the 2017 
‘Tech Accord’ and the 2024 ‘AI Elections Accord’ illustrates 
how different dimensions of legitimacy interact and intersect 
in practice. The third part problematises existing Internet 
governance efforts, prompting a more pragmatic understanding 
of legitimacy. Departing from normatively defining democratic 
legitimacy as an attribute that is either present or absent, this 
article frames the notion of a ‘democratic legitimacy gap’ as 
rooted in actors’ interest-driven perceptions. This extends the 
scope of research on how tech companies interact with democratic 
states and societies. This article contributes to filling a timely gap 
in Internet governance research by innovating scholarly debates 
on legitimacy and situating these in the contested context of 
elections and AI.



56 How do large technology companies shape Internet 
governance, and what does this imply for ‘democratic 
legitimacy’ in the digital era? Data-driven large technology 
companies with business models drawing on algorithm-
powered information gathering are already enmeshed in 
daily life. Emerging as increasingly influential political 
actors, however, tech firms simultaneously become 
entwined with global politics [1]. Their prominence in the 
public domain and unmatched resources challenge state 
sovereignty and shed light on concentrations of corporate 
control and technology dependency. Take the two examples 
of digital service provision or communication infrastructure 
[2]. A handful of corporations dominate cloud computing, 
which states depend on for providing vital public services. 
Concentrated ownership of communication infrastructure 
like cellular networks similarly disadvantages independent 
regulation of these resources. Put simply, Internet 
governance poses unanswered questions on the new ‘digital’ 
means of political behaviour and democratic legitimacy. 
Debates on the interaction of politics, government, and 
technology challenge political science scholarship. Once 
traditionally slow-moving political institutions and norms 
catch up with fast-paced modern technologies, the ‘grand 
challenge’ of governing them remains [3]. This is linked to 
scarce systematic knowledge—and data, for that matter—
about the big platforms. As tech giants become potential 
facilitators and obstacles for government in the digital era, 
politics itself is increasingly technological [4]. Contemporary 
techno-political developments raise sceptics and celebrants. 
Researchers have tried to work around or collaborate with 
the tech firms at stake. Yet, just like for regulators, both 
paths prove to be rocky.

In a similar vein, notions of a perceived ‘democratic 
legitimacy gap’ are subject to heated political debates. 
Most recently, these rally around the ‘revolutionary’ rise of 
generative Artificial Intelligence (AI). Meanwhile, elections 
throughout 2024 are set to cover over 40% of the population 
globally – what some call “Democracy’s Superbowl” [5]. 
Private-owned Large-Language-Models (LLMs) and bots 
powering deep fakes or disinformation are at risk of driving 
democracy’s erosion [6]. Scholars translate related concerns 
about democracy in the digital era, such as the privatisation 
of democratic spaces [7], into a myriad of approaches. 
Concepts include digital constitutionalism [8] and (neo)



57corporatism While the former refers to varying expressions 
of constitutional takes on Internet-based technologies [9], 
the latter conceptualises routinised consultation and active 
cooperation of policymakers and societal stakeholders [10]. 
Surveying extant scholarship, pessimistic concerns about 
digital era elitism clash with techno-optimistic ideas of co-
governance bridging sectoral divides. In line with Schmitter, 
discussing a democratic legitimacy gap in this setting is 
unsurprising. He contends that “legitimacy usually enters 
the analytical picture when it is missing or deficient” [11]. 

Eager to link the analysis of private players in Internet 
governance with a reflection on legitimacy, this article 
argues that answering the question raised above requires 
a three-step approach. Unpacking the role of the largest, 
US technology companies in Internet governance (Part I) 
is essential for making sense of the concept of ‘democratic 
legitimacy’ in digital era government and politics (Part II). 
Firstly, tech firms undoubtedly shape the governance of the 
Internet in numerous ways. As one of the first attempts to 
offer a more comprehensive analysis, this article identifies 
the three dimensions of tech companies’ influence on 
Internet governance: infrastructure, information, and 
corporate political activity. Viewing it in the empirical 
context of the 2024 election year, I conceptualise ‘corporate 
political activity’ as an overarching category comprising 
lobbying, norm entrepreneurship, and corporate activities 
around elections (Figure 1). 

Norm entrepreneurship, as attempted by private sector actors 
in global cybersecurity, is a notion advanced by a train of 
works (inter alia, Eggenschwiler, Eggenschwiler and Kulesza, 
Fairbank, Glen, Gorwa and Peez) [12]. In the second part of 
the article, I assess the implications of companies’ roles for 
‘democratic legitimacy’, building on a critical appraisal of 
extant theorising and a transfer of the notion to the digital 
era. ‘Multistakeholderism’ and ‘digital sovereignty’ emerge 
as discursive buzzwords worth focusing on. Contrasting 
their ideational promises with empirical reality, a caveat 
surfaces. ‘Legitimacy,’ as an ill-defined attribute, may 
turn into a mechanism reinforcing elitist practices [13]. 
Put bluntly, both buzzwords may be misappropriated to 
undermine democratic legitimacy. On this alerting note, the 
article's final section synthesises the prior two by providing 
a critical review and outlook on tackling emerging challenges 
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in the digital era. This may, for instance, involve partnerships 
bridging global divides and underexplored processes of 
democratisation from within platform companies.

Technology Companies in Internet governance

“Corporate cronyism and collusion between lobbyists and 
lawmakers have worked to give unbridled power and profit 
to a few players, while undermining consumer interest, 
and preventing small players from entering the arena” [14]. 
Khan’s recital of McChesney’s stark view on the dynamics 
shaping Internet governance polarises [15]. It challenges us 
to contextualise the origins and dimensions of such critique. 
Corporate actors are anything but ‘alien’ to government and 
politics. With many policy fields as their stomping grounds, 
lobbying and governmental affairs are part of firms’ daily 
bread. Private influence was historically more muted in 
national security policies. However, patterns of security 
privatization increasingly pervade Internet governance. 
The implications of such patterns for democratic legitimacy 
are, for instance, illustrated by digital infrastructure 
corporatisation and accountability gaps in their public-
private governance [16]. 

Today, the major tech firms shape Internet governance 
through three key dimensions: (I) infrastructure, (II) 
information, and (III) corporate political activity (Figure 
1). As this article refers to Internet governance a great deal, 
an operational understanding of the concept is critical. 
Internet governance is considered a ‘semi-privatised’ and 
transnational field with its own non-traditional hierarchical 
asymmetries [17]. Understood broadly, the term summarises 
all necessary tasks, functions, and components for the 
Internet to remain operational, as well as the policy issues 
surrounding them [18].
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Figure 1. Large technology companies in Internet governance (Figure 
created by the author).

Infrastructure (I) and information (II) are distinct yet 
intertwined. The latter dimension pertains to the spread 
of dangerous online content, ideological propaganda, 
and misinformation [19]. The interaction of large tech 
companies and online media outlets, for instance, can 
significantly influence the spread of false information [20]. 
This includes identifying and managing viral misleading 
online information, which tends to peak around elections 
[21]. Meanwhile, contemporary societies operate on 
often invisible social, physical, and digital infrastructure. 
This includes systems, tools, and social institutions [22]. 
Indisputably, 21st-century socio-economic and political 
structures critically depend on Internet infrastructure for 
their basic functioning. The intersection of social institutions 
and digital infrastructure, however, is characterised by 
private-owned platform ecosystems [23]. Jungherr and 
Schroeder illustrate how information and infrastructure 
are intertwined [24]. They draw attention to how such 
virtual infrastructure, e.g., social media platforms and cloud 
services, may direct or revamp how all information, including 
politically sensitive data, is transmitted [25]. Committed to 
increasing efficiency, however, governments often outsource 
information infrastructure and public service provision [26]. 

Considering the implications for national security, 
related corporate “practices of algorithmic governance 
and platformisation” prompt rethinking what Internet 
governance can and should be like [27]. These practices 
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corporate-public and government-public relations [28]. In 
fact, governments may feel inclined to adapt to the digtal 
era by mimicking or integrating corporate governance 
practices. Introducing the concept of ‘platform governance,’ 
Gorwa advocates for a more substantial appreciation of 
“how platforms govern” and how this interplays with 
“external political forces trying to shape those practices and 
policies” [29]. Cath’s recent work skilfully illustrates how 
this infrastructure shapes contemporary politics and, more 
substantially, democracy. She challenges us to ensure that 
(digital) infrastructures “sustain us, rather than consume 
us” [30]. Large technology companies direct an “increasingly 
ubiquitous computational architecture of smart devices, 
things, and spaces” [31]. 

Corporate Political Activity
Revisiting Figure 1, the third dimension of tech companies’ 
influence in Internet governance is corporate political 
activity. Recent technologies and the tech companies 
controlling them reshape civic engagement and participatory 
processes [32]. This in turn changes how the public, as both 
consumers and citizens, engage with tech companies and 
political authorities. Notably, scholars remain hesitant 
to measure the online domain’s effects on offline politics. 
Addressing this shortcoming, Freelon et al. attempt to 
operationalise and measure “social media power” through 
three theory-based metrics [33]. Distinguishing between 
commitment, numbers, and unity, they are among the first 
to look at over-time effects. Highlighting the commitment 
metric’s influence, Freelon et al. pioneer a falsifiable model 
to highlight how social movements successfully use social 
media (in their study of Twitter) to “attract elite attention.” 
While Freelon et al. analyse “connective” civil society 
movements and the case of Black Lives Matter through their 
quantitative lens, Kreiss and McGregor look at the “other 
side” [34] Departing from an explosion of studies on Internet-
organised political activism, they analyse how different 
players, namely Twitter, Microsoft, Facebook, and Google, 
shape political communication. A finding worth stressing 
is that individual corporate representatives function as 
increasingly active and eager agents in the political space 
(e.g., providing digital advice to competing parties). Kreiss 
and McGregor make their case by examining how different 
tech champions engage with electoral campaigns within the 
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are surprisingly topical in the 2024 “super-election-year,” 
recalling polarising concerns linked to AI and disinformation 
on social media [35]. 

Yet, the most critical example in this 2024 election-year 
conundrum remains: The Republic of India, the world’s 
largest democracy, held its elections between April and June 
2024, prompting intensified engagement with the role of 
digital technologies and their deployment around elections. 
Mainstream media tends to operate in silent complicity 
with the re-elected prime minister, Narendra Modi, and 
his Bharatiya Janata Party (BJP). A lack of legislation 
allows the incumbent government to aggressively micro-
target potential voters [36]. Exceeding India’s worrying 
state of press freedom and highly concentrated journalist 
outlets, however, social media intermediaries are heavily 
regulated. The 2023 ‘Digital Personal Data Protection Act’ 
[37] illustrates how India perceives information gathered 
and extracted from its citizens as a rich national resource – 
“societal commons” [38] Nonetheless, with 7 of 10 citizens 
owning mobile phones, communication and content 
platforms like WhatsApp and YouTube are equipped to have 
significant influence, let alone through algorithms and vast 
user bases [39]. “Computational propaganda” is how Woolley 
and Howard label automated manipulation algorithms and 
disinformation campaigns that political parties and regimes 
increasingly use [40]. Put boldly, these are state-sponsored 
activities supported by social media platforms and tech 
companies’ sophisticated software. To make sense of any 
content of such disinformation, however, one must follow 
Coleman and first look at the technologies to understand 
how companies behind these respond to the systemic 
information landscape themselves [41].

Having pointed to related corporate political activity and 
companies' roles in shaping, amplifying, supporting, or 
manipulating political campaigning or elections, I turn to 
the two remaining avenues: norm entrepreneurship and 
lobbying. While lobbying activities explicitly aim to influence 
the legal prerequisites underpinning government and 
politics, the social constructivist ‘norm entrepreneurship’ 
framework sheds a new, softer light on how tech companies 
may shape Internet governance. The most studied among 
them is Microsoft. Microsoft is not just any large tech 
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technologies [42]. Norm entrepreneurship, as an analytical 
framework, helps us understand changes in Internet 
governance. It does so by targeting the advanced norms, as 
well as the key constraints in the “role and identity of their 
promoters” [43]. Naturally, most extant analyses look at one 
or multiple selected actors and their activities on a global 
scale. Zooming in on the regional EU level of technology 
companies’ influence, the picture is different – however, not 
as different as many assume. Regardless of dedicated EU 
regulation to “rein in Big Tech” [44], the reality is that even 
when it comes to enforcing existing legislation that somehow 
managed to surpass technology companies’ lobbying efforts, 
like the Digital Markets Act (DMA), the EU officials tasked 
with enforcing compliance are widely outnumbered and 
outmatched by “Big Tech’s army of experts” [45]. 

To summarise, private technology companies’ roles in 
Internet governance may take different forms. By providing 
this critical appraisal of extant attempts at making sense of 
how such firms may shape Internet governance – through 
infrastructure, information, and corporate political activity 
– I define the scope for discussing its implications for 
democratic legitimacy in the following part.

Democratic Legitimacy in the Digital Era

Understanding the implications of control asserted by large 
technology companies for democratic legitimacy depends 
on two prerequisites. Firstly, an operational definition of 
what is considered democratically legitimate and, secondly, 
an understanding of how this resonates with ‘civil society’ 
and the state as respective counterparts in Internet 
governance. This second part of my article proceeds in 
three steps. Starting with a critical appraisal of conceptual 
turmoil around the term ‘democratic legitimacy,’ I analyse 
how it may (or may not) transfer to the digital era. Secondly, 
I turn to multistakeholderism. Finally, the polarised EU 
context tempts discussing discursive contentions of digital 
sovereignty and how these illustrate friction around what 
really is ‘legitimate’ in ‘third wave’ digital era government and 
politics [46]. This move prompts the discussion of whether 
‘democratic legitimacy’ as underpinned by detailed yet static 
platform regulation or, new models of ‘good governance’ can 
genuinely drive a more just and equitable digital era.
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Firstly, any attempt at defining democratic legitimacy is 
inherently normative. Looking at Google’s and Facebook’s 
challenges to representative government, for instance, 
Rodrigues calls tech companies “digital gangsters” [47] 
His argument is simple: Economic concentration drives 
technological determinism. In other words, it encourages 
technology to be the “primary cause” of social change [48]. 
Technological determinism subverts democratic principles 
as soon as non-elected tech firms wield regulatory power 
[49]. Rodrigues’ notion illustrates how attributes such as 
economic distribution may affect democratic legitimacy, or 
the lack thereof. Drawing from different democratic ideals, 
however, this hardly provides a comprehensive framework 
sufficient for analysis. Acknowledging this caveat, structured 
understandings of different forms of legitimacy promise 
to be more robust. Integrating these with the notion of a 
‘democratic legitimacy gap,’ however, is the most productive. 

A democratic legitimacy gap implies that the reality falls short 
of the ideal. Increasingly privatised and closed-door decision-
making processes in Internet governance, for instance, are 
considered “the opposite of what we expect of legitimate 
decision-making” in democracies [50]. This requires a 
specification of the ideal (what democratic legitimacy should 
look like) and empirical realities in Internet governance (how 
they fail to meet theoretical standards). Existing literature 
provides a wealth of multi-disciplinary approaches to related 
questions of political-economic realities and their interplay 
with the Internet’s promises. Scholars link old debates on 
democratic principles, surveillance, freedom of expression, 
and good governance to new system-level challenges in the 
digital realm [51]. 

Since defining democratic legitimacy is inherently normative, 
it may even amount to a political act. In his seminal ‘A Preface 
to Democratic Theory,’ Dahl famously argued that among the 
“difficulties one must face at the outset is that there is no 
democratic theory – there are only democratic theories” [52]. 
Discussing the many approaches to defining democracy is not 
this article’s aim. Notably, however, the notion of democratic 
legitimacy is still under-explored in most regulatory debates. 
Traps of oversimplification should be avoided for legitimacy 
to become both an analytically rich term and helpful tool. 
When it comes to the restriction of free speech, for example, 
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of having too little independent oversight and checks and 
balances between involved stakeholders [53]. Readers’ 
awareness of the key elements (e.g., elections; freedom of 
expression) and the different types (e.g., representative; 
elitist; direct) of democracy, however, is essential for the 
following line of argumentation (for a detailed discussion 
see Bernholz et al.) [54]. Next to democracy and power, 
legitimacy is a similarly tricky concept to define, let alone 
operationalise. Weber’s territorial notions of “stateness” and 
jurisdictions of legitimate coercive power, for instance, face 
evident tensions in the digital era [55]. Meanwhile Weber’s 
work on legitimacy is surprisingly fruitful. “Weberian 
legitimacy” locates the sources of legitimacy with a variety 
of actors, thinking beyond the nation-state and traditional 
understandings of democratic or territorial consent [56]. 
Schmitter assesses how the asymmetric conversion of “power 
into authority” introduces both an “obligation to obey and a 
right to rule” [57]. This reaffirms how different normative 
expectations underpin different emerging understandings of 
legitimacy in the digital era.

Mechanisms to exclude public participation in Internet 
governance may differ from other forms of social and 
democratic exclusions. However, they are no less present 
or effective, due to new filter mechanisms and gatekeepers. 
Hindman explains how Internet governance likely nurtures 
“some democratic values at the expense of others” and 
pluralism hardly wins when “vast swaths of the public 
are systematically unheard in civic debates” [58]. Ess, for 
instance, points to examples of “Facebook rebellions,” which 
he views as civil society uprisings against the company’s 
censoring practices, protesting Facebook’s detrimental 
activities “against legitimate freedom of expression” [59]. 
Arguably, the most vigorous early intervention in scholarly 
discourse around the Internet and society is McChesney’s 
contention that “capitalism is turning the Internet against 
democracy” [60]. Translating extant anti-capitalist and 
elite-critical scholarship (e.g., Carroll and Carson) [61] to 
the digital domain, he criticises the surprising neglect of 
salient economic incentives underlying any technological 
innovation and societal organisation. Zuboff shares his 
critical sentiment, coining the term “surveillance capitalism” 
[62]. In a similar vein, Flyverbom et al. talk about an 
“internet-industry complex” [63]. 
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capitalism and democracy, McChesney links this to his 
assessment of how political regimes have cultivated today’s 
monopolistic tech companies. A counterfactual he suggests 
is a decentralised system of many different ventures. But 
how realistic is this today? The EU AI Act presents a timely 
example. Increased concerns regard the legitimacy of external 
standard-setting bodies in the process of “specifying norms 
directed at protecting fundamental rights” and democracy 
[64]. In line with this, Roberts points to digital sovereignty 
over AI and the lack of (democratic) legitimacy of the big 
hyperscalers [65]. Conceptualising large-scale structural 
dependencies of cloud infrastructure and the AI ecosystem 
on major firms, van der Vlist et al. coin the understanding of 
an “industrialisation of AI” [66]. 

Further conceptualising legitimacy, McChesney draws on 
Franck’s view of legitimacy as “property of a rule or rule-making 
institution which itself exerts a pull towards compliance on 
those addressed normatively” [67]. The former points to 
public input on decisions behind (in)formal institutions. 
Fuchs et al. argue that such input must be accountable, 
transparent, and participatory [68], while Rosanvallon 
believes it must be proximate, impartial, reflexive [69]. The 
latter part of Franck’s definition (i.e., exerting a pull towards 
compliance) captures potential benefits for society—the 
output. This may include reducing inequality in digital 
access, for instance. Putting McChesney’s framework into 
practice in Internet governance, a gap surfaces [70]. Pointing 
to the case of AI, Roberts agrees that tech companies possess 
a “questionable amount of output legitimacy” while facing 
severe deficiencies on the input side of things [71]. 

Aiming to understand democratic legitimacy in relation 
to the EU, Scharpf provides yet another framework [72]. 
Analysing negative and positive integration, he discusses 
democratic legitimacy’s normative underpinnings and points 
to structural asymmetries between legal instruments which 
impede effective “multi-level problem-solving” [73]. Of the 
many scholars drawing from Scharpf’s thinking, Schmidt’s 
take is the most fruitful. She innovates the understanding 
by proposing an additional dimension of “throughput 
legitimacy” to describe the quality of governance and policies 
based on accountability, inclusiveness, and efficacy [74]. 
Haggart and Keller translate her enriched taxonomy into a 
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governance as input, output, and ‘throughput’ legitimacy 
[75]. Looking at the Facebook oversight board, alongside 
statutes like the 2019 UK Online Harms White Article, they 
draw attention to another often-neglected issue. It is only by 
understanding the different dimensions of legitimacy, rooted 
in democratic accountability, that democratic legitimacy 
deficits in Internet governance can be addressed.

Secondly, only holding corporate players accountable to other 
elites challenges the idea of legitimacy as a phenomenon 
rooted in democratic accountability. Instead of promoting 
equal participation, even multistakeholderism is at risk of 
reinforcing pervasive structural inequalities, elitism, and 
looming exclusion in the digital era. Put differently, pluri-
partite multistakeholder governance as a ‘fiction’ may take 
different forms in practice [76]. Let me illustrate this with 
the notion of ‘e-democracy’ or, relatedly, “digital democracy” 
[77]. Digital technologies share the potential to increase 
civil society engagement through e-participation [78]. 
Notions of ‘digital democracy’ are advanced by community 
engagement online or even Internet voting [79]. Indeed, 
better transparency and participation may foster democratic 
legitimacy, which is recognised by scholars (inter alia by 
Adams, Berg and Hofmann, Pernice) [80]. Mahrer, alongside 
Bekkers and Homburg however, criticises concepts of 
e-democracy, arguing that what we observe is, at best, 
electronic government: ‘e-government’ [81]. Nonetheless, 
Hofmann recognises the potential of multistakeholderism 
to shift political authority from criticised multilateral policy 
agreements to more inclusive and participatory networks 
[82]. Rethinking legitimacy beyond nation states could 
institute a global-level “stakeholder democracy,” drawing 
on “non-electoral, non-territorial” forms of democracy [83]. 
It is my contention that, despite this potential, practical 
limitations to the related collection of necessary data or 
capacity-building likely prevail. Different stakeholders pursue 
different interests, driving different conceptualisations of 
what should ideally be considered legitimate. Hence, in any 
discussion of which model of democratic legitimacy ought to 
be the Internet governance standard, normativity prevails.

Multistakeholderism
Multistakeholderism is often considered a consensual middle 
ground between more contested models of public or private 



67(self-)regulation [84]. Gaining traction in the global Internet 
governance discourse, however, the term also faces criticism 
[85]. Notably, Sylvain is an early critical voice, expressing her 
concern that existing power imbalances and elitism will likely 
be mirrored online [86]. Additionally, tech companies mostly 
retain the ultimate authority to control infrastructure, 
data, and access [87]. Fast forward more than a decade, 
Griffin reinforces the longstanding calls for reforming elitist 
Internet governance models [88]. She convincingly criticises 
how policies aimed at holding today’s most prominent 
technology firms accountable neglect the nature of equal 
(i.e., ‘truly multistakeholderist’) participation. On Griffin’s 
account, reinforcing existing structures, today’s Internet 
governance models can hardly be perceived as genuinely 
democratic [89]. She makes sense of the longstanding 
debate by differentiating between, firstly, marketised forms 
of accountability (tech companies adhering to other private 
actors’ discipline) and, secondly, ‘rule of law’ approaches 
where principles traditionally applied to public institutions 
are reinforced in the private domain.

Taking a practical stance, democratic legitimacy in Internet 
governance is inextricably tied to balancing non-elected 
actors' influence. The legitimacy of private firms in global 
governance, for instance, is shaped by interconnectedness, 
legitimation and (de)centralisation [90]. The underlying 
notion of ‘non-elected’ actors, however, stretches to other 
societal sectors. In Internet governance this prominently 
includes non-governmental organisations (NGOs), activists 
or journalists. This raises a wealth of critical yet unanswered 
questions on the Internet’s future character and governance, 
challenging those in charge of policymaking [91]. It may 
inspire us to rethink to what extent joint governance 
models including different societal sectors are truly a middle 
ground between public and private regulation. While this 
clearly exceeds the scope of this article, a notion worth 
raising is how states’ digital era policymaking is challenged 
with incentivising firms “within their jurisdiction to act in 
accordance with their geopolitical goals” [92].

Digital Sovereignty
Finally, observing the deliberations around yet another 
Internet governance buzzword, ‘digital sovereignty,’ this 
article proposes re-evaluating large technology companies’ 
contested role. There is no singular definition of digital 



68 sovereignty, and this article does not aim to weigh in on 
the definitional and conceptual debates. Importantly, the 
current debate is embedded in the context of rising corporate 
influence and the simultaneous return of sovereignist, 
state-centric ambitions. Digital sovereignty is often framed 
as a way for governments to safeguard democracy against 
private firms’ outsized control of the Internet. While this 
framing has some merits, it risks conflating sovereignty and 
democracy. States that do not own their digital infrastructure 
can still, to an extent, govern democratically and effectively. 
Even when Internet governance suffers from “democratic 
deficits and ineffectual policies,” states’ legitimacy to control 
technologies by means of (much-criticised) over-regulation 
remains flawed [93].

Despite scepticism, there continues to be a surge in “demands 
for regulation in the name of preserving democratic rights—
indeed, democratic polity itself” [94]. Surprisingly, the EU 
has been the most vocal champion of digital sovereignty [95]. 
The discussions on “Europe’s cyber-power” [96] illustrate 
this, pointing to the EU’s own geopolitical ambition for 
more influence and relevance in the digital era. Nearly 4,000 
miles of air distance from Brussels, India, the world’s most 
populous democracy also tries to extend its nation-state 
sovereignty “into the digital realm against the US-based 
global tech firms” [97]. Like Brussels, New Delhi is also 
targeting large US tech companies. A notable difference, 
however, is how the burgeoning Indian sovereignty project 
includes both geo- and ‘biopolitical’ elements. ‘Aadhaar,’ 
India’s biometric ID card, exemplifies this [98]. 

One may argue that the EU and India share yet another 
important contextual similarity ‘offline.’ Their mutual 
geopolitical position in between the United States and 
China reaffirms how interlinked tech companies’ role in 
Internet governance and traditional geopolitics are. Most 
importantly, it shows how the EU and India’s related, and 
to some extent mutual, interests may influence changing 
perceptions of ‘democratic legitimacy.’ Digital sovereignty 
was long ascribed to contested authoritarian endeavours at 
asserting state-centric control. Now, in the context of the 
2024 elections, the EU and India each promote their own 
vision of digital sovereignty [99]. Jointly aimed at enhancing 
perceived democratic legitimacy, pragmatically thinking 
about legitimacy as a tool holds conceptual promise. Indeed, 



69such a tool may enable democratic regimes to simultaneously 
challenge geopolitical powers and private actors over 
(Internet) governance.

Perceived Legitimacy Gaps

Synthesising the two prior parts, this third section calls 
for departing from both utopian and dystopian visions 
of tech companies’ sway in Internet governance. There is 
no singular democratic legitimacy gap in contemporary 
Internet governance. Instead, a range of different perceived 
gaps (plural) coexist. Any notion of a gap fundamentally 
depends on which of the key dimensions (i.e., input, output, 
throughput) of legitimacy is prioritised. Different actors in 
Internet governance pursue different interests and align 
with eclectic definitions of what is legitimate. Given that any 
definition of democratic legitimacy is inherently normative, 
this results in perceived gaps of varying sizes and shapes. 
This is especially true in Internet governance, due to the 
dominant role of private actors. The notion of a democratic 
legitimacy gap in Internet governance cannot be disentangled 
from the different interests and perceptions by different 
public, private, and societal stakeholders. Answering what 
tech firms’ role implies for democratic legitimacy depends 
on what perception, and thus dimension, of legitimacy is 
normatively highlighted.

Ciglic and Hering, for instance, enthusiastically envision “a 
multi-stakeholder foundation for peace in cyberspace” [100]. 
Notably, both authors are executive-level Microsoft public 
affairs representatives—hardly unbiased authors on the 
topic at stake—yet publish their work as an academic article 
in Chatham House’s Journal of Cyber Policy. Claiming that 
multistakeholder governance is still too scarce, with state 
control remaining all too exclusive, they criticise the eleven 
UN norms for responsible state behaviour in cyberspace as 
“derivate […] of expectations for other domains of conflict” 
[101]. Repeatedly citing Ciglic’s very own ‘Microsoft On the 
Issues’ blog on “The next chapter of cyber diplomacy at the 
United Nations” [102] they contemplate how “voices with 
deeper and different expertise on cybersecurity” are largely 
excluded. Based on this, they call for several changes at the 
UN level that are targeted at strengthening private actor 
influence. Meanwhile, Haggart and Keller suggest how 
(for now) democratic states are, without doubt, still “the 



70 entity most able to deliver accountability and legitimacy to 
its citizens” and that “without democratic accountability, 
constitutional forms at the transnational level lack legitimacy” 
[103]. They draw on the three dimensions of input, output, 
and throughput legitimacy of Internet governance initiatives 
across public and private domains [104]. Nonetheless, they 
acknowledge that states may not remain the only source of 
legitimacy. Indeed, future “transnational democratic forms” 
may emerge in the digital era [105]. 

The Tech Accord
The digital economy and the large technology companies 
dominating it shape Internet governance, positively and 
negatively. The question remaining is: is it about good 
morals, or good business [106]? As stated earlier, this article 
contends that answering what tech companies’ role implies 
for democratic legitimacy depends on what dimension of 
legitimacy is perceived as the most important. Acknowledging 
this helps assess the future trajectories our governments 
and democracies may face in Internet governance. Hence, 
it is more nuanced approaches like the multi-dimensional 
categorisation of legitimacy that hold potential for a 
depoliticised comparison of identifiable strengths and 
weaknesses in each of the categories. Haggart and Keller’s 
three-dimensional framework helps us examine the earlier 
note of Microsoft as a potential ‘norm entrepreneur’—more 
precisely, the company’s 2017 call for a ‘Digital Geneva 
Convention’ in response to the global cybersecurity threat 
landscape at the San Francisco RSA Conference [107]. 

Recalling that input legitimacy is considered an indicator for 
involving “rule by the people,” the Convention’s original claim 
is weak as it is conceptualised and initiated by one private 
company. This signals unilateral self-regulatory practices 
instead of drawing from public consultation processes or 
surveys. However, Microsoft did strategically invoke the 
legacy of the International Committee of the Red Cross (ICRC) 
in support of the call [108]. Adding to this, state actors were 
initially sceptical, seeing little necessity nor ‘added value’ 
in this corporate call for a new Convention, while pointing 
to the many existing partnerships and initiatives [109]. 
Underlining Wallace and Visger’s claim, one may indeed 
contend that Smith's long-unthinkable call “overlooks the 
need for States to agree to adopt such a treaty” [110]. 



71Output legitimacy is about what is in it ‘for the people.’ 
Subsequent processes aimed at more comprehensive 
corporate responses indeed resulted in the wider industry 
familiarising itself with Microsoft’s initiative. By the 2018 
iteration of the RSA, Microsoft had collected just over thirty 
industry players to function as signatories. However, they 
signed an industry pledge, the ‘Cybersecurity Tech Accord,’ 
instead of the originally proposed ‘Convention.’ Building on 
principles of stronger protection, like-minded partnerships, 
and user empowerment, this ‘alliance’ claims to “defend 
and advance technology’s benefits for society […] to act 
responsibly, to protect and empower users and customers, 
and help create a safer and more secure online world” 
[111]. While this narrative may indicate that there is a lot 
‘in it’ for the wider public, discrepancies surface between a 
legally non-binding industry-only pledge and its practical 
implementation amidst scaling data-driven business models. 
The tech companies’ pledged willingness to incorporate 
practices aligned with democratic legitimacy and user 
empowerment remains driven by profit motive.

Finally, throughput legitimacy regards the quality of 
policymaking and may indeed be the most potent claim 
of Microsoft’s policy-engagement project here. This is 
exemplified by the vision of “an independent organisation 
that spans the public and private sectors […] that can 
investigate and share publicly the evidence that attributes 
nation-state attacks to specific countries” [112]. Once having 
a closer look at the ‘Tech Accord’ (Facebook and Microsoft 
among the signatories), the (original) absence of other large 
tech firms, including Amazon, Google, and Apple, weakens 
its sway. Celebrating over 150 signatories in 2021, however, 
the number of signatories points to an upward trend [113]. 

Empirically scrutinising these three types of democratic 
legitimacy illustrates the complexity of individual 
initiatives, just like the Convention-turned-Accord. While 
input legitimacy may be low, throughput legitimacy holds 
higher promise. And, revisiting this 2017 call for a Digital 
Geneva Convention is highly timely: On 16 February 
2024, at the 2024 Munich Security Conference, tech sector 
representatives of 20 companies jointly declared their new 
‘Tech Accord to Combat Deceptive Use of AI in 2024 Elections’ 
[114]. Notably, both Microsoft and Google are now among 
the co-founding signatories. They declare seven ‘voluntary 



72 principles’ (e.g., prevention, detection, public awareness) and 
eight steps in their pursuit [115]. Most relevant regarding 
democratic legitimacy are steps six to eight. These explicitly 
state a shared commitment to (6) “providing transparency 
to the public”, (7) “continuing to engage with a diverse set of 
global civil society organisations,” as well as (8) “supporting 
efforts to foster public awareness and all-of-society 
resilience” [116]. This empirically illustrates how democratic 
legitimacy as a tool draws from its key dimensions—input, 
output, throughput—which may be strategically stressed in 
the different interests of and by different actors.

AI reinforces the urgency of addressing the underlying 
normative question: What may future digital era 
government and politics look like? And will we like it? Good 
governance should be mindful of perceived gaps regarding 
some dimensions of democratic legitimacy yet harness 
digital technology’s potential to address other dimensions 
and facilitate what Roberts calls “more societally beneficial 
outcomes” [117]. Let us link the two earlier empirical 
examples of the 2024 elections in India and Europe and 
digital sovereignty. Deliberations on a renewed ‘post-
election’ EU-India partnership regained traction around 
both elections [118]. Reinforced by the 2023 EU-India 
semiconductor memorandum, technology is one of the top 
three rationales for cooperation defined in 2022 – right next 
to security and trade [119]. This bilateral development is 
not just representative of broader geopolitical dynamics. It 
also draws attention to yet another, often underappreciated, 
dimension of global Internet governance. Mirroring a body 
of literature focussed on Western, either (North) American 
or European experiences, contemporary Internet governance 
risks of reinforcing a global North-South divide [120]. 

The main objective of this article has been to explain how 
private tech companies shape Internet governance and 
to examine the implications for democratic legitimacy in 
the digital era. Linking contemporary debates, on the role 
of large technology companies, and conceptual theorising 
of democratic legitimacy, this article stresses inherent 
normativity. Findings of different dimensions and perceived 
legitimacy gaps (plural), instead of one democratic legitimacy 
gap (singular), call for further research and discussion. This 
includes the timely challenge of coordinating concurrent 
corporate and sovereignist claims to legitimacy towards 



73‘good’ Internet governance. Preserving openness and 
interoperability, for instance, may alleviate industry’s 
compliance burdens while strengthening state-centric 
efforts to navigate large private technology companies 
[121]. Research should depart from analysing democratic 
legitimacy as an attribute that is present or absent. 
Conceptualising legitimacy as a multi-dimensional tool 
instead prompts timely analysis to explore interest-driven 
notions of democracy in the digital era.
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Abstract
Many current policies that attempt to regulate politicised 
conspiracy theories on social media platforms, such as those 
implemented by Meta, exhibit concerning tendencies by defining 
and censoring content based on subjective notions of 'truth.' This 
approach can create a restrictive environment where social media 
companies suppress dissenting voices in the name of promoting 
societal harmony or epistemological accuracy. Additionally, 
it neglects the critical problem of opportunistic actors who 
disseminate disinformation to serve their own political or 
financial interests. This paper addresses this multifaceted issue by 
critically examining the justification for social media companies 
to regulate politicised conspiracy theories. It then proposes 
a comprehensive framework designed to assist social media 
platforms in defining, identifying, and regulating politicised 
conspiracy theories effectively. The framework aims to mitigate 
the risks of overreach and censorship by promoting transparency, 
accountability, and respect for diverse perspectives. By adopting 
this balanced approach, social media companies can address 
the challenges posed by politicised conspiracy theories while 
upholding fundamental principles of free expression and speech. 

In November 2020, former U.S. President Trump tweeted, 
“[Biden] only won in the eyes of the FAKE NEWS MEDIA. I 
conceded NOTHING! We have a long way to go. This was a 
RIGGED ELECTION” [1]. This conspiracy theory, commonly 
known as the “stolen election conspiracy,” propagated the 
belief that 1) there was widespread fraud in the 2020 election; 
and 2) the mainstream media and Democrats colluded to 
“steal” the election victory from Trump despite bipartisan 
affirmation that the election was fair. Nevertheless, Trump 
and his supporters continued pushing this narrative, 
cultivating a climate of distrust and disillusionment that 
culminated in the January 6th, 2021, U.S. Capitol attack.

However, not all conspiracy theories lead to such obvious 
displays of political violence. For example, what immediate 
danger does an Evangelical Young Earth Creationist preacher 



83cause by claiming that the U.S. government deliberately 
fabricated and strategically placed dinosaur bones to 
undermine Christian beliefs about the Earth’s age and 
challenge their faith in God? While this claim could erode 
trust in science and medicine, potentially harming public 
well-being, it is unlikely to incite political violence, which 
is the primary focus of this paper. Given the difficulty of 
establishing a direct link between holding conspiratorial 
beliefs and engaging in dangerous actions due to such 
beliefs, scholars have argued against restricting the spread 
of conspiracy theories [2]. At the same time, in light of 
the stolen election conspiracy theory’s large role in the 
January 6th Capitol attack, many legislators, scholars, and 
policy experts have proposed measures to curb the legality, 
profitability, and spread of conspiracy theories online [3]. 
Social media platforms, such as X (formerly Twitter) and 
Meta (the company that owns Facebook, WhatsApp, and 
Instagram) have also enacted policies to fight “synthetic and 
manipulated media” [4] and combat “misinformation” [5]. 

However, I argue that the current approach and policies for 
countering the negative effects of potentially dangerous 
conspiracy theories are insufficient. These policies censor 
content flagged as “misinformation,” but do not address 
the mindset(s) (as well as attempts to formulate alternative 
explanations of the social world) that drive people to 
embrace conspiratorial thinking and conspiracy theories 
in the first place. Studies have suggested that specific 
mindsets and beliefs, such as feelings of being persecuted 
and an “us versus them” mentality can cause people to adopt 
conspiracy theories and cling harder to them when others 
try to challenge or “debunk” their beliefs [6]. While platform 
content moderation cannot directly address these underlying 
mindsets, it can mitigate their effects by controlling the 
spread of conspiracy theories that reinforce these beliefs, 
thereby reducing the likelihood of real-life harm. At the same 
time, platform content moderation may also be perceived as 
an attack by those entrenched in “us versus them” mindsets, 
potentially deepening their victim complexes. As can be seen 
on media channels as diverse as social media, traditional 
news, and the film industry, this “us versus them” mindset is 
now a monetised and lucrative aspect of the digital world—
just think about the “culture wars” that have dominated 
Anglosphere discussion of politics and “wedge” issues such 
as religion, gender, and immigration [7]. Therefore, to fully 



84 address the issue of underlying mindsets, broader social 
measures—such as education, community engagement, and 
fostering critical thinking—are necessary to combat the root 
causes of conspiratorial thinking.

I contend there are other flaws with social media content 
moderation policies. Specifically, many policies, such as 
Meta’s, are concerning because they establish their own 
criteria for determining what is “true” and censor information 
that does not meet these criteria. This approach to tackling 
misinformation and conspiracy theories may lead to a slippery 
slope where social media companies can define anything they 
do not like as “fake,” which can lead to a paternalistic regime 
where free expression and speech are stifled in the name of 
societal harmony or epistemological or scientific correctness 
[8]. Meta and other platforms have established third-party 
fact-checking partnerships [9] and outsourced some tasks 
to the user base (see X’s “community notes”) to address this 
issue, but concerns about bias remain. For instance, one of 
Facebook/Meta’s fact-checkers, CheckYourFact.com, was 
accused of selective reporting in 2019. This criticism stemmed 
from the fact that CheckYourFact.com was wholly owned by 
The Daily Caller, which had been criticised for publishing 
climate stories that “create a false impression of the level of 
certainty about human-caused global warming within the 
climate science field” [10]. To navigate the complex landscape 
surrounding conspiracy theories and their potential impact, 
The first section establishes a theory for understanding 
the phenomenon of “conspiracy theories” [11]. The second 
section of this paper explores how scholars and social media 
platforms are tackling the problem of “conspiracy theories.” 
The final section proposes a generalised framework that 
social media companies can use to define, identify, and 
regulate politicised conspiracy theories without creating a 
paternalistic regime that stifles free speech and expression.

Establishing a Theory for “Conspiracy Theories”

This section undertakes a comprehensive literature review of 
1) the difficulties and nuances associated with defining the 
term “conspiracy theory” and 2) whether conspiracy theories 
are more accurately described as stand-alone theories or a 
mindset. I will build on this commentary in the later sections 
of this paper.
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Avoid When Attempting to Define “Conspiracy Theory”
Various scholars have attempted to define “conspiracy 
theory,” but definitions often remain ambiguous and 
frequently carry political undertones. Philosophers like 
Dentith [12], Mandik [13], and Coady [14] tend to favour 
a minimalist approach to defining conspiracy theories, 
emphasizing core “neutral” elements such as a group of 
conspirators and secrecy. However, in the broader public 
and academic discourse, conspiracy theories often carry 
negative connotations. Psychologists, social scientists, and 
cognitive scientists typically view conspiracy theories as 
issues requiring resolution or manifestations of irrational 
behaviour [15], especially if they are conservative or right-
wing ones or ones deemed “silly,” “dangerous,” or “paranoid” 
[16]. This perspective argues that conspiracy theories should 
be dismissed as epistemic flaws due to their inconsistencies 
or inaccuracies [17]. Most mainstream definitions of 
“conspiracy theory” reflect the specific goals of the platform or 
entities defining them [18]. For entities such as governments 
and social media companies aiming to challenge or debunk 
conspiracy theories deemed illogical, an epistemically non-
neutral definition may seem appropriate. For example, a 
social media platform may categorise all conspiracy theories 
that go against mainstream political and historical narratives 
as false or irrational by default, irrespective of the evidence 
supporting them.

The implementation of such epistemically non-neutral 
definitions can lead to the creation of a “regime of truth” 
that stifles dissenting viewpoints and restricts intellectual 
diversity. Current policies often establish a singular truth 
narrative and fail to be epistemically neutral. For example, 
platforms have disproportionately targeted content that 
contradicts official narratives about COVID-19, stifling 
open discourse [19]. Ultimately, this method of regulating 
conspiracy theories risks creating a “regime of truth” that 
stigmatises beliefs and theories that challenge the boundaries 
of acceptable thought [20]. This can lead to the paternalistic 
regime that 19th-century thinker John Stuart Mill warned 
us against in his essay On Liberty, where he emphasised 
the importance of freedom of expression in fostering 
intellectual diversity and progress. Mill argued that even 
false or unpopular ideas should be allowed to be expressed 
and debated openly, as they contribute to the marketplace 



86 of ideas and help society refine its understanding of truth 
and morality [21]. It should be noted, however, that the 
marketplace of ideas has come under considerable criticism 
in recent years. I will explore this concept in more detail in 
the latter section of this paper, when I detail my proposed 
definition of “harm” that social media companies can use 
to identify and, if necessary, remove potentially dangerous 
politicised conspiracy theories.

So, what can social media platforms realistically do to combat 
the potential harms associated with the proliferation of 
conspiracy theories? I contend that we should, as Hellinger 
suggests in Conspiracies and Conspiracy Theories in the Age of 
Trump, avoid dismissing conspiracy theories as “non-factual” 
[22]. To avoid tarring all so-called “conspiracy theories” with 
the same brush, we should treat the phenomenon seriously 
and listen to those with these mindsets, whether we believe 
there is merit to their opinions. Attempting to debunk 
them outright may inadvertently signal a dismissal of their 
worthiness for consideration, which could counter the 
principles of open dialogue and democratic discourse. There 
is also much evidence that conspiracy theories are fostered 
by growing inequalities, mistrust of political institutions and 
elites, and “a sense that the economy is no longer fair” [23]. 
Accordingly, people with conspiratorial beliefs will likely 
retreat further into their “echo chambers”—environments 
where people only encounter views that coincide with 
their own so that their existing beliefs are reinforced and 
alternative ideas are not considered [24] —if social media 
platforms or another authority decides to censor or severely 
limit the spread of their posts [25]. 

Are Conspiracy Theories Stand-Alone Theories or a Mindset?
Next, we must consider whether conspiracy theories are 
more accurately defined as stand-alone theories or part of a 
broader “conspiratorial” mindset. By stand-alone theories, I 
refer to the notion that conspiracy theories explain events or 
social phenomena through the actions of secretive, powerful 
groups, which can sometimes incite actions like those seen on 
January 6th, 2021. When I say “mindset,” I am referring to 
the idea that it is not the conspiracy theories themselves, but 
mindsets that drive people to embrace so-called conspiracy 
theories, which in turn drive people to engage in dangerous 
actions resulting in real-life harm. This distinction is crucial 
because it shapes how interventions are designed, whether 



87through targeting underlying cognitive and social processes 
(if viewed as a mindset) or through correcting specific false 
claims (if viewed as theories).

Based on the existing evidence, conspiracy theories can be 
understood as part of a broader “conspiratorial” mindset 
and as alternative explanations of social realities. To 
begin, Sutton and Douglas [26], along with Hellinger [27], 
have linked conspiracy beliefs to various components of a 
“conspiratorial” mindset—namely, anti-social beliefs and 
attitudes, such as paranoia, distrust, and anti-Semitism. 
Marwick further suggests that people often consume and 
share disinformation, including conspiracy theories, to 
signal their identity and allegiances [28]. This phenomenon 
can be explained through the concept of a “deep story,” as 
introduced by sociologist Arlie Hochschild in her 2016 book 
Strangers in Their Own Land: Anger and Mourning on the 
American Right. Deep stories are narratives that transcend 
factual accuracy and encapsulate the psychological and 
emotional experiences of a group of people they are “feels-
as-if” narratives that individuals construct to make sense of 
their circumstances and environment.

Examples of deep stories abound in the American 
conservative media landscape, with the following common 
themes: 1) Conservative traditional American values are 
under attack from liberals (a broad term that can encompass 
transgender people, Democrats, immigrants, Black Lives 
Matter activists, feminists, Antifa, and other boogeymen); 
2) Liberal urbanites ignore the needs and plight of rural 
conservatives; and 3) The mainstream media is dominated 
by unreliable left-wing elites who are corrupt and greedy 
and want to destroy traditional values. Ultimately, these 
deep stories reflect a cultural identity tied to rural blue-
collar whiteness, creating in-group solidarity and reinforcing 
hostility toward out-groups, particularly “undeserving” 
liberals, thereby deepening socio-political divides and anti-
social attitudes [29]. 

The environment and mindset of people who embrace 
such deep stories create fertile ground for the spread of 
conspiracy theories, such as the idea that a Jewish elite cabal 
is orchestrating a globalist agenda against White people and 
intentionally flooding America with immigrants to destroy 
American culture [30]. From the perspective of those who 



88 embrace them, these narratives provide an explanation for 
the perceived loss of status and injustices experienced by 
people who identify with these narratives.

However, as mentioned at the beginning of this section, it 
is crucial to recognise that conspiracy theories are not just 
part of a broader mindset based on “deep stories.” They also 
function as alternative explanations of social realities, akin 
to certain critiques in the humanities and social sciences 
[31]. Social scientists have highlighted the similarities 
between reasoning in conspiracy theories and mainstream 
and academic discourse. As Quinn notes, conspiracy 
theories allow people to 1) show they are not deceived by 
the mainstream media despite their marginalised status, 
2) critique mainstream narratives, and 3) regain a sense 
of control [32]. This means that while conspiracy theories 
can indeed reflect a broader “conspiratorial” mindset, they 
should not be reduced solely to this dimension. They are also 
an alternative, often speculative, but nonetheless significant 
way of critiquing the established social order.

Individuals’ decisions to consume and spread conspiracy 
theories and deep stories that appeal to their in-group 
loyalties and attitudes are a symptom rather than the 
direct cause of potentially dangerous behaviour [33]. In 
other words, conspiracy theories are part of a mindset as 
well as alternative explanations of social realities. This dual 
understanding is vital for addressing conspiracy theories’ 
proliferation and potential harmful effects. If we view and 
treat conspiracy theories as theories and direct causes of 
potentially harmful behaviour, we will focus on correcting 
false beliefs and debunking misinformation, thus falling back 
into the epistemically non-neutral definition of “conspiracy 
theory” that can lead to the creation of a "regime of truth.” 
On the other hand, if we recognise them as mindsets and 
alternative explanations of social realities, efforts may focus 
on targeting underlying cognitive biases, emotional factors, 
and social influences that contribute to conspiracy ideation. 
This approach is less likely to violate John Stuart Mill’s beliefs 
on liberal democratic freedom of expression.

While my approach includes identifying and suppressing 
potentially dangerous content through content moderation, 
it emphasises evaluating social context to understand 
posters’ intent. While these attempts to understand intent 



89and social context may not always be accurate thanks to 
Poe’s Law—the internet maxim that online parodies are 
often indistinguishable from real instances—they are a good 
start and are better than doing nothing [34]. Ultimately, 
content moderation—if performed with a focus on posters’ 
intent and the context of their actions—remains essential 
for curbing the immediate spread of harmful conspiracy 
theories. However, it must be paired with efforts to tackle 
the deeper reasons why people are drawn to these beliefs.

How Social Media Platforms and Scholars Have 
Attempted to Spot and Curb the Spread of Conspiracy 
Theories and Related Types of “False Information”

In this section, I explore the efforts taken by major social 
media platforms to identify and mitigate the spread of “false” 
or “misleading” information. Note that there are currently no 
social media policies directly addressing conspiracy theories. 
Part of the reason, I suspect, is that the delineation among 
diverse types of potentially misleading information, such as 
fake news, misinformation, disinformation, and conspiracy 
theories, is not always clear. Defining what a conspiracy 
theory is, as covered in the first section, is also epistemically 
contentious and challenging. This section is divided into two 
subsections. The first explores major social media platforms’ 
existing policies on AI-manipulated content and fake news 
and misinformation. The second closely explores scholarly—
including legal, political, and philosophical—perspectives 
on the regulation of conspiracy theories and other types of 
“false information.”

How Major Social Media Platforms Are Regulating Conspiracy 
Theories and Related Types of “False Information”
I examine the following social media platforms: X, Twitter, 
YouTube, Instagram, TikTok, and Mastodon. I chose 
X, YouTube, Instagram, and TikTok because they are 
some of the best-known social media platforms. With 
billions of active users collectively [35], these platforms 
serve as pivotal conduits for information dissemination, 
making their policies on AI-manipulated content and 
misinformation vitally important. I chose Mastodon because 
it is decentralised, which means it does not run under the 
control of a single authority. Instead, it is spread across a 
network and collectively controlled by its users [36]. There 
are thousands of Mastodon instances, ranging from large 



90 general-interest servers to smaller niche-interest ones, 
such as bookwitty.social for “dedicated book lovers” [37]. 
By juxtaposing Mastodon alongside established centralised 
platforms, I seek to shed light on the evolving dynamics of 
digital communication and the evolving strategies to address 
misinformation. The following is a breakdown of major 
social media platforms’ policies on AI-manipulated content 
and fake news and misinformation, including each policy’s 
advantages and disadvantages.
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94 Identifying Gaps in Social Media Misinformation Policies
In the preceding tables, I have delineated the efforts of 
various social media platforms to address the challenges 
of misinformation, disinformation, fake news, conspiracy 
theories, and the like. However, despite these attempts, I 
have identified two main weaknesses in their policies:

No real definition of “egregious” or “severe” harm: The existing 
policies lack a precise definition of what constitutes 
“egregious” or “severe” harm. While they often allude to these 
terms, they do not offer clear parameters for distinguishing 
between minor and major harms. Typically, it is implied that 
“egregious” or “severe” harm entails real-life consequences 
for individuals and societies, such as election interference 
and murder or attempted murder, but this assumption 
is not always explicitly stated or defined. As a result, the 
threshold for identifying and addressing harmful content is 
ambiguous. However, this ambiguity may be intentional and 
serve a practical purpose. Per Braun, platforms sometimes 
use broad, catch-all clauses to account for unforeseen 
harmful behaviours and ensure they can respond to actions 
that, while not explicitly prohibited, go against the intent 
of the rules. This flexibility allows platforms to address new 
and nuanced situations effectively. However, as noted above, 
this open-endedness can also empower platforms to act 
arbitrarily, which can potentially exacerbate mistrust among 
users and give rise to accusations of capricious enforcement 
[83]. Although platforms are justified to maintain a degree 
of flexibility to adapt to evolving challenges in content 
moderation, a more specific definition of severe harm could 
enhance clarity and fairness. Striking this balance between 
specificity and flexibility will empower platforms to protect 
user rights and maintain democratic norms.

Too much reliance on “truth” to determine whether something 
should be removed: Other than Mastodon, the surveyed social 
media platforms refer to some kind of regime of truth when 
determining whether something should be labelled, removed, 
or limited from circulation. This is especially true for Instagram 
and TikTok, which use the words “false” and “inaccurate” 
when defining the type of content they ban. As discussed 
in “Establishing a Theory for Understanding ‘Conspiracy 
Theories,’” this approach poses significant challenges. While 
facts can be established and distinguished from truth, 
evaluating truth claims purely based on “factualness” can 



95detract people from seeing the deeper social realities these 
claims may reflect. This is because many conspiracy theories, 
even when factually incorrect, may still resonate with 
certain groups by addressing their anxieties, frustrations, 
or perceptions of being marginalised. Consequently, an 
approach that overly prioritises factualness might miss the 
broader socio-political contexts in which these conspiracy 
theories are embedded, making it harder to understand 
why they gain traction and how to effectively address them 
[84]. For example, if a government or owner of a platform 
labels a view or opinion as “fake news,” “misinformation,” 
“conspiracy theory,” or any other similar label, it can censor 
dissenting voices that challenge mainstream narratives. 
This labelling can happen through overt decisions, such as 
explicit bans on claims about the coronavirus. However, 
it can also take the form of more subtle actions, such as 
algorithmically demoting (or promoting) certain kinds of 
content [85]. Accordingly, a focus on defining conspiracy 
theories as epistemically or logically faulty or inaccurate can 
lead to the slippery slope of platforms stifling legitimate 
discourse by categorising it as misinformation, without 
transparently addressing the nuanced issues associated 
with conspiracy theories. Therefore, it is crucial to ensure 
that platforms maintain clear and transparent criteria for 
content moderation, particularly when dealing with complex 
and controversial information.

Failure to address disinformation-for-hire: There is substantial 
evidence that social media platforms are rife with individuals 
and organisations spreading disinformation for political 
or financial gain. Investigations by intelligence agencies, 
academics, and journalists have revealed that Russia 
orchestrated cyberattacks and exploited social media 
during the 2016 election to create divisions and destabilise 
the U.S. and give Russia greater freedom to pursue its 
objectives [86]. Existing social media policies do not fully 
address the specific issue of disinformation-for-hire. Fact-
checkers and automated moderation can limit the spread 
of disinformation-for-hire, but this is mostly aimed at 
general content rather than sophisticated disinformation 
campaigns. Meta, for instance, took a hard line against 
covert foreign and domestic influence operations that rely 
on fake accounts by using AI and human administrators 
to remove over 100 networks of coordinated inauthentic 
behaviour (CIB) and keeping the public informed about their 



96 efforts via their monthly CIB reports [87]. However, these 
efforts primarily address overt and easily identifiable forms 
of disinformation, often missing the more sophisticated 
and covert operations of disinformation-for-hire. These 
campaigns can be highly targeted, using advanced tactics to 
evade detection—for example, they may employ bots that 
mimic human behaviour online or cyborgs, which blend 
human curation with automation [88]. Disinformation-for-
hire schemes present a unique challenge because they are 
well-funded and designed to exploit platform algorithms to 
amplify spread. While I recognise the danger presented by 
these schemes, this paper focuses on the inherent limitations 
of content moderation in addressing the psychological and 
social factors driving non-state-sponsored individuals to 
embrace these theories. My framework may inadvertently 
help mitigate some disinformation-for-hire efforts, but that 
is not its focus.

How Scholars Have Explored Regulating Conspiracy Theories 
and Related Types of “False Information.”
To construct frameworks for regulating hazardous 
information on social media, legal, public health, and 
other types of scholars have utilised the harm principle 
as a foundational concept to develop laws and policies for 
overseeing actions [89]. Proposed by the British philosopher 
John Stuart Mill, the harm principle argues that no person 
or government should prevent or interfere with another 
person’s liberty to say or do anything. The only reason a 
government or person can interfere with another person’s 
liberty is to prevent harm to others. Accordingly, opinions 
that go against the mainstream or offend sensibilities should 
not be restricted unless they cause harm to others [90]. 
The harm principle is over 150 years old, so many believe it 
needs an upgrade for the age of social media. Harvard Law 
School Professor Cass Sunstein, for example, echoes Mill’s 
belief that free speech should be protected to the furthest 
extent possible. Focusing on falsehoods (which range from 
defamatory statements to deepfakes), he asserts that 
falsehood and truth play important roles in society [91]. He 
warns against the dangers of censorship, suggesting that 
censoring falsehoods could pave the way for government 
suppression of any speech it deems unfavourable or 
contradictory. Falsehoods can also provide other advantages, 
such as sparing people’s feelings, preventing embarrassment, 
and promote thinking that uncovers the truth [92]. 



97He advocates for a response to falsehoods that prioritises 
correction over censorship or punishment, as he believes 
that censorship and punishment may exacerbate the 
proliferation of falsehoods [93]. Sunstein also proposes 
a framework for distinguishing which falsehoods should 
be censored and which should not be. According to this 
framework, institutions and individuals should ask the 
following questions when encountering falsehoods [94]: 

1.	What is the falsehood speaker’s “state of mind”? Is 
the speaker reckless, a liar, negligent, or reasonable? 
“Reckless” is the least moral and justified, while 
“reasonable” is the least bad state of mind.

2.	How much damage is caused by the falsehood? Is it 
grave, moderate, minor, or non-existent? Note that 
this question mirrors social media policies’ use of the 
term “egregious” and “severe,” but is more gradated. 

3.	What is the likelihood of harm? Is it certain, probable, 
improbable, or highly probable?

4.	What is the timing of harm? Is it occurring 
immediately, occurring not soon but reasonably soon, 
or occurring in the distant future?

Sunstein’s proposal appears to serve as a solid foundation 
for my framework. However, his focus on legal regulation 
contrasts with my broader exploration of what “conspiracy 
theories” are and how social media platforms can define, 
identify, and limit them, if needed. Hence, it is crucial to 
also consider Bell [95], whose interdisciplinary approach in 
her Utilitas article titled “John Stuart Mill’s Harm Principle 
and Free Speech: Expanding the Notion of Harm,” expands 
the conceptualization of harm within Mill's harm principle. 
Although Bell does not address defining or regulating 
falsehoods or “fake news,” her proposal for expanding Mill’s 
diffuse and unclear definition of harm proves useful [96]. 

By integrating insights from various disciplines, including 
moral philosophy, Bell offers a nuanced perspective on 
applying Mill's harm principle to delineate the boundaries 
of unregulated free speech. Pointing to how research has 
uncovered the tangible harms people suffer directly due to 
bigoted speech on social media, Bell proposes updating Mill’s 
broad definition of harm to include bigoted insults, which 
have been proven to be psychologically harmful to sexual 
and racial minorities [97]. Bigoted insults also fail to express 



98 a genuine opinion, so they do not deserve free speech 
protection. As Bell reminds us, the main purpose of free 
speech protections for Mill is to “safeguard a public space 
for opinions to be shared, for debate to take place, and for 
rational and reasonable people to both argue for and amend 
their viewpoints” [98]. Additionally, a “stringently protected 
marketplace of ideas is of far greater value to dominant 
members of society than to oppressed members” [99] so 
Bell argues that this is in the public’s interest. Philosopher 
Herbert Marcuse calls this phenomenon “repressive 
tolerance,” where absolute free speech leads to tolerating 
intolerant viewpoints and places the burden on marginalised 
people and communities [100]. 

While frameworks proposed by scholars like Sunstein and 
Bell offer valuable insights into the regulation of harmful 
information, they overlook certain critical aspects. Because 
Sunstein uses the word “falsehood,” his framework could 
potentially be used by social media platforms to enforce a 
subjective “regime of truth” as discussed in the first section. 
Sunstein’s implied priority on correcting falsehoods risks 
creating a slippery slope where the emphasis on epistemic 
correctness could potentially overshadow the need to 
understand the root causes driving individuals to embrace 
and spread harmful conspiratorial narratives. Additionally, 
Bell's proposal, while valuable in expanding the definition 
of “harm,” is not specifically tailored to address conspiracy 
theories and the mindsets that foster their adoption. However, 
her nuanced perspective on harm will prove beneficial in the 
final section, where I outline my framework's definition of 
“harm” and its implications for regulating harmful content 
on social media platforms.

My Policy Framework for Social Media Platforms’ 
Attempts at Regulating Politicised Conspiracy Theories

In this section, I propose a policy framework that social 
media platforms can use to define, identify, and mitigate the 
effects of potentially dangerous conspiracy theories on social 
media. This framework addresses the shortcomings covered 
in the second section, and is based on John Stuart Mill’s harm 
principle, which has been widely used in liberal democracies 
to justify limitations on individual freedoms when they pose 
a threat to public safety or well-being. Per this principle, the 
“only purpose for which power can be rightfully exercised 



99over any member of a civilised community, against his will, 
is to prevent harm to others. His own good, either physical 
or moral, is not a sufficient warrant” [101]. By building on 
Mill's harm principle, the proposed policy framework seeks 
to strike a balance between promoting freedom of expression 
and mitigating the potential harms associated with the 
dissemination of dangerous conspiracy theories on social 
media. Before diving into the policy framework itself, I will 
first propose an unbiased (to the furthest extent possible) 
definition of the term “politicised conspiracy theory.” I will 
then propose a definition for “harm” that is less biased 
than the current definitions used or implied by social media 
platforms’ policies on AI-manipulated content and fake news 
and misinformation.

Definition of “Politicised Conspiracy Theory”
In this subsection, I will explore what an unbiased definition 
of “conspiracy theory” could look like. First, I will narrow 
“conspiracy theory” to “politicised conspiracy theory.” This is 
because not all conspiracy theories are likely to cause actual 
harm—a conspiracy theory claiming that giant alien lobsters 
created the Moon 10,000 years ago, while bizarre, is unlikely 
to harm anyone or cause someone to act violently. My 
definition does not distinguish between “bad” or “plausible” 
conspiracy theories because it does not matter whether a 
“conspiracy theory” is logical or epistemically sound—people 
are free to believe whatever they want in a democratic society 
and express such beliefs. Conspiracy theories, whether 
illogical or not, only require regulation when they are likely 
to cause real-world harm.

Accordingly, I have narrowed down the conspiracy theories 
that are the most likely to cause troubling mindsets that can 
lead to riots, insurrections, and other real-life forms of harm: 
politicised conspiracy theories. These claim a political event 
or situation resulted from secret collusion by real, identifiable 
influential people or groups seeking to undermine society or 
harm an opposing group. Examples of such theories include 
QAnon, which claims that Trump is fighting a secret war 
against Satanist paedophiles in government and business 
[102], and Cultural Marxism, which claims that Jewish 
intellectuals are intentionally subverting Western Christian 
conservative values through political correctness and 
progressive “woke” movements [103]. 



100 However, it is important to recognise that labelling certain 
theories as “politicised” can also be subjective and potentially 
contentious. This label should be applied with care and 
transparency, and users should provide clear criteria and 
context to ensure that the term is not used to dismiss or 
marginalise certain viewpoints without consideration. 
This nuanced approach helps distinguish between genuine 
political critiques and baseless, harmful conspiracy theories 
about political events and politicians, maintaining a 
balance between addressing dangerous misinformation and 
respecting free discourse. Similarly, assessing the likelihood 
of real-life harm also involves some degree of subjectivity. 
While no system can be completely unbiased, my definition 
will strive for fairness by getting social media administrators 
to correlate the potential for harm with documented 
instances of riots, insurrections, and other violent incomes 
linked to politicised conspiracy theories.

Now that we have narrowed the scope of what types of 
theories can be called “politicised conspiracy theories,” let 
us review what I have already established about defining the 
term in the previous subsections of this section. As discussed, 
an unbiased (to the furthest extent possible) definition of 
conspiracy theory should be neutral and objective, focusing 
on core characteristics and elements without making 
judgments about their merit or veracity. Additionally, 
conspiracy theories—including politicised ones—are more 
accurately defined as a mindset. Specifically, as Napolitano 
argues, conspiracy theories are not merely theories that 
involve conspiracies, but “a [self-insulating] way of holding 
a conspiratorial belief” [104]. Self-insulation refers to the 
cognitive tendency of people to actively resist viewpoints 
or information that challenge their worldview, even in the 
face of contradictory evidence [105]. People who believe in 
politicised conspiracy theories have this tendency because 
they believe that conspirators are orchestrating cover-ups, 
promoting alternative narratives, and spreading misleading 
evidence for the public to believe [106]. 

However, this does not mean that people who believe in 
politicised conspiracy theories are necessarily irrational 
and lacking in critical thinking skills or media literacy. Per 
Danah Boyd and Francesca Tripodi, adherents to conspiracy 
theories often boast excellent media literacy. They critically 
assess sources, question the information presented, and 



101maintain a healthy scepticism—though often directed 
towards mainstream sources and expertise [107]. 

The central issue is self-insulation, not a lack of critical 
thinking or media literacy. I argue that self-insulation 
constitutes a fundamental aspect of conspiracy theories. It 
not only prevents individuals from evaluating their beliefs 
from another perspective but also fosters an environment 
where dissenting viewpoints are dismissed or ignored. By 
acknowledging the significance of self-insulation, we can 
move beyond a narrow focus on epistemological correctness 
and recognise the broader socio-psychological mechanisms 
at play. This allows us to appreciate conspiracy theories not 
merely as explanatory frameworks but as manifestations 
of a particular mindset or worldview shaped by distrust, 
suspicion, and a propensity for interpreting events through 
the lens of conspiracy. By reframing our understanding in this 
manner, we can better grasp the complexities of conspiracy 
theorizing and its implications for society.

With all of this in mind, here is what an unbiased definition 
of “politicised conspiracy theory” could look like: A 
politicised conspiracy theory is a theory embraced by people 
who claim that a group of individuals—typically powerful or 
influential—are secretly behind or influencing a particular 
event or phenomenon. These beliefs often but not always 
contradict official narratives or mainstream understanding 
and may be “true” or “false” according to official narratives. 
Politicised conspiracy theories are characterised by self-
insulation. In other words, adherents actively resist 
contradictory evidence or alternative perspectives that 
challenge their conspiratorial worldview. This self-insulation 
mechanism shields individuals from cognitive dissonance 
and reinforces their commitment to the conspiracy narrative, 
irrespective of its alignment with factual reality. 

What about the politicised conspiracy theories that are not 
accompanied by a self-insulated mindset? My definition 
excludes these theories, even if they share the same content 
with ones that come with a self-insulated mindset. This is 
because conspiracy theories with a self-insulated mindset are 
more likely to cause real-life harm, often by tapping into the 
“us versus them” mentality that can be used by politicians and 
pundits to incite division and provoke political violence—
think January 6th. Without this self-insulation, individuals 



102 are more open to alternative perspectives, minimising the 
potential danger of their beliefs. You may be wondering 
how social media platforms can locate social media posts 
with politicised conspiracy theories that fit this proposed 
definition. I will address that in the third subsection of this 
section, “The Test for Determining Whether Something 
Should Be Removed, Labelled, or Limited from Circulation.”

Definition of “Harm”
In his 1859 essay On Liberty, Mill established a broad 
definition of harm that includes harm to others’ interests 
[108]. However, Mill does not delimit this definition, so it 
is unclear how scholars, policymakers, and legal experts can 
apply this definition to the identification and regulation of 
politicised conspiracy theories. Scholars have made efforts 
to clarify Mill's concept of harm. Piers Turner, for instance, 
has a broad interpretation of harm and considers offensive 
speech a form of minor harm [109]. Conversely, Feinberg 
argues for a narrow interpretation of harm that only focuses 
on setbacks or problems caused by violating another person’s 
rights [110]. More recently, as mentioned earlier, Bell has 
re-interpreted and expanded on the Millian definition of 
harm to address modern-day issues such as bigoted speech 
on social media [111]. In my view, these definitions are 
too broad to address the harm that may arise from social 
media platforms’ inability to identify and regulate the 
dissemination of politicised conspiracy theories enabled 
by the so-called marketplace of free ideas. Bell’s definition 
is a good step in the right direction since she specifically 
focuses on the harms of uncensored bigoted speech on social 
media platforms, but she did not craft her definition with 
social media conspiracy theories in mind. This is where my 
definition of “harm” comes in.

I define “harm” caused by the unregulated proliferation of 
politicised conspiracy theories any real-life damage created 
through the creation, dissemination, or endorsement of 
conspiracy theories on social media platforms that result 
in real-life negative consequences for individuals and 
communities. These negative consequences include objective 
ones, such as bombings, insurrection, and violent threats 
(such as bringing a gun to a restaurant). Additionally, 
cumulative harm from coordinated online harassment, which 
can silence individuals and marginalised groups, should also 
be recognised as warranting intervention.



103To avoid over-censorship, my definition of harm does not 
include “minor” harms such as short-term psychological 
distress and offense. Censoring such minor harms could lead 
to the stifling of free speech. In my view, offense is when 
someone feels uncomfortable for a brief period (i.e., a few 
hours or a week) due to seeing something on social media. 
For example, suppose you believe in the reptilian theory and 
are offended by a critique of said theory on X. However, this 
offence falls short of my definition of harm since this is not 
a major setback to your interests or well-being. On the other 
hand, suppose you argue with someone about the reptilian 
theory on Twitter, and they get so mad that they post your 
physical address and full name and tell their army of 100,000 
followers to kidnap you. This is not merely an offence, even 
if you subjectively feel all right with it and nothing follows 
from these threats. According to my definition of harm, 
because there is a real chance of someone following through 
(due to the number of followers and the fact the other person 
posted your real name and address publicly), the post should 
be taken down for causing harm to you. 

One might argue that all posts calling for violence, not just 
those involving conspiracy theories, should be addressed. 
However, I contend that conspiracy theories deserve special 
attention because they often radicalise individuals and 
increase the likelihood of violent actions. My proposed policy 
framework targets posts that, while not explicitly violent, 
may contribute to radicalisation within a particular context. 
My approach takes a cautious approach in distinguishing 
between minor and major harms. As can be seen in the last 
sentence of my definition of “harm,” I acknowledge that 
what might seem minor in isolation can aggregate into 
significant harm. This is particularly relevant in the context 
of networked harassment, where minor attacks can snowball 
into a silencing of marginalised voices [112]. 

The Test for Determining Whether Something Should Be 
Removed, Labelled, or Limited from Circulation
Now that I have established definitions for “politicised 
conspiracy theory” and “harm,” the next step is to outline 
the criteria for determining whether content should be 
removed. Building on Sunstein [113], this aspect of the 
framework will entail a set of questions for social media 
platform administrators to consider when encountering 
a post containing or alluding to a “politicised conspiracy 



104 theory.” Here is the framework and my justification and 
explanation for each question and section I have included. 
Social media administrators should ask these questions in 
the order they are presented.

What is the potential harm of the post containing a conspiracy 
theory or theories? Is the dissemination of the conspiracy 
theory likely to incite violence, discrimination, or other 
forms of harm? How imminent is the danger?

Justification and explanation: The question examines whether 
the content is likely to incite violence, discrimination, or 
other forms of harm. By identifying the potential harm, 
administrators can determine the urgency of intervention. 
The likelihood of harm may depend on contextual factors 
addressed in Question 3, which considers the context and 
culminative effect of a post. These factors include the timing 
of a post, the poster’s identity, the language, and tone used, 
and the audience’s reaction. Additionally, posts containing 
politicised theories on “hot button issues” at the time of 
posting may warrant more caution and a lower threshold 
for potential harm. While it is challenging to quantify the 
exact threshold for potential harm (e.g., 10% likelihood 
of harm), platforms can apply a comparative approach by 
relying on historical patterns and data analysis. For instance, 
if similar content in the past led to “harm” as defined by my 
policy framework (for instance, public unrest or violence), a 
moderate likelihood of harm (such as 20 to 30%) may warrant 
action. This ensures decisions are not arbitrary but anchored 
in established patterns of harmful outcomes.

What is the seeming intent of the speaker? Is the speaker 
acting recklessly, knowingly spreading dangerous politicised 
conspiracy theories (as defined in the first subsection)? Or 
are they presenting information based on genuine beliefs or 
being satirical?

Justification and explanation: This question addresses the 
underlying motive of the content creator and their credibility. 
By evaluating whether the speaker is acting recklessly, 
knowingly spreading falsehoods, or presenting information 
based on genuine beliefs, platform administrators can gauge 
the level of potential harm associated with the content. 
Besides the clear influence from Sunstein [114], I was also 
inspired by the concept of “recklessness” in the common law 



105tradition. “Reckless” is defined as behaviour that is so careless 
that it is an extreme departure from how a reasonable person 
would behave in similar circumstances [115]. For example, a 
reckless speaker may disregard factual accuracy, knowingly 
disseminate false information, or promote unfounded claims 
without considering the consequences of their actions.

It should be noted that determining intent is challenging, 
particularly online. Marwick and Lewis note that 
promulgators of hate speech and lies are typically intentional 
about masking their intent—this serves not only to evade 
moderation but also to make their content more appealing to 
uninitiated potential followers. As such, determining which of 
these people are “ironic” or “serious” may be impossible [116]. 
While there are no clear answers to this issue, social media 
platforms can train AI models and human administrators 
to assess intent using a combination of contextual cues, 
the user’s history, and patterns of behaviour. For example, 
consider a user who makes ostensibly innocent posts about 
European architecture. However, if this user also engages 
with and follows far-right Catholic Monarchists who push 
for traditionalism, anti-modernism, “natural hierarchy of 
the sexes and races,” and “preserving cultural heritage” (as a 
wolf-whistle for racist and anti-immigrant sentiment), social 
media administrators may want to keep an eye on them, 
especially if the user retweets or makes posts referencing 
supremacist and exclusionary ideas, even if the content is 
framed as “satirical” or “ironic.”
 
However, it is vital to approach this with nuance. Simply 
holding politically questionable or outside-the-Overton-
window views should not automatically warrant surveillance 
or flagging by a social media platform. Instead, online 
platform administrators should use a mix of AI and human 
analysts to carefully determine the threshold for monitoring 
and surveillance by considering the level and nature of 
engagement. For instance, a user who only occasionally likes 
or retweets politically volatile posts may warrant less scrutiny 
than one who actively creates, shares, and comments on such 
content daily. The difficulties associated with determining 
the seeming intent of a speaker tie into the third question, 
which is about the context of the social media post.

What is the context of the social media post? Was it and have 
other users amplified it? How likely is it to spread? Is the 



106 conspiracy theory part of a larger pattern of disinformation 
or coordinated efforts to manipulate public opinion?

Justification and explanation: A lot of content still falls into 
the “grey zone” of permissibility versus impermissibility 
after the first two questions. This is where question 3 
comes in. This question attempts to tap into my proposed 
definition of “conspiracy theory” as an insulated mindset 
or attempt to explain the world through alternative means. 
As discussed in the first section, when a conspiracy theory 
aligns with certain social or psychological factors, such as an 
insulated “us versus them” mindset that attempts explain 
the world in an alternative way, it can strongly resonate 
with individuals with similar mindsets. This resonance can 
cause the theory to attract many users, including 1) others 
with similar or the same beliefs who will amplify the post 
and 2) individuals without stakes in the matter who are part 
of a larger state-sponsored disinformation or coordinated 
effort to manipulate users’ opinions about a certain political 
phenomenon, politician, party, or event. If a social media 
platform administrator or AI agrees on all the following, 
they should consider censoring, deleting, or limiting the 
circulation of the post depending on its severity:

1.	The dissemination of the conspiracy theory is likely 
to incite violence, discrimination, or other forms of 
imminent harm.

2.	The speaker or social media user is acting recklessly, 
knowingly spreading dangerous politicised conspiracy 
theories rather than presenting information based on 
genuine beliefs or being satirical; and 

3.	The conspiracy theory is part of a larger pattern of 
disinformation or coordinated efforts to manipulate 
public opinion.

Deletion should be reserved for the posts that are the most 
likely to cause harm, have speakers that is acting recklessly 
or knowingly spreading dangerous conspiracy theories, and 
has been amplified by other users. If a social media platform 
administrator or AI does not agree with the statements 
above, further evaluation is necessary to determine the 
appropriate action. This may involve considering factors 
such as the credibility of the speaker, the potential harm 
caused by the conspiracy theory, and the reach and impact of 
the social media post within its specific context.



107Conclusion

The explosion of conspiracy theories since Trump’s 2016 
election campaign has prompted scholars and laypeople 
alike to consider the plausibility and feasibility of defining, 
regulating, and removing conspiracy theories that could lead 
to real-life harm. However, leading social media platforms’ 
policies for combatting “false” or “misleading” information, 
including conspiracy theories, fail to consider the fact that 
conspiracy theories are more accurately described as a 
“mindset” or attempts to formulate alternate explanations 
of the social world.

Drawing on existing scholarship about regulating conspiracy 
theories and other forms of potentially dangerous speech 
on social media, this paper has proposed a structured 
policy framework that social media platforms can use to 
evaluate potentially harmful content. While this framework 
represents a significant step forward, it is not a finalised 
solution. Rather, it serves as a foundational template for 
social media platforms to refine and tailor according to their 
unique policies, user demographics, and legal obligations. 
Moving forward, ongoing collaboration between scholars, 
policymakers, and social media platforms will be essential to 
continually refine and improve strategies for combating the 
spread of harmful conspiracy theories in the digital age.
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Abstract
Semiconductors, critical for both civilian technologies and military 
applications, are central to U.S.-China rivalry. Furthermore, 
neither the U.S. nor China fully controls the semiconductor 
value chain, which necessitates collaboration with allies that 
are semiconductor powers. To what extent do the U.S. and its 
allies share common interests in thwarting Chinese progress 
in semiconductors? What are U.S. strategies in constructing 
an international coalition to contain China in the tech realm 
and what drives them? We apply the Prisoner’s Dilemma (PD) 
to investigate these questions, with particular attention to the 
factors that drive defection (opposition to export controls). We 
argue that the U.S. employs exemptions and minilaterals to 
minimise resistance to the construction of an international regime 
of semiconductor export controls despite collective concerns over 
China’s rise. Our findings speak to studies of great power politics 
and innovation in information and communications technology 
(ICT), which often overlook the complex alliance politics behind 
semiconductor export controls. 

The supply of semiconductors—ubiquitous in modern 
life—can have a significant effect on national economies 
[1]. Because semiconductors are dual-use resources, there 
are also implications for the future of warfare [2]. The 2021 
National Security Commission on Artificial Intelligence 
report noted, “If a potential adversary bests the United 
States in semiconductors over the long term or suddenly 
cuts off U.S. access to cutting-edge chips entirely, it could 
gain the upper hand in every domain of warfare” [3]. A 
recent example of a country that suffers militarily due to 



115lack of semiconductors is Russia, which has been compelled 
to repurpose semiconductors from household appliances, 
such as dishwashers and refrigerators, for use in its military 
equipment due to sanctions [4]. Controlling the production 
and supply of semiconductors, therefore, will critically 
shape the dynamics of U.S.-China great power competition 
[5]. Semiconductor supply chains are now the frontline 
of geopolitical rivalry [6]. Thwarting Chinese progress in 
semiconductors is the key for Washington to prevail over 
Beijing in its contest for pre-eminence [7]. But the U.S. is 
only one of several semiconductor powers; Germany, Japan, 
the Netherlands, South Korea, and Taiwan, among others, 
occupy key positions in the semiconductor value chain. 
Hence Washington needs to work with its allies to contain 
Beijing’s advancement in semiconductors. 

Yet studies of the alliance politics of semiconductor export 
controls, despite its importance, remain rare [8]. To what 
extent do the U.S. and its allies share common interests in 
thwarting Chinese progress in semiconductors? What are 
U.S. strategies in constructing an international coalition 
to contain China in the tech realm and what drives them? 
If the U.S. is determined to maintain Western leadership 
in semiconductor technologies, why does Washington 
routinely introduce exemptions into U.S.-led semiconductor 
export control regimes? To start answering these questions, 
we utilise the Prisoner’s Dilemma (PD) [9] —a model 
that examines conflict between individual rationality and 
collective gain—to study the international politics of 
semiconductors. 

After briefly describing PD, the article examines the 
applicability of PD to the study of semiconductor export 
controls, with particular attention to the factors that drive 
interest divergence between the U.S. and its allies. We 
then derive the conditions under which the U.S. will utilise 
exemptions and minilaterals as strategies to construct an 
international semiconductor export control regime [10]. 
Last, we illustrate our arguments with recent developments 
in U.S.-led semiconductor restrictions targeting China. Our 
main finding is that Washington often faces significant 
resistance to expanding semiconductor export controls 
despite mutual concerns over China’s rise; this resistance 
requires the U.S. to carefully calibrate a mix of carrots and 
sticks to induce cooperation.



116 This article draws on discussions from the 2024 Oxford 
Semiconductor Conference, hosted by the Oxford China 
Policy Lab, the Oxford Rothermere Institute of American 
Studies and National Taiwan University Center of China 
Studies [11]. Semiconductor export controls is a sensitive 
subject, and public information can be difficult to come 
by. The conference provided a rare forum for exchange and 
discussions which have subsequently informed this article; 
we cite expert opinions from the conference throughout the 
article when appropriate, while adhering to the Chatham 
House Rule. We are solely responsible for our argument and 
any errors made in this article. 

Our analysis speaks to a bourgeoning area of inquiry 
in international relations: the great power politics of 
semiconductors. Extant studies have investigated the 
geopolitical stakes of semiconductors [12], U.S. structural 
power and semiconductors [13], how middle powers respond 
to the U.S.-China tech rivalry [14], the securitisation of 
semiconductors [15]. and the interplay of economic and 
security concerns associated with the U.S.-China chip 
war [16]. A growing number of studies also investigates 
the relationship between geopolitics and innovation in 
information and communications technology (ICT) [17]. 
Our findings add to both literatures by developing one of the 
first theoretical frameworks for understanding the tension 
between the U.S. and its allies in semiconductor control. 

One important limitation of this analysis should be stated 
at the outset: this article, due to space constraints, does 
not focus on the politics of domestic interest groups and 
semiconductors [18]. Interest groups, much like voters, 
often fail to account for the negative security externalities 
associated with international economic activities [19]. This 
oversight often positions them as opponents to international 
cooperation over semiconductors, as our analysis below will 
address briefly. In this vein, opening up the “state black box” 
could accentuate the relevance of the Prisoner's Dilemma (PD) 
for analysing the international politics of semiconductors. 

What is Prisoner’s Dilemma?

Table 1 presents the normal (strategic) form of PD. Each 
player (state) can choose either to cooperate or defect. 
Ordinal pay-offs to these strategies depend on the strategy 



117played by the other player, d > c > b > a. For each of the players, 
choosing to defect when the other player cooperates yields a 
pay-off of d, the largest pay-off. On the other hand, choosing 
to cooperate while the other player defects will yield a pay-
off of a, the smallest pay-off. When both players defect, they 
will both receive a pay-off of b. When both players cooperate, 
they will both receive a pay-off of c. c is strictly larger than b 
in the game presented in Table 1.

Table 1: Prisoner’s Dilemma
State 1/ State 2 cooperate defect

cooperate c, c a, d
defect d, a b, b

In a one-shot PD, both players will defect in equilibrium 
and receive the pay-off b (which is larger than a, but smaller 
than c). Both states 1 and 2 know that the other side has a 
strong incentive to defect (d > c), Thus, they cannot attain 
the “cooperate-cooperate” equilibrium even though they 
know that they would receive higher pay-offs than the pay-
offs they receive in the “defect-defect” equilibrium.

Duncan Snidal captures the essence of PD well:

“PD is an archetypical example of the disjuncture between 
individual and group rationality which characterizes many 
problems of collective action: Pursuit of individual self-interest 
by states results in their being worse off than if both abstain 
from pursuit of their narrow self-interest and cooperate. The 
dilemma persists even if cooperation is achieved, because both 
states will continue to have strong incentives to defect and 
the system is likely to return to the stable noncooperative and 
deficient equilibrium” [20]. 

International relations scholars are familiar with PD; we will 
thus keep our discussion of PD brief. More interesting topics 
of investigation are whether PD is: (1) applicable to the 
international politics of semiconductor export controls; and 
(2) capable of generating non-trivial insights into that issue. 

Applicability of PD to the International Politics of 
Semiconductor Export Controls

This section explores whether we can apply PD to analyse 



118 the international politics of semiconductor relations by 
investigating two of semiconductor export controls’ key 
aspects: the incentive structure facing the U.S. and its allies 
in semiconductor export controls and the distribution of 
power within the semiconductor value chain. 

Incentive structure. The U.S. and its allies potentially have both 
security and economic interests in cooperating to construct 
a multilateral regime for semiconductor export control 
[21]. The semiconductor powers (e.g., the U.S., Japan, and 
the Netherlands) are liberal democratic nations invested—
although to varying degrees—in the status quo, which 
Western analysts often argue is being challenged by China’s 
rise [22]. As noted earlier, semiconductor export controls, 
given semiconductors’ dual-use nature, can delay the growth 
in Chinese power. Therefore, thwarting China’s advancement 
in semiconductors—from the perspective of the U.S. and its 
allies—could help preserve the status quo [23]. Additionally, 
the liberal democratic semiconductor powers, as industrial 
leaders, may also benefit economically from limiting potential 
future Chinese competition [24]. In sum, preventing China 
from attaining dominance in semiconductors is associated 
with two gains: stability of the status quo and the continuing 
technological dominance of the West in semiconductors. 
Importantly, both of these gains are public goods (for states 
that value them); consuming these goods does not prevent 
other states from accessing them (non-excludability), nor 
does it reduce their availability to others (non-rivalry).

But, of course, export control comes with a cost: the loss 
of potentially significant revenue from trading with China, 
which has a particularly voracious appetite for semiconductors 
and their associated materials, chemicals, and equipment as 
Beijing seeks to build up China’s semiconductor and tech 
sectors. Furthermore, export control may invite Chinese 
retaliation. In September 2024, Beijing threatened Tokyo 
with export controls on rare earth minerals if Japan expanded 
its semiconductor export rules in alignment with new U.S. 
restrictions [25]. Germany, which hosts several critical firms 
in the semiconductor production chain—such as Zeiss for 
EUV optics and Badische Anilin-und Soda-Fabrik (BASF) for 
essential chemicals—has not yet joined any semiconductor 
export-control arrangement despite U.S. lobbying. Berlin’s 
reluctance reflects, at least in part, German fears of Chinese 
retaliation targeting the German automotive industry, which 



119is closely tied to its semiconductor sector [26]. 
Nonetheless, without semiconductor export control—a 
world where all the liberal democratic semiconductor 
powers “defect”—the Western semiconductor powers also 
face potentially undesirable outcomes. The Dutch trade 
minister Liesje Schreinemacher’s three justifications for the 
Netherlands’ implementation of new export controls on 
semiconductor technologies on March 8, 2023, captures the 
stakes involved well:

1.	preventing Dutch goods from contributing to 
undesirable end use, such as military deployment or in 
weapons of mass destruction;

2.	preventing unwanted long-term strategic 
dependencies; and

3.	maintaining Dutch technological leadership [27]. 

Justification 1, without naming China, underscores the dual-
use concerns associated with semiconductor technology; 
China’s military prowess could grow substantially if Beijing 
had access to the most advanced semiconductors, particularly 
as AI revolutionizes modern warfare [28]. Justification 2 
highlights the fear that if China acquires dominance in the 
semiconductor value chain, Beijing could “weaponize” its 
semiconductor supplies to exact political concessions from 
other nations. Beijing is not a stranger to economic coercion: 
China, for political reasons, has previously banned imports 
of agricultural products from Norway, Taiwan, and the 
Philippines, and restricted exports of rare earth mineral to 
Japan [29]. This track record amplifies concerns about the 
potential “strategic dependencies” which have arisen as 
China has built up its semiconductor production capacity. 
Justification 3 echoes concern that Chinese firms, absent 
export controls, will eventually come to compete with Dutch 
(Western) firms. China has been recognised for its prowess in 
reverse engineering [30]. This development, of course, would 
exacerbate the concerns discussed in justifications 1 and 2. 

The three concerns discussed above, of course, do not merely 
apply to the Dutch. Taking stock, if the semiconductor 
powers “defect”, they would face a higher likelihood that the 
status quo will be challenged by a more powerful China. Put 
differently, when the semiconductor powers fail to cooperate, 
they might reap short-term economic gains from trading 
with China but suffer negative long-term consequences. 



120 After outlining the key considerations behind semiconductor 
export control, we can now specify the components 
that constitute the pay-offs a, b, c, d, in the context of a 
semiconductor export control PD (Table 2.). 

Table 2: Prisoner’s Dilemma for Semiconductor Restrictions
state 1 / state 2 control (cooperate) permit (defect)

control (cooperate)  c, c a, d
permit (defect) d, a b, b

•	b (pay-off for the “defect-defect” scenario) = weakened 
status quo- strategic dependencies + weakened Western 
semiconductor leadership + profit from selling to China 

•	c (pay-off for the “cooperate-cooperate” scenario) = status 
quo + Western semiconductor leadership – profit from 
selling to China – loss from Chinese retaliation

From the discussions above, we can also infer that:

•	a (cooperator pay-off for the “cooperate-defect” scenario) 
= weakened status quo – strategic dependencies + 
weakened Western semiconductor leadership – profit 
from selling to China – loss from Chinese retaliation

•	d (defector pay-off for the “cooperate-defect” scenario) 
= weakened status quo – strategic dependencies + 
weakened Western semiconductor leadership + profit 
from selling to China 

Any state’s defection—even if the counterpart maintains 
its export control—would make it more difficult to contain 
Chinese advances in the semiconductor industry. The state 
that maintains export control in the “cooperate-defect” 
scenario will therefore face the worst outcome: it forgoes 
the revenue from selling to China while still suffering from a 
weakened status quo and an erosion of Western dominance 
in semiconductors [31]. In this case, the cooperator receives 
a pay-off of a.

The incentive for a state to “defect”—i.e., permit export of 
semiconductor technology—even when other states are 
cooperating is a real concern. As James Lewis, a researcher 
at CSIS, commented on the Biden administration’s 
plan to expand the U.S. Foreign Direct Product Rule for 
semiconductor export controls: “[Washington D.C. is] being 



121cautious in using the rule because it makes our allies very 
uneasy” [32]. Furthermore, South Korea and Germany, two 
important semiconductor powers, have yet to join the U.S. in 
squeezing China [33]. Specifically, a state’s incentive to defect 
is stronger when any of the five factors below is present:

1.	low valuation of the status quo (the difference between 
its expected utility from maintaining the current 
international order and its expected utility from a 
weakened Pax Americana is small);

2.	low valuation of Western technological leadership (the 
difference between its expected utility from Western 
semiconductor leadership and its expected utility from 
diminished Western dominance in semiconductor is 
small);

3.	lack of sensitivity to the development of strategic 
dependencies on China; 

4.	expectation of large profits from trading with China in 
semiconductors; and

5.	vulnerability to Chinese retaliation.

Factors 3 and 5 are straightforward given the discussions 
above, but factors 1 and 2 require further elaboration. 
Concerning factor 1, we cannot assume that all semiconductor 
powers value the status quo equally, as we noted earlier. 
For instance, the direct security risks associated with a 
more powerful China may be relatively small for Germany 
compared to the economic benefits of trading with China. 
In this case, the economic cost of imposing export controls 
might outweigh the perceived security risks. Furthermore, 
the rise of isolationism and unilateralism in the U.S. could 
reduce its allies’ investment in Pax Americana [34]. 

Concerning factor 2, some argue that export controls can 
unintentionally benefit Chinese tech firms by rallying 
domestic support around them, potentially leading to the 
U.S. inadvertently strengthening the Chinese semiconductor 
industry [35]. Some analysts contend that the recent patent 
revealed by Chinese lithography systems maker Shanghai 
Micro Electronics Equipment (SMEE) for a new EUV system 
exemplifies this effect [36]. If one believes that semiconductor 
export controls will strengthen, rather than weaken, Chinese 
capabilities, there is little reason to “cooperate” even if one 
values the maintenance of Western technological edge over 
China in semiconductors. While few believe that export 



122 controls are completely useless, there are reasonable debates 
on how effective semiconductor export controls are for 
containing Chinese advancement in semiconductors. 

Regarding factor 4, it is crucial not to underestimate the 
importance of profit. The semiconductor industry is highly 
capital-intensive; TSMC, one of the leading foundries, spent 
$20 billion on research and development (R&D) in 2023 
alone. Revenue earned from sales to China could allow firms 
from the defecting state to increase capital investment, 
which in turn helps secure their edge over competitors from 
other countries. Given the capital-intensive nature of the 
semiconductor industry, it is often very challenging to recover 
once a firm falls behind. South Korean firms, for instance, are 
particularly concerned about their competitiveness should 
Seoul adopt semiconductor export controls on China [37]. 

Furthermore, states—which ultimately make decisions on 
semiconductor export controls—are highly invested in the 
competitiveness of their semiconductor industries, which 
not only generate tax revenue but can also serve as valuable 
geopolitical assets, given the critical role of chips today [38]. 
Recognising the technology’s economic and geopolitical 
importance, states have committed billions in funding to 
promote their domestic semiconductor industries. The 
U.S. passed the $280 billion Creating Helpful Incentives to 
Produce Semiconductors and Science Act (CHIPS and Science 
Act) in 2022, while the European Union enacted its own $47 
billion European CHIPS Act in 2023. Japan and South Korea 
have similarly allocated billions of dollars to bolster their 
national semiconductor capabilities [39]. 

Altogether, for PD to be applicable, we need d > c > b > a to 
hold for Table 2, and also for the five factors discussed above 
drive state incentive to defect/ cooperate [40]. For d > c to 
hold, the revenue from selling to China and side payments 
from China must exceed the loss that the defector expects to 
suffer from a weakened status quo, strategic dependencies, 
and the erosion of Western semiconductor leadership. For 
c > b to hold, the expected loss from a weakened status 
quo, strategic dependencies, and the erosion of Western 
semiconductor leadership must exceed the economic gain 
from trading with China. b > a is always true since a state will 
be better-off reaping the benefits of trading with China than 
not when other states defect.



123Returning to the international politics of semiconductors, 
we cannot rule out the possibility that states may prefer 
the “defect-defect” scenario over the “cooperate-cooperate” 
scenario. When states have very strong incentives to defect—
e.g., when states are indifferent between Pax Americana and 
Pax Sinica—it could be the case that c < b is true instead of c > 
b. When c < b, it would become both individually rational and 
collectively rational for states to “defect” (thus destroying 
the PD incentive structure).

The size of the payoff for “cooperate-cooperate” vis-à-vis 
“defect-defect” is critical for our purpose. Thus far, we have 
focused on a single-period Prisoner’s Dilemma (PD) where 
the equilibrium outcome is defection across the board unless 
there is a third-party that punishes defection. However, in an 
infinite-horizon PD with repeated interactions, which more 
accurately reflects most international political scenarios, 
cooperation can often emerge as the equilibrium outcome 
even without the threat of punishment [41]. The "shadow of 
the future" incentivises a state to cooperate because it fears 
that other states in future rounds will defect if it defects in 
the current round. Hence, one challenge facing proponents 
of semiconductor export control is to craft policies that will 
reduce the incentive to defect and thus at least “preserve” 
PD (and the hope of multilateral cooperation), a “second 
best” outcome that is superior to a world where c < b is true; 
attaining a world where c > d (all states prefer cooperation 
over unilateral defection) for semiconductors might be 
unrealistic, except for the U.S. The U.S., crucially, is the 
semiconductor power that stands to benefit the most from 
a multi-lateral semiconductor export control regime (and 
therefore the least incentive to defect). In the context of the 
5 factors that drive defection discussed above, the U.S.:

1.	is certainly invested in Pax Americana, even for the 
“New Right” [42]; 

2.	has a strong bipartisan consensus that maintaining 
Western leadership in semiconductors is important 
[43]; 

3.	sees strategic dependencies on China in 
semiconductors as a serious issue [44]; 

4.	will lose comparatively little from cutting of trade with 
China in semiconductors; and

5.	is only moderately vulnerable to Chinese economic 
retaliation. 



124 On point 4, the semiconductor design market—which the 
U.S. dominates—totalled $8.27 billion in revenue (2021), 
compared to $40 billion for fabrication materials (2021) and 
$108.5 billion for SME (2021) [45]. The magnitude of the 
economic cost of export control is therefore comparatively 
small for the U.S. compared to the other semiconductor 
powers. On point 5, Beijing, thus far, has been careful when 
it comes to retaliating against U.S. semiconductor export 
controls in fear of triggering further U.S. sanctions. 

Before proceeding, note that when c > d, PD becomes stag 
hunt (since c > d implies that c > d > b > a must be true), 
another canonical model in International Relations [46]. At 
its heart, the stag hunt is about coordination, alignment, 
and trust: states would prefer to cooperate if all other states 
cooperate, and states would prefer to defect if all other states 
defect (these are the game’s two equilibria). If the incentive 
structure facing the U.S. and its allies is a stag hunt (and if 
we are fairly confident that the U.S. prefers to cooperate), 
we should see U.S. allies quickly adopting semiconductor 
export controls without much bargaining (e.g., negotiating 
for exemptions). However, this is not what we observe [47]. 
We must therefore take the conflicts of interest among the 
semiconductor powers seriously, and thus their positions 
within the semiconductor value chain.

Distribution of power within the semiconductor value chain. 
According to Hegemonic Stability Theory (HST), a hegemon 
can help overcome obstacles to international cooperation, 
because it has both the incentive and capabilities to supply 
global public goods [48]. A case in point is the rise and 
stability of free-trade regimes in the mid-19th and mid-20th 
centuries. Both regimes emerged thanks to the leadership and 
burden-sharing provided by the hegemons, namely Britain 
and, later, the U.S. [49]. Another example is the construction 
of the post-war Western financial system. After World War 
II, the U.S., as the dominant economic power of the Western 
bloc, leveraged its power to create the Bretton Woods system 
to undergird post-war international monetary stability [50]. 

If we accept HST, a hegemon that commands the 
semiconductor value chain will enable states to avoid PD 
[51]. Nonetheless, within the semiconductor value chain, the 
U.S. is only one of the key powers in semiconductors, with 
Japan, the Netherlands, South Korea, and Taiwan, among 



125others, occupying crucial positions in the semiconductor 
value chain; U.S. tech giant Intel’s recent decision to spin 
off its chipmaking division exemplifies the relative decline 
of U.S. power in semiconductor production over the past 
two decades [52]. Thus, the U.S. must work with its allies 
to maximise the chance of maintaining the Western bloc’s 
technological edge over China in semiconductors. 

The semiconductor value chain consists of three main 
segments: design, fabrication, and assembly and testing. 
The U.S. still dominates design, which involves optimizing 
specific parameters—such as cost, power efficiency, and 
storage capacity—to meet the unique requirements of the 
intended chip application. Semiconductor designs require 
proprietary software. Furthermore, chip designs often 
involve re-useable pieces of intellectual property (IP), called 
core IPs, that simplify the design process. U.S. firms are 
dominant in the semiconductor design segment, capturing 
more than 40 percent of global IC design market share [53]. 

The U.S., however, plays relatively minor roles in the other 
two segments of the semiconductor value chain. Fabrication 
requires materials and chemicals, such as silicon wafers, 
photomasks, photoresists, and wet chemicals. The U.S., 
Germany, Japan, Taiwan, South Korea, and China are the 
main producers of fabrication materials and chemicals [54]. 
China, despite being a major producer of semiconductor 
materials and chemicals, does not produce the most 
advanced photomasks (reticle), and its ability to produce 
state-of-the-art photoresists is very limited [55]. During 
fabrication, photomasks—which allow light to pass through 
a defined pattern—are essential for “carving” silicon wafers. 
A photoresist, on the other hand, is a light-sensitive material 
that is essential for photolithography. 

Fabrication also requires highly specialised and sensitive 
equipment; printing integrated circuits onto raw wafers 
demands precision at the nanometer level. The U.S., Japan, and 
the Netherlands dominate the semiconductor manufacturing 
equipment (SME) markets. Importantly, the Dutch company 
Advanced Semiconductor Materials Lithography (ASML) is 
the sole supplier of extreme ultraviolet lithography (EUV) 
photolithography machines, which are required to make the 
most advanced chips. 



126 Fabrication, even with access to materials, chemicals, 
and SME, is still an extremely difficult task. Taiwan 
Semiconductor Manufacturing Company (TSMC) and 
Samsung now dominate the foundry business for advanced 
chips. In contrast, assembly, testing, and packaging (ATP), 
the third segment of the semiconductor value chain, involves 
fewer complex processes and tools (although it is becoming 
more complex as transistor size shrinks). Taiwan, China, and
Southeast Asia (particularly Singapore, Malaysia, Vietnam, 
and the Philippines) are the leaders in this segment [56]. 

Taking stock, the U.S. is crucial in the semiconductor value 
chain, particularly at the “front end” (design), but it does 
not command the entire value chain. If we conceptualise 
multilateral semiconductor export control as a global public 
good, the “diffusion” of power within the semiconductor 
value chain renders it critical for analysts to study the alliance 
politics of semiconductor controls. 

Importantly, Beaumier and Cartwright argues that the U.S. 
can leverage its centrality in the design network segment 
of the semiconductor chain (“structural power”) through 
the U.S. Foreign Direct Product Rule (FDPR) to isolate 
Chinese firms such as Huawei and HiSilicon [57]. FDPR is 
a U.S. law which stipulates that if a product is made using 
American software or technology, the U.S. government has 
the authority to stop it from being sold, even if it is produced 
in a foreign country [58]. Although the U.S. is not the only 
key player in the semiconductor production chain, almost 
all chip factories rely on indispensable designs and software 
from U.S. suppliers [59]. This reliance gives the U.S. ability 
to isolate Chinese firms by ordering and punishing U.S. 
companies that violate the FDPR.

But it is not always straightforward to enforce FDPR. First, 
Chinese firms may rely on proxies to evade FDPR; a case 
in point is the recent discovery that advanced TSMC chips 
are found in Huawei products despite U.S. restrictions [60]. 
Second, it is possible to resist complying with the FDPR. Some 
German firms are known to delay compliance until directly 
ordered by U.S. officials or shift operations to minimise legal 
liabilities [61]. While we do not dispute that the U.S. holds 
sway in the semiconductor value chain, it is important not to 
over-state U.S. power and reduce the issue of semiconductor 
export controls to a matter of American will. 



127Indeed, hegemons often have to compromise; hegemons need 
followers and must make concessions to make agreements. A 
closer look at the rise of the free-trade regimes in the mid-
19th and mid-20th centuries under the Great Britain and 
the U.S.—the classic cases in support of HST—shows that 
the hegemon was often compelled to accept asymmetric 
bargains that permitted discrimination against itself in 
order to secure cooperation [62]. Below, we will discuss how 
the U.S. exercises its power given the constraints associated 
with PD in the semiconductor sector [63]. 

Implications of PD for the International Politics of 
Semiconductor Export Controls

In PD, a state’s dominant strategy is always to defect if it 
knows that its counterpart will cooperate. Paradoxically, 
the small likelihood for the U.S. to defect incentivises other 
semiconductor powers to defect according to PD (since d > c 
in Table 2.). In practice, this would refer to a situation where 
a state made the calculation that it prefers to continue to 
trade with China while free-riding on American efforts to 
contain China in the semiconductor arena [64]. Arguably, 
this is the strategy that South Korea takes; South Korean 
SME producers are highly dependent on the Chinese market 
[65]. The puzzle is why and how we achieve international 
cooperation on semiconductors at all. 

The U.S., even though it is one of the semiconductor 
powers, still plays an extremely important role within the 
semiconductor value chain [66]. Although the U.S. could not 
impose an international regime of semiconductor controls 
unilaterally, it has several tools at its disposal to facilitate 
international cooperation on semiconductor controls. The 
key issue facing the U.S. is how to reduce the incentive of 
other semiconductor powers to defect. At the very least, 
the U.S. needs to ensure that they will prefer having some 
kind of multilateral semiconductor control regime to a world 
where all states defect, i.e., c > b (Table 2.). Otherwise, no 
international regime to contain Chinese advancement in 
semiconductors would be feasible. 

One obvious strategy that the U.S. may adopt is to punish 
any state that defects. Of course, the U.S. can implement 
semiconductor export controls beyond its borders through 
the FDPR [67]. The FDPR provides a way for the U.S. to 



128 punish defection ex post: any firms outside of the U.S. that 
violate U.S. restrictions will risk losing access to essential 
U.S. technologies for semiconductors. In the language of 
economics, FDPR increases the transaction cost of defection 
through the risk of legal liability. 

Nonetheless, punishment alone is not enough; enforcement 
of FDPR is not always straight-forward, as discussed earlier. 
For a multilateral semiconductor export regime to be effective 
in the medium-long run, the U.S. must secure cooperation 
from the other semiconductor powers. Thus far, we have 
primarily discussed international cooperation/ export 
control in the abstract; under the PD setting, states face the 
stark choice to cooperate or defect. In practice, cooperation 
comes in many shades, and semiconductor export controls 
could come in drastically different forms: what items should 
make it to the restriction list? Furthermore, exemptions are 
also a critical part of the semiconductor export controls. 
Which countries should be exempt from restrictions? How 
long should those exemptions last? 

The complexity of semiconductor export controls, in 
theory, gives the U.S. the space to calibrate an international 
semiconductor control regime that other semiconductor 
powers will accept. The key is to craft an export control regime 
that will, on the one hand, isolate China in important areas, 
and on the other, include sufficient exceptions to reduce the 
economic incentive for states to defect. From Washington’s 
perspective, some restriction is certainly better than none. 
This partly reflects the thinking that the U.S. should seek 
to slow down Chinese progress in semiconductors (“throw 
sand in the gears”) rather than to halt it completely, which is 
unrealistic [68]. The challenge facing the U.S. is to calibrate a 
nuanced strategy of “sticks and carrots” that would maximise 
the chance for other semiconductor powers to join forces 
with the U.S. The U.S., therefore, also needs to consider how 
to make cooperation less costly for other semiconductor 
powers to participate in U.S.-led efforts for semiconductor 
export control. This leads to the following thesis: 

Exemption thesis. The U.S. is more likely to offer export control 
exemptions to states that have strong incentives to defect.

The necessity both to coerce and cajole other semiconductor 
powers into cooperation implies that building a coalition 



129for semiconductor export control is a complex and costly 
process. Consequently, a minilateral approach to export 
control is more likely to succeed than a multilateral approach 
characterised by broad participation. 

Minilateralism is nothing new in political science. Mancur 
Olson’s famously stated that “the larger the group, the 
farther it will fall short of providing an optimal amount of 
a collective good” [69]. Speaking to Olson’s insight, Miles 
Kahler contrasts multilateralism with “small numbers and 
large numbers” and defines minilateralism as a “system 
of governance through great power collaboration” [70]. 
Theoretically, a minilateral approach facilitates cooperation 
because “fewer countries’ interests and circumstances need 
to be taken into account, fewer bilateral and plurilateral side-
deals need to be struck, and linkage politics can be used in a 
more targeted way” [71]. A case in point is the 1945 General 
Agreement on Tariffs and Trade (GATT) talks, which started 
out as a small club of major economies negotiating trade 
liberalization [72]. 

Furthermore, a minilateral approach also makes it easier 
to facilitate cooperation “by creating club benefits and 
enforcing club rules” [73]. In the context of semiconductor 
export controls, the key club benefit is the ability to negotiate 
with the U.S. and other participating semiconductor powers 
whether and when exemptions should be implemented. 
“Defection,” in this case, would also mean a loss of “voice’ 
at the bargaining table and, consequently, the loss of the 
ability to shape the structure of international semiconductor 
cooperation [74]. 

Minilateralism thesis. The U.S. is more likely to focus on 
constructing minilateral arrangements given the diverse interests 
involved for semiconductor export controls [75]. 

The U.S. and the Landscape of International 
Semiconductor Export Controls

Given the political sensitivity of semiconductor export 
controls, much information is still unavailable (e.g. details 
on negotiations between the U.S. and other semiconductor 
powers). Nonetheless, we find preliminary support for both 
the exemption and the minilateralism theses.



130 First, the U.S., we argue, has adopted an “entanglement” 
strategy when it comes to constructing an international 
semiconductor export control regime [76]. Essentially, this 
approach seeks to increase other semiconductor powers’ 
investment in the U.S.-led semiconductor regime through 
exemptions. For instance, Reuters recently reported that 
the Biden administration’s 2024 plan to further restrict 
exports of semiconductor manufacturing equipment to 
China excludes shipments from key allies such as Japan, the 
Netherlands, and South Korea, while other countries like 
Israel, Taiwan, Singapore, and Malaysia may face new export 
controls [77]. 

The list of exempted countries fits our expectations. Japan, 
as discussed earlier, is the target of Chinese retaliation 
for its cooperation with the U.S. in semiconductor export 
controls (for further discussion of U.S.-Japan cooperation 
on export controls, see below). To prevent Japanese 
“defection,” Washington would understandably compensate 
and reassure Tokyo through exemptions. The Netherlands, 
on the other hand, stands to profit handsomely from selling 
semiconductor-related goods to China. Despite existing 
export controls, ASML, the Dutch SME giant, sourced 
as much as 49% of its sales from China in second-quarter 
2024 [78]. In this case, it is also understandable that 
Washington would give Dutch businesses some leeway to 
keep the Netherlands in the U.S. camp of semiconductor 
export controls (for further discussion of U.S.-Netherlands 
cooperation on export controls, see below). 

The interesting case on the exemption list is South Korea, 
which so far has refused to “take sides” given its political 
and economic dependencies on China, as discussed earlier. 
In March 2024, South Korea’s Yonhap News Agency (YNA) 
reported that Seoul is considering joining the U.S. in imposing 
export controls on SME to China [79]. The exemption, in this 
case, could serve as a “carrot” to induce Seoul’s cooperation. A 
contrasting example is Taiwan, which Reuters suggests will be 
affected by the new regulations. Taiwan, in terms of political 
and economic interests, is probably the semiconductor 
power whose concerns are the most closely aligned with the 
U.S. [80]; Taipei has a vested interest in containing China’s 
rise given Beijing’s claim that Taiwan is a renegade province 
of China. Washington has little reason to offer Taipei an 
exemption if it does not fear Taipei “defecting.” 



131Moving on to the scope of semiconductor export controls, 
there are currently a few multilateral export control 
frameworks for semiconductors. The first is the Wassenaar 
Arrangement, a successor to the Coordinating Committee for 
Multilateral Export Controls (CoCom), which was originally 
created during the Cold War to prevent sensitive technologies 
from reaching the Soviet Union and its allies. Today, the 
Wassenaar Arrangement consists of 42 countries—including 
a few former Warsaw Pact countries—and it focuses on dual-
use technology (though not semiconductors specifically). 
Participating states commit to implementation (but the 
agreement is not legally binding), although there is only one 
decision-making plenary meeting per year and technology 
often moves faster than the framework can keep up with 
[81]. Furthermore, Russia has been blocking measures to 
institute new controls that most member states agree to (the 
Wassenaar Arrangement has no expulsion mechanism) [82]. 
The Wassenaar Arrangement is, arguably, the quintessential 
example of an ineffective international regime paralysed by 
fundamental differences among its members. 

Given the defects associated with the Wassenaar 
Arrangement, the U.S. has been sidestepping the Wassenaar 
Arrangement process by establishing new minilaterals of 
semiconductor export controls that include only the small 
number of countries that produce the controlled items [83]. 
One important example of such “mini-regimes” is the 
trilateral U.S.–Japan–Netherlands arrangement to restrict 
exports of semiconductor production tools. This “mini-
regime” originated unilaterally. On October 7, 2022, the 
Biden administration announced new semiconductor export 
controls and started discreet negotiations with Japan 
and the Netherlands—both major producers of advanced 
semiconductor equipment—to impose wider restrictions. 
In January 2023, the three countries reportedly reached 
a trilateral agreement. By mid-2023, both the Dutch and 
Japanese governments announced new export controls on 
semiconductor technology, including Deep Ultraviolet (DUV) 
lithography systems, advanced crystal epitaxial growth 
equipment, and photomask coating equipment. These 
controls cover nearly the entire advanced semiconductor 
production chain [84]. While these restrictions target China, 
they do not explicitly name China or the other two countries 
reportedly “in collusion.”



132 The U.S. has continued to strengthen this tacit trilateral 
arrangement [85]. In September 2024, the U.S. implemented 
new export controls on quantum computers and 
semiconductor-manufacturing equipment. According to 
the U.S. Department of Commerce, these new restrictions 
followed consultations with “like-minded countries.” The 
Netherlands soon followed with additional controls on 
semiconductor-making machines [86]. Japan is expected 
to follow suit despite China's threats of retaliating with 
restrictions on critical minerals, which would impact Japan's 
automobile industry [87]. The U.S. has also been working to 
bring South Korea and Germany into the coalition [88]. 

Minilaterals for semiconductor export controls may also 
“piggyback” on existing multilateral arrangements. The 
G7 members have recently created a new semiconductor 
Point of Contact (POC) group to facilitate information 
exchange and share best practices among themselves [89]. 
Furthermore, in December 2023, the G7 announced the 
Hiroshima AI Process Comprehensive Policy Framework, 
which includes semiconductors due to the importance of 
advanced semiconductors in computing [90]. 

Taking stock, the exemption and the minilateralism theses 
both have some empirical plausibility. Our hope is to lay 
some theoretical and empirical foundations for future 
studies that could leverage declassified materials and 
interviews with former government officials to provide a 
more detailed and complete picture of the international 
politics of semiconductor export controls. 

Conclusion

This article applies PD to examine the dynamics of the alliance 
politics of export control. We identify five factors that will 
push allies to defect: low valuation of the international status 
quo, low valuation of Western technological leadership, lack 
of sensitivity to the development of strategic dependencies 
on China, expectation of large profits from China, and 
vulnerability to Chinese retaliation. The U.S., to minimise 
resistance to semiconductor export controls despite 
collective concerns over China’s rise, relies on minilateral 
controls with exemptions to induce cooperation. We find 
preliminary support for our arguments by analysing recent 
developments in semiconductor export controls. 



133Future studies may build on our findings to examine at 
least two additional issues. The first concerns the interplay 
of security and economic concerns. In theory, the U.S. 
could—if it has not already done so—link cooperation on 
semiconductor export controls to security issues. The U.S. 
may potentially punish semiconductors powers who defect 
(either by refusal to join the U.S. lead export control regime 
or reluctance to comply with international semiconductor 
export controls) by downgrading security and intelligence 
cooperation with those powers. Publicly available 
information—to the authors’ knowledge—does not indicate 
whether the U.S. has explicitly employed such issue linkage; 
negotiations concerning tacit agreements between the U.S. 
and semiconductor powers are understandably discreet, as 
publicising them could provide Beijing with a pretext for 
retaliation. Nevertheless, history shows that states have 
often linked international economic issues with security 
concerns to promote international cooperation [91]. Future 
studies may investigate whether and how the U.S. leverages 
its role as the most important security guarantor to the 
semiconductor powers to secure cooperation and punish 
defection in the semiconductor realm. 

The second issue concerns a regime for the regulation of 
semiconductor investment. Currently, no multilateral 
regime governs capital flows related to semiconductors. 
Individual nations do have their own review processes for 
inbound investments. In the U.S., the number of Chinese 
acquisitions reviewed by government regulators over security 
concerns has increased dramatically [92]. The Netherlands 
passed the Investments, Mergers, and Acquisitions 
Security Screening Act in 2023, which has been applied 
to screen Chinese investments in Dutch semiconductor 
technologies. Outbound investment reviews concerning 
semiconductors are less common; only a few democracies, 
such as Taiwan, South Korea, and the U.S., currently require 
such reviews (with the U.S. having introduced them only in 
2024) [93]. Some argue that the relatively limited focus on 
semiconductor investment restrictions could allow China to 
find workarounds to existing export controls [94]. Does the 
U.S. have an incentive to construct an international regime 
of semiconductor investment regulation? If so, would the 
U.S. employ minilaterals again?

In international diplomacy today, one often hears the term 



134 “likeminded nations,” which reflects an ideal rather than 
reality; the art of international politics often involves how 
to bring “unlike-minded nations” together. This article, we 
hope, sheds some light on how the U.S. is constructing an 
international coalition of diverse nations to manage China’s 
advancement in ICT. 
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Formalisation
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Abstract
This article critically examines the persistent and complex issue 
of ‘informality’, challenging the widely held belief that the 
‘informal sector’ should be formalised to overcome precarity 
and inequalities. Drawing on diverse case studies, the analysis 
explores the limitations of traditional approaches that equate 
informality with dysfunctionality and lack of social protections. 
By highlighting the heterogeneity of informal activities and 
the intricate interrelations between formal and informal 
practices, the article argues that efforts to formalise the informal 
sector often overlook its potential to foster social mobility and 
transformation. Instead, the author proposes that there must be 
a shift in policy focus from eliminating informality to supporting 
the livelihoods it sustains. Through a holistic understanding 
of informality which recognises its permanence in society, 
we can move beyond simplistic dichotomies and put forward 
context-specific interventions that incorporate the strengths 
of informality while addressing the global and local structural 
conditions that contribute towards precarity.

There is a widely held view that “persistent informality 
continues to pose the greatest challenge for emerging 
economies” [1]. Given that the informal sector impacts huge 
populations worldwide, it has been increasingly treated as a 
pressing area of study. For instance, Chen and Carré [2] find 
that over 60% of total global employment is in the informal 
sector, while Adam Auerbach [3] identifies 850 million people 
living in informal settlements worldwide. 

The areas most affected by informality are South Asia and sub-
Saharan Africa, with Latin America and East Asia affected to 
a lesser degree [4]. While such aggregate figures are useful 
indicators of the scale of informality, the great variation in 
the metrics used to measure informality compromises this 



143utility, as does the processes at play in the informal sector 
which these figures conceal [5]. 

Since the term was coined by Keith Hart [6], there continues 
to be no consensus on how to define informality. Despite 
this lack of consensus, the predominant interpretation in 
the literature argues that that the informal sector is a site 
where social protections and individual rights are absent. 
It is based on this assumption that calls have been made 
to formalise the informal sector. One of the strategies put 
forward for achieving this aim is development. Yet, these 
formalisation efforts have met insurmountable challenges. 
As a result, there has been immense contention over which 
factors explain the intractable persistence of informality. 
These debates particularly centre on the challenges of low 
economic and technological growth; productivity gaps; 
poor governance; and excessive state regulation [7]. These 
arguments are assessed in the first section of this article. 

In contradistinction to this reading of informality, there is 
a burgeoning literature which contends that the informal 
sector should neither be equated with suffering and 
dysfunctionality [8], nor as the ‘unspecified content’ and 
negation of bureaucratic forms [9]. Instead, the informal 
sector is understood as a construct [10] ; a category which 
encompasses heterogenous activities which should not be 
mistaken “for the reality it identifies” [11]. This literature 
pinpoints the politicisation of this construct in the 1970s, 
when bodies such as sovereign national states began 
classifying activity regulated by social norms––rather than 
by formal institutional rules––as ‘informal’ [12]. That is 
to say, the notion of informality only emerged following 
attempts to formally institutionalise society, giving rise to 
the observation of phenomena which were perceived to be 
informal “because their forms are largely invisible to the 
bureaucratic gaze” and fell outside of the remit of regulation 
[13]. Far from the exception to the rule, informality has 
historically been the “basic component—the base, if you 
will—of the total economy” [14]. Moving beyond the formal/
informal dichotomy, these scholars view both areas of activity 
as deeply intertwined and interdependent. This means that 
all activity falls along the continuum between formality and 
informality, with some activity taking place “simultaneously 
at different points on the continuum” [15]. This article finds 
that it is this latter strand of the literature which provides 



144 the most compelling account of informality, disrupting the 
logic underpinning calls to ‘formalise’ the ‘informal sector.’

Given the diversity of activities that comprise what have been 
referred to as the informal and formal sectors, this article 
draws upon case studies from a wide range of geographical 
locations, with a focus on processes taking place in economic 
and housing sectors. While it is beyond the purview of this 
analysis to test dominant explanations with systematic data, 
it is the author’s hope that by drawing upon a wide breadth 
of case study observations in these sectors that an advance 
can be made towards a more holistic account of the divergent 
threads which constitute ongoing discussions on informality. 
Both the ‘informal economy’ and ‘informal settlements’ are 
pertinent to this line of enquiry as they share an “organizing 
logic, a system of norms that governs the process of […] 
transformation itself” which have been frequently dubbed 
as informal in dominant discourses [16]. 

Aligning with the increasingly popular reconceptualization of 
‘informality,’ the third section of the article examines how the 
“negative dialectic” within and between the ‘formal’ and the 
‘informal’ [17] gives rise to a reformulation of the question 
at the crux of these debates. Rather than asking whether to 
formalise the informal sector, the question which should be 
posed becomes: ‘what are the opportunities and challenges 
of supporting lives and livelihoods?’ Viewed from this 
standpoint, policymakers should cease efforts to eliminate 
activities which are typically constructed as ‘informal,’ as 
they are frequently significant means of livelihoods [18]. 
Instead, the way forward is “to incorporate what informality 
does best” by supporting and co-operating with the ‘informal 
sector’ [19]. This requires a policy approach which accounts 
for complementary interventions, the specificities of local-
level informality, as well as global, structural, and social 
processes engendering precarity. This article then concludes 
that, despite the conceptual blurriness of informality, it can 
be employed productively by directing focus towards the 
processes which give rise to informal activity [20].

The Exigency to Formalise the Informal Sector

Despite the concept’s elusiveness, there is a common belief 
that addressing informality is imperative as it embodies “the 
most extreme forms of disadvantage” [21]. In the context 



145of the economy, the World Bank and International Labour 
Organization portray informal work as an alternative of last 
resort when formal options are unavailable [22]. Moreover, 
informal work is associated with low-productivity, unstable 
wages, unskilled workers, a lack of social safety nets and 
protections, and limited savings [23]. For example, workers 
in India’s informal economy are described as being deprived 
of social benefits and surviving on day-to-day insecure 
wages [24]. The informal economy is also widely seen as the 
cause of societal problems. This is because it is perceived 
as an unregulated site of tax evasion which undermines 
‘developing’ nation-states’ fiscal resources, their social 
contracts with citizens, and their ability to manage risk [25].

Similarly, informal settlements are treated as an “emblem 
of almost every perceived social ill” [26]. This reputation 
stems in part from the fact that inhabitants of some of these 
spaces commonly do not have access to basic services and 
infrastructure, including utilities, sanitation, roads, and 
streetlights [27]. As a result, residents are forced to turn to 
expensive private or illegal alternative sources, exacerbating 
the poverty of this demographic [28]. For instance, due to a 
lack of property rights and formal recognition, slum dwellers 
in India “are frequently enmeshed in webs of illegalities and 
regulatory ambiguities” [29]. It is on these grounds that 
informal settlements feature in broader political debates as 
a perceived risk “to public health, to racial purity, to public 
safety, to political stability, to family values, to economic 
development,” and so forth [30].

In turn, both informal sectors are viewed as comprising 
of “survival activities” by needy actors [31]. Additionally, 
informality is equated with dysfunctionality and is seen as 
a major destabilising factor for markets, democracies, and 
other state institutions [32]. For instance, the encroachment 
of informality in formal sectors in Ghana and Somaliland is 
blamed for: weakening institutional regulatory enforcement 
mechanisms, undermining the legitimacy and authority of 
state institutions, and declining economies [33]. In this way, 
the informal sector is considered irredeemably antithetical 
to formal institutions [34]. This underpins the popular view 
that the informal sector cannot be integrated into the formal 
model, but instead must be eliminated tout court. As the 
argument goes, putting an end to informality will (1) restore 
workers’ and residents’ rights and benefits, and (2) bolster 



146 state functionality by extending its penetration and opening 
sources of tax collection. 

Opportunities and Challenges of Formalisation
As with the concept of informality, the process of formalisation 
is an umbrella term. Proponents of formalisation variably use 
the term to refer to a process of bringing informal agreements 
and social norms into formal social contracts through state 
penetration and regulation [35] ; mechanisms of official 
governance and institutionalisation [36] ; the extension of 
legal rights [37] ; the systematisation of customs into law 
or state-enforced rules and contracts [38] ; or via voluntary 
self-formalisation [39]. It is this lack of clarity and consensus 
on what formalisation entails which in part undermines the 
case for formalisation as a remedy for the informal sector. 
These different understandings of formalisation and the 
radically different forms the process takes across different 
sectors call into question the feasibility of formalising the 
informal sector, which is unlikely to be possible even if 
conceptual unanimity were reached [40]. 

One of the means put forward to achieve formalisation 
is development. In these discourses, development is 
understood as a linear economic process whereby nations 
in the ‘Global South’ emulate the blueprint of capitalist 
progression exemplified by nations in the ‘Global North’ [41]. 
The premise of this argument is that industrial growth will 
lead ‘traditional,’ pre-capitalist, and agricultural economies 
to transition to ‘modern,’ capitalist, industrial economies 
[42]. It is anticipated that ‘developing’ nation-states can 
then shed away their informal sectors through formalisation 
and homogenisation [43]. Central to this perspective is 
the dichotomy of ‘developing’ ‘traditional’ nation-states as 
providing unreliable, insecure work and accommodations, 
while ‘developed’ ‘modern’ nation-states provide standard, 
secure employment and housing [44]. From this perspective, 
underemployed poor people in ‘developing’ countries are 
economically compelled to resort to informal work.

As this classificatory process of assigning nation states as 
‘developed’ or ‘underdeveloped’ is an act of domination in 
and of itself, the case made for development as a solution to 
informality amounts to “a discourse of power” [45]. As far 
as development leads to “the continuing subordination of 
the former colonised people to a Eurocentric and modernist 



147conception of development” [46], it can be critically re-
assessed as a manifestation of colonial ‘civilising’ and 
‘modernisation’ efforts of the 18th century [47].

However, even if the understanding of development shored 
up by this thread of the literature is accepted at face value, 
development does not sufficiently resolve the ‘issue’ of 
‘informality.’ For pro-development scholars, the transition 
to a formal economy will eventually transpire following 
technological development and faster economic expansion 
[48]. Yet, informality often expands concurrently with 
modern industrial growth. For instance, although India 
has experienced a massive acceleration in industrial output 
growth [49], sixty-five million people in India inhabit 
informal settlements and the informal economy continues 
to be the primary source of employment for 90% of the 
populace [50]. India’s informal sector is expanding despite 
the surge in its information technology sector and its 
annual growth rate of 5.6% since 1999 [51]. This reflects 
the situation more broadly in the South Asian region, which 
has witnessed a rise in the proportion of the workforce in 
the informal economy (60% of the population as of 2016 
compared with 50% of the population in the 2000s) despite 
economic growth and technological advances [52]. Moreover, 
the development-as-solution approach inappropriately calls 
for ‘developing’ nation-states to pursue the same trajectory 
as early industrialisers, despite immense variability in these 
nation states’ respective labour market conditions [53].

Problematically for the formalisation through development 
theory, informality persists even in industrialised nation-
states [54]. For instance, the poorest households in the 
Isle of Sheppey, England frequently turn to informal 
sources of labour in sectors such as agriculture, tourism, 
and domestic self-help [55]. Beyond poorer communities, 
many entrepreneurs from middle- and upper-classes have 
moved from formal work to informal waged work and self-
employment (for instance, in artisan or service provider 
sectors), as the informal economy can be a propitious site 
for “stable enterprises and dynamic growing businesses”, 
just as much as survival activities [56]. The persistence of 
informality despite economic growth has given rise to a 
variety of different explanations seeking to illuminate this 
seeming contradiction. For instance, the Latin American 
structuralist school argues that the persistence of a large 



148 informal labour sector in developing economies is primarily 
due to significant productivity disparities between high-
productivity (often export-oriented) sectors and low-
productivity (informal) sectors, a condition they refer to 
as “structural heterogeneity” [57]. This gap arises in part 
because technology and modern production techniques 
are concentrated in a few advanced sectors, leaving most 
of the workforce in low-productivity jobs, and a surplus of 
labour in the informal sector depresses wages, exacerbating 
income inequality [58]. The Latin American structuralist 
school contends that the key to addressing this issue is for 
nation-states to focus on narrowing the productivity gap 
by enhancing the productivity of these ‘backward’ sectors, 
thereby reducing the size of the informal economy and 
fostering more equitable growth [59]. 

This article concurs with Martha Chen [60] that while there is 
some truth to the structuralist understanding of the informal 
sector, in part by virtue of the sector’s heterogeneity, this 
perspective effaces much of the complexity of informality. 
The structuralist approach has implicitly bought into “the 
myths of marginality that reduced informal [sectors] to nests 
of degradation, anomie, and radicalism,” and thereby do not 
address informal practices in their own rights and on their 
own grounds [61]. This conflation of the informal economy 
with backwardness is deeply problematic as it echoes colonial 
orientalist and racial narratives of European superiority and 
civilisation [62]. This issue is discussed in further depth in 
the second section of the article.

Other scholars have attributed the lack of successful 
formalisation to the challenges of poor governance, 
corruption, and weak state capacity [63]. For instance, 
in the context of Mumbai, India, the central government 
does not have the resources to monitor the provision of 
services by street-level bureaucrats, some of whom have 
informally allowed slum leaders to rig state power lines 
[64]. This compromises the state’s capacity to intervene in 
informal settlements. Yet, some scholars reject the claim 
that informality is the consequence of weaknesses in formal 
institutions [65]. Certainly, there are cases of strong state 
capacity which have not translated into the elimination of 
the informal sector. For instance, even though Brazil had 
strong enough state capacity to successfully undertake 
mass evictions in Rio de Janeiro in the 1960s, informal 



149cities nevertheless continued to grow and became even 
more entrenched [66]. These trends have led some scholars 
to criticise attempts at formalising the informal sector as 
counter-productive [67]. In some quarters, this has re-ignited 
criticism of state regulation for the failure to formalise.

According to legalists and other critics of state intervention, 
excessive and constraining regulation increases informality 
as it pushes residents, workers, and businesses to either 
contravene regulations, or operate outside of their remit 
[68]. For example, in the context of informal housing, 
Hernando De Soto [69] argues that the inordinate number 
of permits and regulations required to build a house pushes 
business to systematically avoid and ignore regulations, to 
remain unregistered, and for land to go untitled. This can 
be seen in Lima, Peru [70]. With regards to the economy, 
the imposition of stringent employer, tax, and social 
protection requirements is believed to disincentivise firm 
growth and hiring [71]. From this perspective, excessive 
regulation results in increased unemployment, thereby 
forcing workers to turn to the informal sector [72]. Critics 
of state intervention therefore favour reduced regulation 
to tackle informality. For instance, the World Development 
Report [73] ascribes the transition of informal firms to the 
formal sector in Mexico and Brazil to the cutting of ‘red tape’ 
through lowering taxes and registration costs.

However, “[a] missing regulatory environment can be as 
costly […] as an excessive regulatory environment” [74]. 
Even De Soto [75] has since conceded that regulation can be 
effective at formalising the informal sector in one form: land 
titling. Here, the line of reasoning is that the informal sector 
results in individuals having assets which they cannot use 
as collateral, obstructing the development of trust between 
potential trading partners [76]. For De Soto [77], the 
solution is to “integrate all forms of property into a unified 
system” through property registration and formal titling. 
This way, informal workers can be integrated into the formal 
commercial sector, the capital embedded in their assets can 
be utilised, and dead capital can be taxed [78]. Certainly, land 
titling has proven to be effective at “broaden[ing] the range 
of potential purchasers” in cases such as the Amazon frontier 
in Brazil [79]. Yet, even there, land titling has not brought 
about the end of extra-legal land tenure [80]. Moreover, in 
contexts such as sub-Saharan Africa, land titling has produced 



150 adverse consequences, such as increased transaction costs 
due to legitimation problems and land disputes [81]. Given 
the mixed results of state regulation, Chen [82] suggests 
that there is a risk of both over- and under-regulation, and 
therefore “what is needed is appropriate regulation, not 
complete deregulation or the lack of regulation.”

Overall, the arguments advanced in the literature outlined 
above are severely compromised by some major oversights. 
Notably, the justification for formalising the informal 
sector is premised on an essentialist understanding of 
the informal sector as inherently inferior to the formal 
sector. This uncritical position vis-à-vis the formal sector 
neglects the growing body of evidence showing that formal 
sector employment can be exploitative, monotonous, 
and unfulfilling, especially in the context of neoliberal 
economies. David Graeber's [83] concept of “bullshit jobs” 
highlights the proliferation of soulless and harmful work 
under neoliberalism, where employees are subjected to 
rigid bureaucratic norms that prioritise market efficiency 
over human well-being. This bureaucratisation leads to the 
internalisation of capitalist values, such as competitiveness 
and performance, which often results in the subjugation of 
workers to a hierarchical system that prioritises profit over 
meaningful labour [84]. 

The formalisation literature ignores these realities and fails 
to recognise that formal employment does not inherently 
lead to better working conditions or personal fulfilment 
[85]. Instead, it often perpetuates a system where workers 
are trapped in unproductive and demeaning jobs, a trend 
observable in both developed and developing countries 
[86]. Therefore, the assumption that formalising labour 
equates to progress is fundamentally flawed, as it overlooks 
the exploitative dynamics and lack of fulfilment that can 
characterise formal sector work, particularly in the neoliberal 
era. This pitfall of formalisation can similarly apply to 
the context of housing. For instance, research by Emilio 
Duhau [87] has observed an intensification of segregation 
and marginalisation following state-led formalisation of 
low-income housing in Mexico City. Similarly, Mariana 
Cavalcanti’s [88] study of informal settlements in Rio de 
Janeiro found that contrary to improving the welfare of 
inhabitants, formalisation resulted in a hike in fixed costs of 
living, pushing them into greater financial insecurity. 



151The assumption that the formal sector is superior to the 
informal sector has therefore rightly been increasingly 
called into question on the grounds that “these theories 
demonstrate little understanding of the actual function of 
informality” [89]. It is these arguments to which this article 
now turns in further detail.

Reconceptualising Informality

According to some scholars, a critical reappraisal of 
informality is needed as the formal/informal dichotomy 
does not capture actual practices in the informal sector. 
Namely: (1) the informal sector encompasses heterogenous 
activities, (2) it cannot be clearly delineated from the formal 
sector, (3) informality is not peripheral, but instead the base 
of society, and (3) the formal/informal dualism lends itself 
to a misplaced idealisation of formality and subordination of 
informality [90].

Heterogeneity of Informality
The concept of informality can evoke activity as variegated 
as “open-source software, the illegal drugs traffic, political 
corruption, and offshore banking” [91]. In the economic 
sector, the term refers to a plurality of labour and production 
processes. This includes non-standard wage earners working 
for formal or informal businesses, and self-employed 
entrepreneurs who work in unregistered enterprises [92]. 
With regards to housing, informality can refer to buildings 
constructed without legal approval, settlements existing 
beyond the state’s penetration, and land which is occupied 
instead of being bought legally on the market [93]. Given 
the multiplicity of phenomena referred to by the term, 
informality does not amount to a clearly delineated sector 
[94].

The Interrelatedness of Formality and Informality
Additionally, informal practices do not map neatly onto 
the formal/informal dichotomy because these sectors are 
profoundly interrelated and interdependent. In relation to 
the economy, formal and informal markets have countless 
interlinkages. Prime examples of these include enterprises 
in the formal sector subcontracting informal labour, and 
informal businesses producing or distributing goods or 
services for formal enterprises [95]. Indeed, across economies 
in sub-Saharan Africa, the scale of formal and informal 



152 institutional intertwinement has increased so immensely 
since the 1980s that the conceptual boundaries between 
these sectors have become obsolete [96].

Similarly, informal, and formal housing sectors are 
interdependent. For instance, Brodwyn Fischer [97] 
asserts that formal cities in Latin America cannot function 
without their informal counterparts, as the former “profits 
economically and politically from the slum’s illegality.” The 
blurred and porous boundaries between formal and informal 
settlements is particularly apparent in Cavalcanti’s [98] study 
of favelas in Rio de Janeiro. Here, the borderland between 
favelas and the formal city is not a physical, spatial divide, 
but instead a symbolic construct which is reproduced and 
rearranged through routine practices and social relations 
[99]. The fluctuation of boundaries between the formal and 
informal is also evident by the recategorization of housing 
arrangements. This is the case with many common property 
regimes, which used to be considered ‘informal’ but are now 
considered ‘formal’ [100].

Some scholars therefore argue that informality and 
formality should not be treated as discrete sectors. Instead, 
it may be more useful to understand practices as operating 
on a formal-informal continuum, with some activity taking 
place “simultaneously at different points on the continuum” 
[101]. This is a helpful way of conceptualising informality as 
it reflects the ways in which individuals partake in parallel 
activities across the formal-informal divide [102].

The Base of Society
In most cases, informality is treated as the nonstandard 
and atypical exception to the general rule of formality, even 
though “informality is the norm in large portions of the 
world” [103]. Furthermore, institutions have historically 
been primarily informal. In the context of housing, even 
De Soto [104] acknowledges that formalised integrated 
property systems only emerged in the past century in most 
Western countries, and that “diverse informal property 
arrangements were once the norm in every nation.” This is 
epitomised by Brazil, where policymakers in the 1960s were 
confronted with the realisation that “informal cities were 
an intractable part of the Brazilian urban landscape” and 
therefore could not be successfully eliminated through mass 
removal and eviction campaigns [105]. Moreover, current 



153formal institutions were only made possible by building 
upon pre-existing informal socioeconomic structures and 
legal relations [106]. It is therefore unsurprising that the 
informal sector encompasses near enough half of the global 
urban populace [107].

Likewise, informality is “a universal feature of the modern 
economy” and has always been the base of the economy 
[108]. While informal employment is frequently pitted 
against the Standard Employment Relationship, the latter 
“has never been the norm in most parts of the Global South” 
[109]. According to the World Bank’s World Development 
Report [110], approximately two-thirds of the workforce 
in most “emerging economies” are informal workers, with 
this proportion going up to “as high as 90 percent in some 
low- and middle-income countries” [111]. Additionally, the 
longevity of the informal economy is a global pattern. Peru 
exemplifies this, where 75% of employment has been in the 
informal economy for at least the past thirty years [112]. The 
fixity of informality rings true beyond postcolonial and low-
income economies, with advanced, industrialised, modern, 
capitalist economies likewise having always featured an 
enduring informal economy [113]. Informality as a world-
wide fixture has not only remained remarkably durable but 
has also expanded in many nation-states despite––and in 
conjunction with––modern industrial growth, changing 
regulatory environments, and fundamental transformations 
in work [114]. Given this scale, treating informality as 
peripheral risks overlooking the ways in which informality 
drives behaviour, limiting our ability to explain important 
phenomena [115]. 

Constructing Informality as Inferior
According to Hart [116], informality only started to be 
treated as inferior to formality when an “institutional effort 
[emerged] to organize society along formal lines.” The goal of 
this was to normatively entrench “what [supposedly] ought 
to be universal in social life” [117]. This rests on a Eurocentric 
understanding of informality as the subordinate negation 
of formal, ‘modern,’ Western institutions and norms [118]. 
Discourses on informality became prominent in the 1970s, as 
the term was adopted by the United Nations during a period 
of immense preoccupation with the growing population of 
unemployed young migrants in cities [119]. However, the 
roots of these discourses go much deeper, with traces in the 



154 colonial period. It was during this time that colonial powers 
made a distinction between formal and informal forms of 
governance. Privileging the former above the latter, these 
actors suppressed informal laws and promulgated formal 
laws [120].

The impact that colonial discourses have on present-day 
understandings of informality is apparent by the case of 
informal settlements in Brazil. Although urban informality 
has existed for centuries, it was only in the late 19th and 
early 20th centuries that they began to attract attention 
and be problematised [121]. It is through a ‘civilising’ lens 
which contrasted favelas against European ‘modernity’ 
that the former started to be perceived as anti-modern, 
atavistic, unhygienic, economically unproductive, and a 
site of rural backwardness [122]. Contemporary discourses 
about informal settlements are imbued with such historical 
thinking, with urban formality still treated as normative, and 
informal settlements as dysfunctional and backwards [123]. 
These narratives continue to bear the imprint of essentialist, 
ideological assumptions about the cultures of previously 
colonised societies and their institutional dynamics [124]. 
Shrouded by these biases, such analyses underestimate the 
potential for the informal sector to be a progressive site of 
social transformation.

Functionality of the Informal Sector
In contrast to discourses subordinating the informal sector, 
some scholars maintain that informality must not be treated 
as inherently inferior to the formal sector. That is to say, “there 
are benefits and costs to both formality and informality” 
[125]. Indeed, there is a great deal of evidence that despite the 
vulnerabilities of informal spaces, the individuals operating 
within them are “adept at making these places function, in 
ways that usually link their fates to established networks 
of power and profit” [126]. For Auerbach et al. [127], it is 
because the informal sector is characterised by fluid socio-
political hierarchies that actors in these spaces are agentic, 
rather than hapless victims to predatory behaviour. Their 
constitutive role should therefore not be overlooked.
Certainly, informal settlements can be progressive sites of 
social mobility and transformation. For instance, there are 
cases in India where slum dwellers have acquired significantly 
greater access to public services and improvements in their 
material conditions. This has been the result of residents’ 



155group claim-making through petitions, protests, and 
demands to governmental officials [128]. Similar findings of 
agency and socio-economic reform in informal settlements 
have emerged from studies in Mexico [129], Venezuela 
[130], and Brazil [131]. Likewise, the informal economy can 
facilitate social mobility. For example, Conover et al. [132] 
note that in Mexico, transitioning to self-employment in the 
informal sector can be an opportunity for workers to increase 
their wages, with those in the middle of the education 
distribution benefitting the most. Moreover, the self-
organising structures formed in the informal economy are 
significant sites of agency [133]. Overall, while the informal 
sector is not a panacea, it nevertheless presents “potential 
[…] in fostering progressive change” [134].

This thread of the literature challenges prevailing 
conceptualisations of informality as dysfunctional, 
socally deleterious, and inferior to the formal sector. It 
demonstrates the need to recognise the informal sector 
as a permanent fixture which can be conducive towards 
supporting livelihoods. Given the compelling case studies 
put forward to corroborate these arguments, the author 
finds that this account possesses greater explanatory power 
for informality than the approaches outlined in the first 
section. The following section thus argues that informality 
should not be eliminated through formalisation, for its social 
infrastructure and institutions can be incorporated into 
policies which, under the right conditions, can address the 
needs of the most disadvantaged.

Supporting Lives and Livelihoods

Proponents of formalisation often overstate its transformative 
power and advance it as a one-size-fits-all policy solution. 
Yet, it is precisely this type of uniform approach which 
frequently results in policy disasters [135]. This is apparent 
by cases where ill-equipped formalisation policies intensify 
the marginalisation of those living and working in the 
informal sector. For instance, as mentioned above, Duhau 
[136] describes how formalising low-income housing 
production in Mexico City exacerbated social exclusion and 
segregation. Likewise, formalising the informal economy can 
be counterproductive. For example, formalising businesses 
can result in their complete closure if complementary policies 
are not adopted to improve the business environment [137]. 



156 This suggests that, to be effective, policy solutions must 
“dissect and harness complexity, rather than eliminate it 
from such systems” [138]. In the context of informality, 
the opportunities and challenges of supporting lives and 
livelihoods lie in the integration of informality into the 
policy framework, whilst also holistically accounting for 
complementary policy interventions, the local context, and 
structural processes at play.

Firstly, the most constructive way to support livelihoods 
necessitates incorporating informal practices in policy 
approaches. This is because “‘formal’ interventions are 
more effective if they are not meant to replace or ‘crowd 
out’ ‘informal’ rules but help fine-tune them instead” [139]. 
These policies accept informality as a permanent feature in 
society and accommodate for this reality, rather than trying 
to eradicate it through formalisation. For instance, it was 
only once the Brazilian government recognised informality 
as fixture in society in the 1960s that energy ceased to 
be expended on eliminating informality, and the policy 
approach was instead redirected towards improving informal 
cities [140]. This shows the utility of policy approaches which 
centre on promoting equitable linkages between the formal 
and informal sector as part of symbiotic co-existence [141].

The success of settlement improvement and land tenure 
interventions also demonstrate the efficacy of this approach. 
Recognising the legitimacy of informal settlements and 
granting tenure security strengthens residents’ social 
inclusion; improves their quality of life; encourages residents 
to invest in the settlements; and increases housing market 
integration [142]. For instance, Annamalai et al. [143] 
find that providing inhabitants with secure land tenure 
in informal settlements in Jakarta, Indonesia resulted in 
greater access to basic services and higher-quality facilities, 
as well as residents investing in housing improvements. This 
highlights the value of building upon the existing institutions 
and social infrastructure in the informal sector.

For interventions to work, they also need to be accompanied 
by complementary measures. Rather than being “conceived 
in a social and economic vacuum” [144], interventions 
should engage with related policy areas, such as welfare 
provision, educational arrangements, and public services. 
The importance of this can be seen by the policies adopted 



157under the presidency of Luís Inácio Lula da Silva in Brazil 
since 2003, which have centred on income distribution, 
economic growth, and the reduction in levels of inequality 
[145]. These interventions have been critical drivers for the 
upward social mobility of favela inhabitants, improvements 
in favelas’ material conditions by providing residents with 
increased means to improve their accommodation [146]. 
Rather than eliminating these informal settlements, these 
policies consolidated favelas, connecting them with housing 
markets in the formal city without fully formalising the 
favelas themselves [147]. 

Furthermore, policies centred on improving lives and 
livelihoods must address the specificities and situatedness 
of local contexts. Decontextualised snapshots of existing 
policy tools will not produce sought-after welfare outcomes. 
This is because informal practices are rooted in nuanced, 
localised socio-political contexts, which are structurally 
impacted by economic processes and social relations [148]. 
For instance, in India alone there exists immense variability 
among informal settlements. Specifically, they differ from 
one another in terms of their political capacity and their 
access to basic services, due to their variable degree of 
internal organisation and integration into political party 
networks [149]. This speaks to the way in which each site of 
informal activity is characterised by locational specificities, 
and “depends on unique constellations of needs and intricate 
local relationships” [150]. Policies which connect with local 
livelihood systems will be more sensitive to and informed 
about local contexts, making them better equipped to 
promote individual welfare and well-being.

Informality is both “entrench[ed] in intensely local dynamics,” 
and embedded in the global structural phenomena which 
sustain it [151]. Inscribed in the notion of informality is the 
underdevelopment of the ‘Global South’ by the ‘Global North’ 
[152]. Relations of domination and dependence between ex-
colonial aggressors and their previous colonies systematically 
shape relations between informal and formal sectors within 
and between nations. In the words of Shailaja Fennell [153] 
: “[v]ulnerability and precarity in the Global South form part 
of longer histories of marginalization, related to structural 
adjustment policies from the 1980s and even longer-term 
antecedents in colonialism”.



158 The inexorable ties between informality and historical, 
global, and structural processes are apparent in the case 
of the garment sector in Delhi, India. In the present day, 
Delhi’s informal economy is a manufacturing production 
node in global commodity chains, providing cheap labour for 
transnational production [154]. As a result, Delhi’s garment 
production is impacted by global structural conditions such 
as neoliberal international trade relations. This has provoked 
widespread casualisation and ‘precarisation’ of labour in the 
sector and “[t]he subsumption of the Indian social structure 
into the contemporary global capitalist architecture” [155]. 
Additionally, this international division of labour bears the 
imprint of India’s colonial history. Displaced from its position 
as a thriving economic actor in the textile industry, deprived 
of its primary source of revenue, and forced to undergo 
deindustrialisation, India’s global economic relations with 
other nation-states were fundamentally reconfigured by 
British colonialism [156]. This example signals the broader 
need for policy responses to confront the challenges posed 
by historical specificities and structural socioeconomic 
realities which intersect with informality. Doing so will lay 
down the groundwork for “supportive interventions that are 
appropriate for a range of contexts” [157].

Conclusion

While it is true that “many people are living with a sense of 
differential distribution of vulnerability and disposability as 
part of their daily experience” [158], this is disproportionally 
attributed to the informal sector. This stems from the 
widespread conflation of informality with dysfunctionality 
and a lack of social protections and rights. This perception 
informs a multitude of policies seeking to eliminate the 
informal sector via formalisation, the most prominent 
of which centre on development as the solution. Such 
interventions have faced opportunities and challenges 
vis-à-vis economic and technological growth; overcoming 
productivity gaps; state capacity, governance, and 
corruption; as well as the secondary effects of regulation and 
deregulation on the informal sector. Despite their respective 
merits, these analyses are all premised on the assumption 
that the informal sector should be formalised. Yet, a 
growing body of research argues that efforts to formalise 
the informal sector are misplaced. This is because this 
endeavour overlooks the informal sector’s heterogeneity; 



159the continuum of interrelations between informal and 
formal practices; informality’s permanent underpinnings in 
society; the historical construction of informality as inferior 
to formality; and informality’s potential to foster social 
mobility. Whereas “institutions (both formal and informal) 
can provide a hospitable framework for evolutionary change” 
[159], and neither is superior to the other.

Building upon this reconceptualization of informality, this 
essay has shown that formalisation is not a one-size-fits-
all prescription for the vulnerabilities and inequalities 
plaguing societies. The informal sector is here to stay, and it 
is the principal provider of livelihoods for most the world’s 
population [160]. In turn, the functional and progressive 
aspects of informality must be incorporated into policies 
seeking to meet the needs of the most disadvantaged in 
society. For these policies to be effective, they also need to 
be accompanied by complementary interventions. As well as 
this, policy responses must account for the local specificities 
and global structural conditions which impact the lived 
experiences of informality and precarity. As far as the notion 
of informality enables us to draw attention to “the processes 
through which informal practices emerge” [161], it continues 
to offer immense insight into the ways in which individuals 
operating in this sector negotiate with prevailing structural 
forces. Informality exists across diverse sectors and can take 
a plurality of forms, from sites of bottom-up agency to spaces 
where hierarchical power relations dominate. Given this 
heterogeneity, this essay has primarily sought to “militate 
against essentialist or cultural determinist analyses, both 
positive and negative” by highlighting the nuanced ways in 
which informality manifests across diverse local contexts 
worldwide [162].
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Abstract
The Collective Security Treaty Organisation (CSTO) originated 
from the 1992 Collective Security Treaty (CST), designed 
primarily to foster collective security among the newly independent 
states emerging from the Soviet Union's dissolution. The treaty 
was a direct response to the security and defence challenges 
following the USSR's collapse, with substantial ambitions at 
its inception. These ambitions evolved notably when the CST 
transitioned into a formal regional organisation in 2002, with 
six member states (Armenia, Belarus, Kazakhstan, Kyrgyzstan, 
Russia, and Tajikistan) reaffirming their commitment to regional 
security cooperation. Despite these aspirations, the CSTO has 
faced significant challenges in fulfilling its principal mission of 
collective defence, as articulated in Article 4 of its charter. The 
organisation has only been activated once, during the Qandy 
Qantar events in Kazakhstan in 2022, despite several preceding 
crises and requests for intervention from its member states 
[1]. Consequently, much of the existing academic discourse 
characterises the CSTO as largely nominal and dysfunctional, 
with Tolipov famously describing it as an example of "collective 
confusion" [2]. This article offers a divergent perspective, arguing 
that the CSTO's perceived inactivity and symbolic nature 
nonetheless serve the national interests of its member states. This 
article explores the CSTO’s alignment with––and adaptation 
to––the foreign policy objectives of Russia, the dominant power, 
even in periods of organisational inactivity. By focusing on a 
smaller member state, Kyrgyzstan, the analysis highlights the 
benefits of the CSTO not only for Russia but also for the “junior 
partners” within the organisation's framework. This perspective 
provides a nuanced explanation of the functions and evolution of 
the CSTO, illustrating how member states outside Russia utilise 
the organisation to their advantage.

The literature on the foreign policies of smaller states 
suggests that their behaviour is shaped by the need to 
balance the influence of larger powers while retaining a 
degree of agency. For these smaller states, it is crucial to 
preserve their sovereignty by avoiding excessive dependence 



169on a single external power [3-4]. Consequently, smaller states 
may exercise agency vis-à-vis larger powers through various 
strategies. Some leverage their strategic importance and 
adopt multi-vector diplomacy to balance relationships with 
different powers, while others engage in omni-balancing, 
countering the influence of one major power by aligning 
with another or securing security and economic benefits to 
maintain internal stability [5-6]. We see that these theoretical 
assumptions are replicated within the environment of the 
CSTO and explain the CSTO’s integrity and effectiveness 
through the lens of the smaller member state, Kyrgyzstan. 
These theoretical assumptions are reflected within the CSTO 
framework, elucidating the organisation’s coherence and 
effectiveness from the perspective of a smaller member 
state, Kyrgyzstan. The article demonstrates how smaller 
states can derive tangible benefits from CSTO membership 
and ongoing collaboration. By employing a chronological 
analysis, this study challenges the prevailing perception of the 
CSTO as an ineffective and dysfunctional entity. It achieves 
this by examining and interpreting the CSTO’s evolution and 
Kyrgyzstan’s vested interests in the organisation, using a 
timeline approach to provide a comprehensive understanding 
of these dynamics. The article begins by exploring the origins 
and motivations behind the formation of the Collective 
Security Treaty, followed by a discussion of the geopolitical 
rationale underpinning the organisation's evolution into 
the CSTO. This is subsequently followed by a case study of 
Kyrgyzstan as a member state within the organisation.

Understanding the Collective Security Treaty 
Organisation (CSTO)

Our comprehension of the CSTO suggests that while this 
security regional organisation is notably influenced by 
the power centre’s (Russia) interests in its progression 
and functions, it also presents tangible advantages for the 
smaller member states, which possess agency within the 
organisation’s operations and dynamics. Nevertheless, this 
perspective diverges from the prevailing portrayal of the 
CSTO, frequently characterised as “ineffective,” “regional 
disintegration”, “exclusive tool of Russia”, “collective 
confusion”, and increasingly likened to “Russia’s mini-
NATO” by scholars and media sources alike [7-15]. Although 
there are inherent challenges within the CSTO’s structure, 
it is problematic to categorise the organisation solely 



170 as dysfunctional or to reduce its role to that of a chiefly 
ceremonial security apparatus. 

This misconception can be attributed to two primary factors. 
Firstly, the existing literature tends to focus predominantly 
on the Collective Defence function (Article IV), which has 
only been invoked in one of the five requests made by member 
states to date. Requests such as those made by Askar Akayev 
following the Tulip Revolution in 2005, Kurmanbek Bakiyev 
and Roza Otunbayeva during the 2010 Kyrgyz Revolution, 
and Armenia during the Second Nagorno-Karabakh War 
following Azerbaijani border incursions did not result in the 
activation of Article IV [16-19]. Notably, with the exception 
of Armenia, these requests primarily pertained to internal 
issues rather than external threats, thereby falling outside 
the CSTO Charter's mandate for intervention. Therefore, 
dismissing the CSTO as an irrelevant entity based solely on 
the non-activation of Article IV is unwarranted. Additionally, 
the CSTO's activities and strategic direction are heavily 
influenced by Russian foreign policy objectives, often leading 
to the rejection of intervention requests that do not align 
with Moscow’s interests.

Furthermore, the widespread perception of the CSTO as a 
dysfunctional entity often characterises it as a unilateral, 
hegemonic, and ‘imperialist’ tool used by Moscow to exert 
influence within its sphere. This characterisation presents a 
paradox, wherein the CSTO is simultaneously viewed as both 
an inactive, ineffective organisation and a potent instrument 
of Russian foreign policy, capable of “twisting arms and 
twisting tongues” in the region [20-21]. 

However, the organisation's history, marked by several 
member entries and exits, indicates that it does not employ 
coercive tactics within its internal operations. Instead, 
smaller member states conduct a cost-benefit analysis of 
their foreign policy options, acknowledging the asymmetries 
within the CSTO before committing to membership. 
This suggests a willingness to accept a degree of Russian 
influence within the CSTO’s activities, driven by their 
limited resources, capabilities, and political will to engage in 
multilateral frameworks, while still retaining a measure of 
agency – a concept akin to Pedersen’s [22] idea of “cooperative 
hegemony” or Costa Buranelli’s [23] notion of “negotiated 
hegemony” [24]. 



171The literature’s overemphasis on Article IV also diminishes 
the importance of the CSTO’s other functions, which are 
vital for the active involvement of smaller member states. 
Despite the similarities drawn between the CSTO and NATO, 
given their respective collective defence functions (Article IV 
of the CSTO and Article V of NATO), the CSTO is distinct 
in several ways. It primarily focuses on inward-looking, 
defensive objectives, unlike NATO, which increasingly 
engages in out-of-area missions. Moving beyond a simplistic 
comparison between the CSTO and NATO, it is important to 
consider the CSTO’s other roles, including preferential arms 
sales and transfers, security guarantees, collective efforts 
against drug smuggling and terrorism, Russia’s “nuclear 
umbrella,” and political support for authoritarian regimes. 
These roles warrant closer examination, particularly as CSTO 
member states navigate the complexities of these activities 
amid their ongoing state-building processes following the 
Soviet Union's dissolution.

Given the gaps in the current literature, this article aims 
to substantiate two hypotheses: first, that the CSTO is 
gradually evolving into a functional organisation aligned 
with Russian foreign policy objectives; and second, that 
it provides tangible incentives and agency to its smaller 
member states, challenging the prevailing view of the CSTO 
as merely a ceremonial entity and a coercive tool of Russia. To 
test these hypotheses, we adopt a chronological examination 
of the CSTO’s organisational evolution, complemented by 
a qualitative case study analysis of Kyrgyzstan, one of the 
smaller member states within the CSTO.

The Formation of the CSTO and the Shifts in Russian 
National Interests

The significance of Russia and its national interests, as 
previously highlighted, plays a pivotal role in the evolution 
of the CSTO. As the primary military power and the largest 
contributor to the CSTO's budget – accounting for over 50% 
of the total budget and possessing 95% of the defence budget 
among member states [25-26] – Russia's interests inevitably 
shape the organisation. Therefore, understanding the 
dynamics of the CSTO's evolving functions necessitates an 
exploration of the origins and background of the Collective 
Security Treaty itself.



172 A key event in the history of the CSTO was the transition 
from an initial treaty format to a formalised organisation 
in 2002. This institutionalisation process, however, was 
not inherently evident or necessary, as the treaty itself had 
only undergone minor amendments, with its automatic 
extension among willing members assured. The reduction in 
membership, following Azerbaijan and Georgia’s decision not 
to activate the extension protocol, reflects a moderate level of 
commitment among the participants and underscores a lack 
of urgency for the treaty's evolution [27]. Moreover, during 
its first decade, the CST remained largely inactive, suggesting 
that significant norm creation or diffusion among members 
to promote regional integration was unlikely, particularly 
given the suspension of membership by two states (three, 
including Uzbekistan, after the transition).

This context suggests that the shift towards a structured 
organisation may have been artificially driven by Russia, with 
the consent of the remaining member states, who perceived 
potential benefits. This dualistic nature of the CSTO’s evolution 
can be seen as driven by Russia's interest in consolidating its 
influence in the region and by the smaller member states’ 
acceptance of incentives such as Russian security guarantees 
against external threats, which were particularly significant 
for countries like Armenia, or mediation mechanisms 
between member states, as was the case with Kyrgyzstan 
and Tajikistan. Additionally, smaller member states agreed 
to preferential pricing for arms sales guaranteed by the 
CSTO and transfers facilitated by the regional hegemon, 
given their lack of viable alternatives [28-29]. Continuing 
this analysis, the transition to an organisational structure 
can be interpreted as an effort to consolidate and formalise 
regional agreements by further institutionalising them. This 
move was particularly significant in the early 2000s, amidst 
rising concerns over Islamic militancy, which posed security 
risks for member states, and the growing prominence of 
the U.S. presence in the region. Despite Moscow’s relatively 
cooperative relationship with Washington at that time – 
exemplified by agreements allowing access to Central Asian 
military bases – Russia may have perceived a need to draw 
neighbouring states closer into its sphere of influence, 
thereby reducing the potential for these states to align with 
the West. Moreover, it is noteworthy that the majority of 
Central Asian members, alongside Russia, were stakeholders 
in the Tajik Civil War. It was therefore in their mutual interest 



173to maintain cooperation to prevent further escalation in 
Tajikistan and to avoid spreading instability throughout 
the region by adopting united, collaborative approaches to 
regional security to prevent a recurrence of such conflicts.

As a result, the initial regional agreement under the CST was 
elevated to the status of a regional organisation, recognised 
as an autonomous actor rather than merely a multilateral 
agreement. The ratification of the CSTO Charter by member 
states in 2002, and its subsequent registration as a UN observer 
the following year, enhanced its diplomatic and political 
influence across the region [30]. This evolution suggests that 
the shift was driven by Russian foreign policy objectives and 
the benefits offered to smaller member s through increased 
commitments to a regional security organisation rather than 
a mere treaty. However, an alternative hypothesis, grounded 
in realist theory, posits that the regional hegemon coerced 
weaker nation-states into its sphere of influence, despite 
the lack of substantial, meaningful benefits provided by the 
CSTO to these smaller states.

The primary motivation behind the formation of the 
Collective Security Treaty was clear: it arose from the existing 
regionalisation among member states, fostered by their 
shared history under the USSR and bureaucratic imperatives 
to maintain military cooperation after administrative 
agreements between Soviet republics became international 
treaties. Similarly, the Soviet-style, centrally structured 
military-security command system, which extended across 
the newly independent states, created a complex web of 
interdependence among the nation-states in the post-
Soviet space. This necessitated cooperation to overcome 
the infrastructural challenges they faced. Initially, the 
Commonwealth of Independent States (CIS) was designed 
to address such challenges by establishing agreements to 
maintain unified control over common military-strategic 
spaces, including collective control over nuclear weapons 
inherited by the new nuclear powers (Belarus, Kazakhstan, 
and Ukraine), which could have posed a threat to regional 
and global security [31].

Similar efforts were made to create collective military 
structures within the region under the CIS, leading to the 
establishment of institutions such as the United Armed 
Forces (UAFCIS) and the Unified Strategic Forces (USFCIS) 
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lived existences and lacked meaningful authority due to 
the diminished influence and capabilities of the Russian 
Federation in the early post-Soviet years, as well as political 
differences among member states and military leaders who 
were hesitant to create a military structure under Moscow’s 
command [32]. Despite the refusal to place the military 
structure under Moscow’s control, CIS states—especially the 
newly denuclearised members—lacked deterrence without 
a formal security guarantee, apart from the non-binding 
Budapest Memorandum [33]. 

This situation presented two pathways for the CST. One 
involved Russia’s desire to establish an alternative sphere of 
influence outside the CIS, garnering support from “willing” 
member states to join Russia’s regional security apparatus, 
aligning with then-Foreign Minister Primakov’s vision [34]. 
The other pathway involved these “willing” member states 
seeking security assurances, which facilitated the creation of 
the CST under Moscow’s leadership. Notably, the CST was based 
on voluntary participation, including member states that had 
initially rejected the UAFCIS and USFCIS. This indicates that 
the CST, unlike the CIS, offered a tangible security guarantee 
within an institution that minimised encroachment on 
member states’ sovereignty, providing agency to the willing 
member states outside the CIS framework. Additionally, it 
is important to note that certain member states, such as 
Ukraine, which had significant disagreements with Russia in 
the UAFCIS, did not join the CST despite lacking a security 
guarantee after denuclearisation, even though Ukraine was 
regarded as one of the most critical nation-states in the post-
Soviet space from the Russian perspective [35]. This weakens 
the alternative hypothesis that the CST and CSTO function 
solely as instruments for Russia to coerce post-Soviet states 
into its sphere of influence.

While the creation of the CST can be explained by the 
aforementioned hypothesis, further evolution of the 
organisation can be analysed by examining the transition 
from the CST to the CSTO. After the establishment of the CST, 
which aimed to achieve more functional and comprehensive 
objectives beyond the CIS framework, new challenges 
emerged both within the organisation and the broader 
geopolitical context. A faction of member states (Georgia, 
Uzbekistan, and Azerbaijan) expressed ambivalence towards 



175the CSTO’s potential and raised concerns about Russian 
influence. Acting as spoilers of the treaty, these states 
formed a parallel organisation known as GUUAM (later 
GUAM) alongside Moldova and Ukraine, with backing from 
the US and the EU in 1997 [36]. Additionally, conflicts within 
some of these spoiler states, such as Abkhazia, Nagorno-
Karabakh, South Ossetia, and Transnistria, coupled with 
significant Russian influence and involvement in these 
territories, effectively hindered the functioning of the CST 
member states. This fostered suspicion among the “spoiler 
states” regarding Russian intentions and, subsequently, the 
potential efficacy of the CST. 

Simultaneously, NATO’s involvement in “out-of-
area” conflicts in Bosnia and Kosovo, despite Russian 
condemnation, underscored Moscow’s “inability to shape 
the development of the international agenda,” leading to 
a sense of humiliation within the Kremlin [37-38]. The 
geographical scope of NATO’s interventions hinted at the 
potential for further expansion of NATO’s operations into 
the post-Soviet space. Given the existing territorial conflicts 
and Russia’s own challenges in Chechnya, Russia sought to 
reorient the CST to serve its national interests and prevent 
being sidelined in future geopolitical conflicts, particularly 
within its designated “zone of influence.” This strategic 
shift involved two primary objectives: firstly, consolidating 
Russian influence in the security domain to counter potential 
external encroachments by strengthening the CST's 
functions, and secondly, resolving institutional conflicts to 
enhance the CST's operational capabilities, even if it meant 
excluding spoiler states like GU(U)AM.

Fortunately for Moscow, excluding spoiler members did not 
pose a significant risk. With established influence in Georgia 
through the “passportisation” of the South Ossetian and 
Abkhazian populations—effectively granting them Russian 
citizenship—and the deployment of its peacekeeping forces 
in these territories following the 1993 Sochi Agreement, 
Russia already held considerable sway [39]. Similarly, Russia 
maintained control over the Transnistrian region with its 
peacekeeping forces, predating the formal dissolution of 
the USSR, while Armenia controlled Nagorno-Karabakh 
[40]. These dynamics enabled Moscow to maintain its 
influence over GUAM member states, even in the event of 
their departure from the organisation, while minimising 
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These developments significantly influenced the decision 
to transform the CST into the organisational format of the 
CSTO. Consequently, the spoiler states ended their CST 
membership in 1999, and the CSTO was recognised as an 
international regional organisation in 2002. This reaffirms 
our hypothesis that the CSTO’s function is evolving in 
alignment with Russian foreign policy objectives.

Meanwhile, smaller states affiliated with the “Russian camp” 
were not coerced into joining the CSTO. While renewing 
membership under the newly formed CSTO represented 
a logical progression for these states to maintain their 
commitment to the alliance, they also found compelling 
incentives in this transition. First and foremost, the 
elevation of the CSTO to an internationally recognised 
regional organisation within the UN framework under 
Chapter VIII solidified security commitments, transforming 
them into enduring assurances within a permanent 
institutional structure, distinct from the former transient 
agreement that required periodic voluntary renewals. 
Although this transformation may seem nominal, it carried 
several advantages for member states. It raised the cost 
of withdrawal, even though the original treaty allowed for 
member state exits. This alteration in the collective security 
framework implied a heightened degree of reciprocity in 
cooperation. At this juncture, member states harboured 
concerns regarding potential future instability. In response, 
Russia, the chief architect of the CSTO, emerged as a source 
of security guarantees through collective defence, thereby 
providing a Russian nuclear umbrella, preferential arms 
transfers, and free military training for these member 
states, thereby mitigating their concerns [41]. Moreover, 
the formation of the CSTO’s successor structure assumed 
significance in mediating potential threats from former CST 
members, notably Azerbaijan and Uzbekistan, that could 
impact the domestic politics of CSTO member states like 
Armenia, Kyrgyzstan, and Tajikistan. This new organisation, 
led by Russia, held considerable weight, particularly given 
Tashkent’s influence in the Tajik Civil War and Azerbaijan’s 
adversarial stance towards Armenia [42-43]. 

Besides, the rise of the Taliban in Afghanistan and the spread 
of Islamic extremism and insurgent movements posed 
new security challenges for Central Asian states. In 1999, 



177President Nursultan Nazarbayev identified Islamic terrorism 
as a primary security threat to Kazakhstan and Kyrgyzstan. 
At the same time, Russia faced conflicts involving Islamic 
fundamentalist groups, including the Russian apartment 
bombings and the Tashkent Bombings in 1999, along with 
the Second Chechen War. These events coincided with 
Kyrgyzstan’s conflicts involving the Islamic Movement of 
Uzbekistan during the Batken conflicts in 1999 and 2000, 
which involved Kyrgyzstan, Uzbekistan, and Tajikistan [44]. 
Consequently, the “junior partners” within the CSTO no 
longer relied solely on the dominant power for assistance 
in their individual conflicts and collective security concerns. 
Instead, they could also depend on Russia’s support for their 
state-building efforts, thereby reducing the risk of state 
collapse resulting from potential conflicts with external 
or domestic actors. Moreover, the preferential sale and 
transfer of weapons from Russia further strengthened their 
position. This indicates that the transformation of the CST 
into the CSTO can be attributed to the mutually beneficial 
relationship between the dominant power and the other 
member states, reinforcing their individual commitments to 
collective security and further supporting our hypothesis on 
the reciprocal benefits of the CSTO.

The evolution of the CSTO after its inception

Important timeline of CST(O) events: 
•	 1992: Signing of the CST
•	 2002-2006: Formation of the CSTO, Intervention 

request by Kyrgyzstan (2005)
•	 2007-2021: Formation of the Collective Rapid Reaction 

Force (CRRF) (2007), Intervention requests by 
Kyrgyzstan (2010) and Armenia (2021)

•	 2022: First CSTO intervention in Kazakhstan

In the mid-2000s, the CSTO reached a significant milestone 
with the formalisation of a new peacekeeping agreement, 
leading to the establishment of a CSTO peacekeeping force of 
up to 3,000 personnel in 2007. Shortly thereafter, in 2009, 
the CSTO created the Collective Rapid Reaction Force (CRRF), 
which comprised as many as 20,000 personnel—four times 
the size of the Collective Rapid Deployment Forces in the 
Central Asian Region of Collective Security (CRDF CAR) [45]. 
The CRRF had a broader range of objectives, encompassing 
both military and specialised tasks. The expansion of the 



178 CSTO’s capabilities can be attributed to two key geopolitical 
developments influencing the dominant power, Russia. 
The first involved a series of “colour revolutions” and the 
subsequent Arab Spring, which raised significant concerns 
among both Russia and the authoritarian CSTO member 
states [46]. These states sought to prevent the recurrence of 
such events within their own borders, especially following 
the collapse of Askar Akayev’s regime in Kyrgyzstan in 
2005. Secondly, perceived Western expansionist policies, 
including the War on Terror, European Neighbourhood 
Policies, and Eastern Partnerships, were seen by Moscow as 
increasing Western influence within its perceived “sphere 
of influence,” fuelling suspicions of Western involvement 
in these revolutions. This sentiment permeated the CSTO's 
strategic direction, as underscored by President Vladimir 
Putin in his 2022 address to the CSTO, where he emphasised 
the organisation’s “determination to counter any attempts 
at foreign interference in member states' internal affairs,” 
particularly to thwart alleged colour revolution scenarios 
[47]. This position is also clearly articulated in the Russian 
Foreign Policy Concept of 2008, which elevated the 
importance of the CSTO, particularly following the Russo-
Georgian War, which heightened tensions between Moscow 
and the West [48].

“[Russia] will promote in every possible way the Collective 
Security Treaty Organisation (CSTO) as a key instrument 
to maintain stability and ensure security in the CIS area… 
transforming the CSTO into a central institution ensuring 
security in its area of responsibility”

These shifts in narrative reflect two fundamental 
developments. Firstly, they mirror changes in Russian foreign 
policy, indicating a departure from a relatively conciliatory 
approach towards the West during the early 21st century 
and the War on Terror era. Secondly, they underscore a 
collective concern amongst authoritarian leaders within the 
CSTO regarding regime security. Notably, the structure of 
the CRRF resembles that of the United Armed Forces of the 
CIS (UAFCIS) from the preceding decade, which had sparked 
controversies among member states. This parallel suggests 
a greater willingness among CSTO member states to accept 
joint-command military institutions effectively under 
Moscow’s control, aimed at addressing potential threats 
to security and regime stability, in contrast to their CIS 



179counterparts. Furthermore, the positions of Uzbekistan and 
Belarus regarding the formation of the CRRF are particularly 
noteworthy. Belarus did not support the establishment of the 
CRRF, while Uzbekistan ultimately refrained from ratifying 
the institution due to concerns about its potential role in 
resolving conflicts within the “zone of responsibility” [49]. 
Uzbekistan’s existing reservations about hosting foreign 
troops on its soil led to its withdrawal from the CSTO three 
years after the CRRF's inception [50]. This evidence strongly 
supports our hypotheses: while the establishment of the 
CRRF provided incentives for member states to enhance their 
integration, it was not forcibly imposed by the dominant 
power, as evidenced by the opposition from smaller member 
states and the eventual withdrawal of a member state.

Despite these changes in the organisation’s outlook, it is 
crucial to highlight that the CSTO, in its primary capacity, 
remained largely inactive during this period. The CSTO did 
not intervene in the removal of Kyrgyzstan’s leaders, Askar 
Akayev (2005) and Kurmanbek Bakiyev (2010), despite 
formal requests for intervention, while also acknowledging 
the "unconstitutional" nature of these regime changes [51]. 
Furthermore, the organisation chose not to intervene when 
Armenia sought assistance during the Second Nagorno-
Karabakh War, despite numerous incursions by Azerbaijani 
forces into Armenian territory—a pivotal moment in its 
policy orientation. These non-interventions understandably 
elicited discontent from the requesting member states and 
others. Even Aleksander Lukashenko, who had provided 
asylum to Kurmanbek Bakiyev, openly criticised the CSTO, 
questioning its effectiveness, “What kind of organisation 
is this if there is bloodshed in one of our member states, 
and an unconstitutional coup takes place, and this body 
remains silent?” [52]. For Russia, however, these were 
calculated risks. The Kremlin assessed that there would be no 
significant spillover of “colour revolutions”, particularly after 
the Kyrgyzstan case. Other member states maintained a 
narrative characterising the Kyrgyz revolutions as instances 
of socio-political instability [53]. In Armenia’s case, Russia 
reluctantly acted as a mediator in the Nagorno-Karabakh war, 
bypassing other member states who were already unwilling 
to intervene on Armenia’s behalf. 

Thus, despite ongoing inactivity, the CSTO, as a regional 
organisation, effectively served Russia’s national interests 



180 and foreign policy objectives. The organisation’s sustained 
existence and evolution, despite its inactivity, functioned as 
a viable contingency mechanism should perceived threats 
of colour revolutions arise, particularly with the enhanced 
military capabilities introduced by the creation of the 
CRRF. The organisation’s dormancy is not indicative of 
dysfunctionality, but rather stems from Moscow’s lack of 
incentives to make military commitments, considering the 
potential backlash from the West and the absence of collective 
threats significant enough to affect all CSTO member states. 
While this corroborates our hypothesis that CSTO activities 
and evolutions are largely driven by shifts in Russian foreign 
policy objectives, it is essential to examine the responses of 
member states, even during periods of inactivity.

As demonstrated by Belarus, smaller member states possess 
the agency to challenge Moscow’s leadership during periods 
of CSTO inactivity. Following the Kyrgyz Revolution in 2010, 
Aleksandr Lukashenko effectively disrupted a CSTO summit 
by threatening non-attendance, stating, “There is no agenda 
[unless the Kyrgyz situation is discussed]; I have nothing to 
do there” [54]. Simultaneously, he highlighted the presence 
of Russia’s military bases on Belarusian soil, pointing out that 
Russia provided no financial compensation for these bases 
[55]. Similarly, Armenian Prime Minister Nikol Pashinyan 
caused a deadlock in 2022 in response to the unwillingness 
of other member states to make a political assessment in 
the CSTO declaration to assist Armenia against Azerbaijani 
border incursions. Pashinyan expressed his reservations 
by stating, “I believe that the draft of the CSTO Collective 
Security Council’s Declaration and that on joint assistance 
measures to the Republic of Armenia submitted for signing is 
not fully elaborated, and in this edition, with all due respect, 
I am not ready to sign these documents” [56]. Also, in 2023, 
Armenia openly criticised the CSTO, declaring, “It became 
clear to all of us that the CSTO and the instruments of the 
Armenian-Russian strategic partnership are not enough to 
ensure Armenia’s external security” [57]. 

Shortly after this statement, Armenia signed the Rome 
Statute, obliging Yerevan to arrest Vladimir Putin if he were 
to be on Armenian soil under the International Criminal 
Court’s (ICC) arrest warrant [58]. By 2024, Armenia had 
suspended all participation in the CSTO. These incidents 
underscore another aspect of our hypothesis: the “junior 



181partners” within the CSTO possess agency and influence 
in the decision-making processes of the CSTO’s activities 
and functions. At times, they employ diplomatic tools to 
exert pressure on the dominant power, challenging the 
conventional view of the CSTO as merely a tool for Moscow 
to coerce member states.

The prolonged inactivity of the CSTO reached a critical 
turning point with its involvement in Kazakhstan in 2022, as 
the organisation invoked Article 4 for the first time to provide 
assistance to the Kazakh government amidst nationwide 
protests. This marks a significant “evolution” moment for the 
CSTO. Although the peacekeepers deployed did not engage 
in combat, this intervention signalled a shift in the CSTO’s 
trajectory and raised questions about Russian intentions 
regarding the organisation’s use. Several factors appear 
to have influenced Russian decision-making prior to this 
intervention. Firstly, Russia’s relationship with the West had 
significantly deteriorated over time, particularly following 
its annexation of Crimea in 2014. In hindsight, Russia was 
on the brink of war with Ukraine and had been preparing for 
an invasion shortly after its intervention in Kazakhstan. This 
suggests that Russian decision-makers may have anticipated 
worsening relations with the West. Consequently, the risks 
associated with triggering the CSTO’s collective defence 
function were perceived as minimal, especially as the Russian 
invasion of Ukraine occurred within a month of the CSTO 
mission in Kazakhstan. 

Secondly, there was concern that if the protests in Kazakhstan 
escalated into a “colour revolution” scenario, potentially 
leading to the replacement of President Tokayev’s regime, it 
could disrupt Russian war planning, as such a regime change 
might result in the loss of one of Russia’s closest allies in its 
immediate neighbourhood, where Russia shares its longest 
uninterrupted border. Thirdly, within Russia, President 
Vladimir Putin’s domestic legitimacy and approval ratings 
were steadily declining. Despite periodic boosts in popularity 
during the annexation of Crimea (reaching 89%), nationwide 
protests, increasingly inspired by issues such as pension 
reforms in 2018, drove Vladimir Putin’s approval rating to a 
historic low of 58% [59]. This trend continued with Navalny-
inspired protests in 2021, where his approval ratings 
fluctuated between 61% and 67% [60]. Interestingly, similar 
trends were observed in Kazakhstan during the same period. 



182 In 2018, opposition figure Mukhtar Ablyazov called for 
protests against Nursultan Nazarbayev, former Kazakhstan 
President, which sporadically gained traction throughout 
the country [61]. Subsequently, protests erupted over 
socio-economic and constitutional reforms in subsequent 
years [62]. This suggests that the nationwide protests in 
Kazakhstan in 2022––a country traditionally praised for 
its political stability in the region––had the potential for 
significant spillover effects if they succeeded in bringing 
about regime change. In this context, the CSTO intervention 
provided clear incentives for Moscow. 

Lastly, Kazakhstan holds a pivotal position within the CSTO 
and its sister organisation, the Eurasian Economic Union 
(EAEU). Unlike Kyrgyzstan or Armenia, Kazakhstan is not 
as economically dependent on Russia, although its main 
oil pipeline runs through Russian territory (accounting 
for approximately 80% of its volumes). A regime change 
in Kazakhstan, a country that had successfully pursued a 
multi-vector foreign policy, could shift its foreign policy 
away from Russia. Such a development would have profound 
implications not only for the future of the CSTO but also for 
Russia’s regional leadership, explaining the sudden shift in 
CSTO activity [63].

These developments suggest that the CSTO’s capabilities 
may have proven advantageous for Moscow, particularly in 
the context of its military engagements. While the possibility 
of CSTO involvement in the Russian incursion into Ukraine 
remains unlikely under the CSTO Charter, there were clear 
signs that the CSTO would become more proactive and 
functional following its intervention in Kazakhstan. Shortly 
after the Kazakhstan mission, CSTO General Secretary 
Stanislav Zas publicly praised the organisation’s “relevance 
and effectiveness,” emphasising its capacity to act swiftly 
and decisively. This positive appraisal stood in contrast to 
critical assessments from external observers, signalling the 
organisation's revitalisation with expanded functions and a 
significant restructuring [64]. As Davidzon and Libman [65] 
note, this ensures the credibility and commitment of the 
organisation on the world stage. 

This trend was further reinforced by senior Kremlin officials 
following the invasion of Ukraine. Russian Defence Minister 
Sergei Shoigu, in a meeting with the newly appointed 



183General Secretary Imangali Tasmagambetov in February 
2023, discussed plans to enhance military and military-
technical cooperation within the CSTO, aiming to strengthen 
the organisation’s military capacity [66-67]. 

Moreover, during the Shanghai Cooperation Organisation 
(SCO) meeting in April 2023, it was announced that Russia 
was increasing its combat readiness in Central Asia to 
counter attempts by the US and its allies to re-establish a 
military presence in the region [68]. Simultaneously, the 
CSTO has increasingly aligned with Russian perspectives on 
the ongoing conflict. In May 2023, the general secretariat 
stated that NATO’s military infrastructure and intelligence 
activities were escalating, perpetuating a “permanently 
difficult” situation in the West and asserting that the state 
of security in Eastern Europe was, “contingent on the 
outcomes of the Special Military Operation in Ukraine and 
the subsequent peace agreement,” demonstrating explicit 
support for Russia’s military efforts [69]. In the same session, 
Tasmagambetov also highlighted the priority of enhancing 
the Combat Readiness of the CRRF and integrating CSTO 
peacekeeping capabilities into UN peacekeeping activities by 
2025, signalling an ambition to transform the CSTO into a 
credible global military actor, a significant departure from its 
previously dormant role [70].

The CSTO’s transition from a treaty to a more structured 
organisation, coupled with its evolving roles and levels of 
engagement, reflects shifts in Russia’s geopolitical interests 
and foreign policy discourses, leading to corresponding 
changes in the CSTO’s framework and operational approach. 
The prevailing power dynamics within the organisation 
invariably shape the CSTO’s direction, aligning it with the 
strategic objectives of the dominant power. The organisation’s 
previous inactivity before the events in Kazakhstan can 
be seen as strategically useful for Moscow at that time. 
Nonetheless, it is crucial to recognise the active participation 
of smaller member states within the CSTO, highlighting 
their distinct motivations and imperatives for meaningful 
engagement within the organisation. Challenging the 
dominant narrative of the CSTO as merely an instrument 
of Russian hegemony, a detailed chronological analysis 
of the organisation demonstrates the inadequacy of such 
a hypothesis through empirical timeline analysis. This 
bottom-up dynamic within the CSTO is further illustrated 



184 through an exploration of Kyrgyzstan’s involvement with 
the organisation, which is examined in the next section.

Kyrgyzstan as a Smaller Member State and its 
Relationship with the CSTO

Following the collapse of the Soviet Union, Kyrgyzstan quickly 
aligned itself with Russia, a major nuclear power, and did not 
hesitate to renew its security arrangements later within the 
institutionalised CSTO framework. This move by Kyrgyzstan 
exemplifies the tendency of smaller states, often lacking 
sufficient military resources, to rely on alliances through a 
strategy of bandwagoning [71]. With the dissolution of the 
USSR's security framework, China emerged as an external 
security concern for Kazakhstan, Kyrgyzstan, and Tajikistan, 
all of which share borders with this formidable nuclear power. 
During the 1990s, China's continuation of nuclear testing 
only contributed to a heightened sense of insecurity among 
the Central Asian republics [72]. The sudden collapse of the 
Soviet Union resulted in a loss of perceived security amongst 
the leadership of Central Asian countries, prompting them to 
seek collective ontological security and stability by aligning 
under a single entity [73]. 

It was these Central Asian states, excluding Turkmenistan, 
which formally opted for neutrality, that became the 
founding members of the CST [74]. The process of joining 
the CST was synchronised through preliminary negotiations 
and summits, demonstrating the active participation of 
Central Asian states in building a new security framework 
immediately after gaining independence, thus showing 
reciprocity in this effort [75]. This weakens the hypothesis 
that the CST was solely a tool to serve Russia's new foreign 
policy aims while it was creating its security structure.

Kyrgyzstan was particularly inclined to foster a closer 
relationship with Russia due to the imminent threat posed 
by the civil war in Tajikistan during the 1990s. Russia's 
active role in brokering a peace agreement between the 
conflicting factions in Tajikistan underscored its capacity to 
provide security guarantees, prompting Kyrgyzstan to seek 
a stronger alliance with a more powerful partner capable of 
sustaining peace arrangements. Furthermore, in 1999 and 
2000, militants from the Islamic Movement of Uzbekistan 
(IMU) launched attacks from Afghanistan, targeting 



185Kyrgyz military and civilian locations, advancing through 
Kyrgyzstan's southern territories towards Uzbekistan, and 
passing through Tajik territory unimpeded. These incidents 
exposed the poor readiness and limited capacity of Kyrgyz 
forces to confront emerging security threats associated 
with instability in Afghanistan, further motivating the 
Kyrgyz government to adhere to the principles set by 
the CST and later institutionalise them within the CSTO 
framework [76]. Kyrgyzstan's commitment to addressing 
this significant strategic threat was demonstrated by its 
willingness to cooperate with Uzbekistan and other nations 
in conducting military operations, following the successful 
repulsion of IMU militants on two occasions. These efforts 
included coordinated actions with Kazakhstan, Kyrgyzstan, 
and Tajikistan, supported by a temporary joint command 
centre established in Osh, Kyrgyzstan, given that the conflict 
predominantly occurred on Kyrgyz territory [77].

The institutionalisation of the CST coincided with the War 
in Afghanistan, led by the US and its Western allies, which 
was actively supported by Russia and CST members. This 
alignment led to an agreement between Kyrgyzstan and 
Russia to host Russian forces at the Kant airbase while also 
allowing US troops to be stationed at the Manas airbase. 
However, the 2005 colour revolution in Kyrgyzstan sparked 
concerns that US influence in the region was growing. In 
response, Russia offered a lucrative loan to then-President 
Kurmanbek Bakiyev in exchange for the closure of the US 
military presence at Manas, an offer which Kyrgyzstan 
ultimately declined [78-79] For Kyrgyzstan, the only viable 
alternative to the CSTO was temporary cooperation with the 
US during the War on Terror and some limited agreements on 
communication exchanges with NATO [80]. Consequently, 
US forces withdrew from Kyrgyzstan in 2014 following 
sustained pressure from Russia, which also promised closer 
economic cooperation and broader benefits [81]. Given 
Kyrgyzstan's geographical position, bordered only by former 
Soviet states and China, its decision to further align with 
Russia suggests a degree of coercive diplomatic pressure 
from Moscow. However, considering that both Russia and 
the US offered monetary incentives to influence Bishkek’s 
cooperation, rather than relying solely on coercion, highlights 
Kyrgyzstan’s agency amidst the geopolitical competition 
between Russia and the US.



186 Additionally, Tajikistan’s irredentist border claims following 
the Tajik Civil War, combined with its superior, combat-
experienced forces relative to Kyrgyzstan, represented a 
significant national security concern for Kyrgyzstan. The 
disputes included strategically critical access to irrigation 
water and transportation routes through mountainous 
terrain with limited communication options. In January 
2023, Kyrgyz representatives reported that over 90% of the 
border had been delineated [82-83]. This progress emerged 
from intensive negotiations between border commissions 
from both countries, showing progress after larger-scale 
skirmishes in disputed territories in May 2021, which resulted 
in numerous casualties and the displacement of thousands of 
civilians in both countries [84]. The previous slower progress 
before the deadly confrontation in 2021 can be attributed 
to the lack of concessions over the densely populated, 
cultivated areas with scarce but vital water resources, which 
remain politically sensitive for both governments of the 
poorest CSTO members [85-87]. Tajikistan’s long-serving 
President Emomali Rahmon's visit to the Vorukh exclave, 
surrounded by Kyrgyz-controlled territories, and other 
areas adjacent to Kyrgyzstan prior to the border escalation 
in 2021, indicated a determination to maintain his stance on 
the border dispute [88]. With Kyrgyz forces struggling with 
logistical challenges of navigating Uzbek and Tajik enclaves 
to maintain border security and lacking combat experience, 
they were ill-prepared to effectively deter Tajikistan, which 
remains better equipped due to foreign military aid received 
for its efforts against threats from Afghanistan [89]. 

Nevertheless, Kyrgyzstan's hosting of Tajik forces in CSTO 
military exercises in October 2023 signalled a return to 
reciprocal relations, overseen by Russia within the CSTO, 
following negotiations between Kyrgyzstan and Tajikistan 
mediated by CSTO Secretary General Tasmagambetov, 
despite prior abstention from joint exercises with Tajikistan 
[90-91]. Kyrgyzstan leveraged the CSTO's role to maintain 
security between itself and Tajikistan, fulfilling its 
commitments under Chapter I of the CSTO agreement [92]. 
This supports our hypothesis, demonstrating Kyrgyzstan's 
agency within the CSTO in its conflict with Tajikistan, 
relying on the commitments of all members to refrain from 
using force against each other and adhering to the CSTO's 
authority to maintain security among its members [93-94]. 



187Overall, Kyrgyzstan’s alignment with Russia and its 
participation in the CSTO reflect a combination of 
bandwagoning and omnibalancing strategies. The country’s 
security environment, characterised by internal instability 
and external threats from neighbouring states, necessitates 
reliance on a powerful ally like Russia. The CSTO provides 
Kyrgyzstan with security guarantees and economic 
incentives, while also enabling it to navigate the complex 
regional dynamics of Central Asia. At the same time, the 
case of Kyrgyzstan illustrates the nuanced agency of smaller 
states within larger security alliances. Despite the asymmetry 
in power, Kyrgyzstan has successfully leveraged its strategic 
importance to secure tangible benefits from its alliance with 
Russia. These dynamics underscore the cooperative aspects of 
Russia's hegemony within the CSTO, where smaller member 
states receive security and economic support in exchange for 
aligning with Russian foreign policy objectives.

Conclusion

This article has explored two hypotheses regarding the 
Collective Security Treaty Organisation (CSTO) that 
challenge common perceptions. The first hypothesis suggests 
that the CSTO is gradually evolving into a functional 
organisation aligned with Russian foreign policy objectives. 
The second posits that the CSTO provides tangible incentives 
and opportunities for agency to its smaller member states. 
The timeline analysis was conducted to test these hypotheses 
by interpreting significant historical events throughout the 
CSTO’s existence. The findings indicate that previous studies 
on the CSTO have only partially addressed the agency of 
smaller members, such as Kyrgyzstan, within the alliance 
[95-103]. The analysis also reveals that Russian foreign 
policy concerning the CSTO has been largely reactionary, 
particularly in response to the US military presence in 
Central Asia, broader foreign policy attitudes towards the 
West, and domestic political concerns. This is evident in 
the initial institutionalisation of the CST, which paralleled 
the US War in Afghanistan, and in developments within 
the organisation's military components, which coincided 
with declining regime stability and economic performance 
within Russia. Simultaneously, the ongoing security issues 
faced by smaller members, such as Armenia, Kyrgyzstan, 
and Tajikistan—sometimes involving conflicts with one 
another—suggest that the military alliance led by Russia 



188 is essential in their statecraft. The potential for intra-
CSTO mediation by the dominant power and the security 
guarantees provided by the organisation help mitigate the 
risks these states might face outside the alliance.

Within this context, the case of Kyrgyzstan serves as 
an instructive example to analyse both the evolution of 
the CSTO and its impact on member states, as well as the 
incentives and agency afforded to smaller members within 
the CSTO framework. Despite enduring threats from ongoing 
instability in Afghanistan, China’s economic expansion, and 
border disputes with Tajikistan and Uzbekistan, Kyrgyzstan 
has effectively exercised its agency in an environment 
dominated by a single power [104]. The case of Kyrgyzstan 
illustrates that Russia does not rely solely on coercive 
diplomacy; rather, it employs a broader range of material 
and diplomatic incentives to encourage its partners to 
make decisions that align with its foreign policy objectives. 
This approach helps maintain the regional organisation 
and secures the cooperation of its ‘junior partners’. This 
case study underscores the importance of understanding 
the strategies and agency of smaller states within regional 
security alliances. It highlights the complex interplay of 
coercive and cooperative hegemony, as well as the strategic 
considerations smaller states must navigate in their security 
environments. These insights may also be relevant to other 
smaller states in different regional organisations.

Overall, this study demonstrates that smaller members 
of a military alliance dominated by a central power can 
still exercise agency by seeking more independent roles in 
their relations with other countries. Additionally, the study 
aimed to refine previous perspectives that have emphasised 
Russia's dominant role within the CSTO. Moving forward, 
it is crucial to foster further discussion about the region 
and the organisation to accurately depict the geopolitical 
environment in the post-Soviet space and the intra-regional 
and intra-organisational politics within Russian-led regional 
organisations. Such discussions would help avoid the 
repeated mischaracterisation of smaller nation-states in the 
region as merely being within a “Russian sphere of influence”. 
Moreover, deeper exploration of the CSTO is necessary to 
develop more nuanced theoretical approaches based on the 
Central Asian context.
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Abstract
In 2021, the Australian mining company Rio Tinto Zinc (RTZ) 
announced it would invest $2.4 billion in an underground 
mine in Serbia’s Jadar Valley. The project would be the largest 
lithium extraction in Europe, putting the continent on the map 
to compete with South American rare earth element extractors 
and, importantly, China. Furthermore, Serbia needs foreign 
investment to offset its staggering government debt. Were the 
lithium mine to succeed, a Slovak battery company, InoBat, 
would also buy into the project by manufacturing car batteries 
and utilizing the mine’s lithium to advance its electric vehicle 
(EV) manufacturing. However, the plan kept encountering local 
resistance. This was not RTZ’s fault: but instead, the inheritance 
left behind by Chinese mining practices in the region over the last 
half decade. A side story, which bears on the Rio Tinto lithium 
mine, was the acquisition (63%) by China’s Zijin Mining Group 
of Zijin of a heavily indebted copper mine. Zijin paid $1.26 
billion, outbidding Russian and Canadian companies, for RTB 
Bor copper complex. The Serbian government later took Sijin to 
court in 2020 for failing to address environmental complaints. 
Serbia is Europe’s most polluted country, and among other issues, 
the Serbian government lacks the funds to properly address 
environmental concerns. Meanwhile, closer integration with the 
EU hinges upon Serbia’s ability to clean up its environmental 
act. Beyond this, the EU wants to counter Chinese dominance in 
rare earth elements and critical supply chains [1]. The Serbian 
government had many reasons to want the Rio Tinto project 
to go ahead: the leadership lauded the mining project as an 
excellent opportunity for development and economic growth, 
but the government continued receiving resistance from the local 
communities over the pollution fears. Other green groups joined 
in with the mobilisation. In January 2022, Serbia revoked Rio 
Tinto’s project license due in large part to the protests. Rio Tinto 
is in process of reviewing the legal basis over the revoked license, 
and the Australian behemoth will take Serbia to court over the 
breach of contract. The Rio Tinto and Jadar mine project in 
Serbia is a small vignette to illustrate the variety of stakeholders 



196 present in an extractive project. This paper will introduce the 
stakeholders involved in such extractive investments and projects; 
it provides an exploratory overview of their various roles and 
interactions; and it attempts to understand to what extent their 
relationship might be important to the paradigms researchers 
use to conceptualise relationships among a large grouping of 
stakeholders. 

Background

As the globe moves toward a low-carbon transition, the 
importance of critical raw materials and rare earth elements is 
growing. Fittingly, the research, policy analysis, and academic 
literature on mineral extraction, use, and investment projects 
is also growing, albeit in a fragmented way [2]. There is a value 
in parsimonious paradigms: straightforward frameworks 
help academics, policy makers, and observers make sense of 
complex ideas. A simple setup helps practitioners anticipate 
and react to occurrences within that framework. 

Yet, while parsimony may offer one criterion for evaluating 
the merits of an explanatory framework, it is not the only one. 
There is also value in a paradigm’s ability to adapt. A paradigm, 
if useful, should be robust to changes in the world around it, 
but equally, it should be able to evolve as and when those 
changes demand it [3]. In doing so, the framework continues 
to capture dynamics or events it attempts to describe in a 
way that makes sense. This is especially important in such a 
nuanced and quickly evolving industry as mineral extraction, 
where old systems, paradigms, and understandings are 
clashing with new needs and frameworks [4].

In the disciplines of International Political Economy, 
Development Economics, and Area Studies, a particularly 
illuminating paradigm applied to extractives and natural 
resources is a triangle. Originally inspired by the work of on 
the “program model,” the adapted version seeks to explain 
the relationships among the distinct groups interacting 
with and around natural resource projects [5]. Whereas the 
three angles for Korten are “program,” “organization,” and 
“beneficiary,” the three angles of the triangular paradigm as 
applied to resource extraction are “ruling elites” (including 
bureaucracies), “investors” (foreign and domestic), and 
“local populations.” (As the triangle in Buur et al. uses the 
term “Ruling elites (Incl. bureaucracies),” when this paper 
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will be implied, unless otherwise noted.)

Figure 1: The triangular paradigm of exchange relations among 
stakeholders found on p. 6 in Buur et al., which the authors note draws 
on Korten (1980); Whitfield and Buur (2014); Whitfield et al. (2015), and 
Buur (2015).

This triangle’s use, like Korten’s original, is to capture and 
anticipate the complex relationships among the cast of 
actors introduced. Buur et al. and Whitfield and Buur use the 
paradigm to describe three sets of relationship groupings: 
(1) a “Reciprocal Exchange Deal” between the investor and 
local population; (2) “Compatible Interests” between ruling 
elites and investors, and (3) “Productive Social Exchange” 
between ruling elites and local populations [6]. The value of 
examining these relationships is in helping researchers and 
practitioners investigate them from a range of disciplines, 
respond, and contribute to debates within those disciplines. 
Aside from academic debates, there is value outside 
academia via policymaker, stakeholder, and public spheres in 
understanding the relationship among these actors. 

One of the key purposes of Buur et al.’s paradigm and its 
departure from classic literature is the focus on “concrete 
types of exchange,” not just “abstract features of relating” 
[7]. They seek to move from theoretical debate to practical 
application: this means listing examples of where and 
how the different stakeholders act out their relationships. 
Regulation use, company policy, activist demonstrations, or 
(re)negotiating a contract are ways in which the ruling elites, 
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or prepare the stage for an interaction. This paper seeks to 
cast specific elements of those interactions as “stakeholder 
events,” representing unique data points. 

These stakeholder events, framed as Principal-Agent 
interactions, can have significant effects on the equilibrium 
of a dynamic political economy model. For example, elites 
(the principal in this agency relationship example) fishing 
for more foreign currency might alter regulations to increase 
private property protection to lure more investors (who 
are agents in this relationship). Alternatively, an investor 
entering intense procurement bidding for a lucrative contract 
might lobby a government or offer special provisions to secure 
the bid. The government, seeing the value of the deal, might 
obtain special accommodations from the business or secure 
preferential terms. Local populations (here the Principal), 
facing an unsavoury investment deal in their region might 
protest, refuse to take part in a finished project or (if they 
can) vote out the government (the Agent) who agreed to 
such a deal. Each of these interactions is context specific. 
Elites might want less foreign property ownership, not more, 
or might benefit more from expropriation than from private 
property protection. An investor might be the only hope for 
a government that is desperate for a special project, in a way 
that reverses the relationship. Local populations might be 
content with their government’s dealings, or unaware. The 
outcomes cannot be known beforehand, and the nature of 
the agency relations are complex. 

Consequent to the fact that each interaction is highly 
contextual that it makes sense to consider the triangular 
paradigm from a broad lens of relationships between 
principals and agents. The Principal-Agent approach helps 
us to interrogate the triangular paradigm and broaden the 
understanding of each angle within the context of varying 
relations. By doing so, this paper provides a conceptual 
approach that conceives of the interactions among 
stakeholders. It also considers new elements of “concrete 
types of exchange” for each angle. It is a bridge between 
the state-of-the-art theory present in the wider literature, 
descriptive information, and practical application. 

Organisation is as follows: following this introduction, 
there are four sections, which will examine the three angles 
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the “investor” angle, and finish with the “local population.” 
As in Buur et al., each section will articulate elements of 
the relation of the angle to others and concrete types of 
exchange. It will then introduce aid actors and return to the 
paradigm question. 

Ruling Elites (Including Bureaucracies): Are They 
Synonymous?

What are “Ruling Elites” in the exchange relationships 
around an investment project; what are “Bureaucracies”? 
To begin, “Elites” could be understood in a government 
leadership context. Or an “Elite” could be a non-governmental 
individual who has sway over the systems that govern a 
project, through neo-patrimonial or patrimonial networks 
[8]. “Bureaucracies” could be grouped with “Ruling Elites” 
depending on the context. Positioning the two together 
might imply some cohesion—but equally, Ruling Elites and 
Bureaucracies could work against each other. Their dynamic 
depends in part on the Principal-Agent relationship.

If “Ruling Elites” are part of the government structure, one 
must differentiate between two groups contained within the 
overarching term: centre versus periphery (local/regional) 
governments. As this section describes in more detail, the 
central government and bureaucracy is more consolidated, 
though certainly not “one.” In combination, the central 
government and bureaucracy usually deal most directly with 
significant outside investors at the high-level and initial 
project cycle stage. Despite this first point of contact with the 
central government, it is the local, peripheral governments 
where projects usually take place; these local governments 
often are the point of contact later in the project cycle. It 
is also the local government that serves as the first line of 
contact with any local population reactions. Aside from the 
government and bureaucracy, a provision could be made 
for “ruling elites”—those who technically do not hold 
government positions, or those whose government position 
is accompanied by contain considerable influence that goes 
beyond their government position. Figure 2. sets out the 
various levels within the “Ruling Elites” angle (but does not 
address the relations between them).
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Figure 2: Expanding the “Ruling Elites (Including Bureaucracies)” Angle

“Elites” vs. “Including Bureaucracies” 
There is a difference between the elites in government and 
the bureaucratic elements—a difference that is not neces-
sarily mutually exclusive. As Whitfield et al. point out, the 
state is “bureaucratic rule,” in which “[b]ureaucratic agencies 
were seen as technically competent, united in purpose, and 
supporting national goals” and that their vision “prevented 
capture by rent-seeking social groups” [9]. By contrast, “rul-
ing political elites [seek] legitimacy and survival in office 
through good economic performance” [10]. This distinction 
between bureaucrats and political elites is influential in De-
velopment State theory. The discussion is in part whether 
the state is a combination of politicians and bureaucrats who 
are pushing to ensure their self-interest, or whether bureau-
crats are benevolent actors trying to advance the state while 
politicians, to survive, are beholden to interest groups. 

The differences between the political elites and the bureau-
crats gives different sets of principals and agents to respond 
to and impact their ability to influence their power via-a-vis 
the other two actors in the paradigm. With respect to outside 
stakeholders, elites are in an elevated position of power. They 
are well-placed to receive (or coerce) money—or rents—from 
deals; they can establish and maintain patrimonial or neo-
patrimonial networks. By contrast, bureaucrats—though 
they can engage in petty bribery or extortion or seek fu-
ture outside employment or investment opportunities—are 
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stakeholders. As an example, the national parliament will 
pass a land-ownership law to entice foreign investors––the 
bureaucrats will file the paperwork to enforce it. Still, the 
bureaucrats can create their own variety of slowing or accel-
erating the process to meet certain ends, but their role in in-
fluencing the decision-making process could be diminished. 
We could consider Collier’s words on “divergent elites’ inter-
ests:” why not among political elites and bureaucracy [11]? 
If the bureaucracy is seeking to maximise its wellbeing and 
influence over budgets, decision-making, and power, they 
could find themselves pitted against the interests of outside 
investors. The result is to either sabotage the process or try 
to create networks in which they gain, through financial op-
portunities or future employment and power. Within the 
Principal-Agent relationship, bureaucracies may collaborate 
with outside stakeholder to secure jobs, shares, or influence. 

Another debate revolves around the “local populations” an-
gle: are bureaucrats safe from the constituency while politi-
cal elites are not? Part of the notion behind elite survival is 
the idea that, in theory, politicians can be voted out of of-
fice by a displeased constituency. The bulk of bureaucracy, 
meanwhile, cannot be voted out. Offices stay even if political 
personalities do not. Though in non-democratic regimes, one 
can ask whether political elites are insulated from constitu-
ency repercussions. Further, political elites in less democrat-
ic settings tend to be part of a more explicit set of sub-elites. 
In these regimes, the president is often part of an elite that 
might include ministers alongside a network of political and 
non-political “elite” that serve to maintain the autocracy. 
Still, the theoretical feedback mechanism between the popu-
lation and the governing bodies is important—particularly 
distinctions on the location/tier of government: local gov-
ernments might be less secure and more likely to lose power 
from a reactive constituency than a central government. The 
differences between central and periphery government rela-
tions and between elites and bureaucratic elements are im-
portant distinctions that contribute to a better understand-
ing of the “Ruling Elites” angle.

Central/Local Elites, Bureaucracies, and Government Actors
Every system has its own internal dynamics. One of those 
dynamics is the variation between elites at the central level 
and elites at the local level. These differences in part mirror 
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central government is often the initial point of contact for 
the project coordinator. The central governments are likely 
to have more power over the country. Local elites often owe 
their allegiance—and sometimes their position—to the cen-
tral governing party and elites. In certain countries, the local 
representation is elected by, and therefore accountable to, 
the local population, but the governor or mayor is appointed 
by the central government (sometimes even the president) 
and is therefore more accountable to the central government 
than to the local population. 

But the local government remains the point of contact for the 
companies, investors, and other stakeholders. The local gov-
ernment is also more accessible to the local population that 
is directly impacted by the project, positively or negatively. 
These factors might introduce differences in incentives for 
the way central government handles things versus the local 
government. While the central government would reflect the 
status of the country, the situation might vary from locality 
to locality when it comes to political power, education, hos-
tility or graciousness to outside stakeholders, and the ability 
to amend a project. For procurement and licensing, the ulti-
mate authority rests with the central government. The local 
and regional authorities can oversee the process, especially 
any environmental and viability reviews, and they can weigh 
in on royalties and tax revenue. If things with the project de-
teriorate, though, it is local authorities who are on the front 
line of local population. Issues like air, noise, or water pollu-
tion, ecological damage, and damage to quality of life will be 
laid at the feet of the local authorities. Within the exchange 
relations paradigm, this variation between the central and 
local governments creating varying costs and incentives. 
This can create tension points and concrete manifestations 
with the local populations and with the outside stakeholders.

Who are the Other “Ruling Elites”?
There is a question as to whether outside elites, or govern-
ments, ought to be included in this angle of the exchange 
relations paradigm. Even outside elites have power and in-
fluence, and they have a relationship with project investors. 
They could have a relationship to the local population as well, 
especially when investment projects have a broader mandate 
than profit/revenue. If there are elements of building soci-
ety, improving transparency, governance, or way of life, for-
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Equally, foreign stakeholders might pursue their own prefer-
ence or profit at the cost of the local populations but at the 
approval or gain of domestic elites. Domestic elites could col-
laborate with and piggyback off the actions of a more power-
ful foreign stakeholder (alternatively: the local elite might be 
more powerful, and the foreign stakeholder would need to 
curry favour to achieve their ends). Especially in a post-co-
lonial order, which characterises this entire region [12], do-
mestic elites might malign the foreign elites and use this tac-
tic to prop up their own rule as preferential to control from 
foreign elites [13]. In a version of “devil the better you know,” 
domestic elites could argue to local populations that it is bet-
ter to have “us” in charge, because it is better than those for-
eign unknowns. It evolves into a question of control: who or 
which actors filter incentives to change others’ behaviours?

While each angle must be considered and built indepen-
dently, the value in the model is the sum of its parts. For 
example, in one bilateral relation, a foreign investor might be 
the Principal, but in another, the foreign investor might find 
itself as the Agent. The relationship between each angle is a 
defining feature of its usefulness in describing relationships 
and helping to understand, or even predicting, outcomes. 
An outside government will, firstly, impact the local govern-
ment (central and/or periphery; elite and/or bureaucratic). 
The relationship is separate; the power exchange is separate. 

Expanding Beyond “Investors” (Foreign/Domestic)

The “investors” angle in the extraction and resource research 
originally referred to private businesses that invested money 
into a project. But over the past decades, and certainly with 
the advent of public-private development and investment 
projects, low-carbon projects, and other natural resource ex-
traction, new methods of investing have arisen that must be 
included in an updated consideration. Out of the three, this 
angle has had the most development. It is also this angle’s 
changes that are so relevant to many of the future projects 
in public-private partnership, development, investment in 
low-carbon and rare earth element resource extraction, and 
in infrastructure updates to facilitate better connectivity. 
Private public partnerships (PPPs) have become a significant 
external (or combination of internal-external) contributor 
to projects. Further, governments and lending institutions 
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addition to the classic investor-only approach of earlier lit-
erature. As mentioned in the background, papers like Hodge 
et al., in 2022, are working to bring nuance to the firm side 
and the community side of extraction are studied, and the 
effects of both. 

Figure 3: Ways to consider building out the “Investor” angle.

These new groups and their impact should be reflected in 
the exchange relations paradigm. This paper considers that 
they should be accommodated in the “investor” angle, which 
could be re-named as “external stakeholder.” Including them 
complicates the foundational exchange relation role that un-
derscores that angle of the model. Private firms are driven 
to maximise profits. In the original paradigm, their relation-
ship to the host country governments and the local popula-
tion was through that lens of profit, or as project facilitator 
vis-à-vis profit. That approach must also be updated, as firms 
now face a multitude of drivers. 

Other stakeholders have some overlap with private com-
panies’ outcomes within the exchange relations paradigm, 
but the primary motivator varies. This matters because the 
pursuit of different objective—sometimes multiple—shapes 
outcomes and behaviours across stakeholder groups. It be-
comes more complicated when these stakeholders work 
together in combination (e.g., within a public-private part-
nership). In turn, this affects the relationships each actor or 
combination of actors has with the government and local 
population angles of the triangular paradigm; it affects the 
Principal-Agent setting and the constraints and incentives. 
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actors, including foreign governments; lenders that have a 
profit-driven approach and lenders that have a broader man-
date, like democracy promotion. Each actor or combination 
of actors represents a specific stakeholder or stakeholder 
combination in a particular relationship with other Princi-
pals and Agents. These each pursue a set of complex objec-
tives, some of which could be regulated by different Princi-
pals according to a specific set of evolving constraints. The 
very reason these complexities are important is because the 
impact on the project or relations with other angles are en-
dogenous to the nature of the stake-holding. 

The Traditional Firm 
The traditional firm is the darling of extractive literature. It 
is stylised as a profit-driven entity, which relates to the other 
two angles—governing elite and local population—through 
the lens of the profit-maximising objective. The firm is driven 
to undergo a project that it believes is profitable to itself and, 
if it is publicly traded (as is the case with oil and gas compa-
nies, for example), its stockholders. These firms will vary by 
size, which will affect their appetite for risk, tolerance to risk, 
and their overall risk exposure. The interaction of the firm 
with the other angles could take the form of private property 
protection and risk; firms could be deterred where expro-
priation is a risk. These private companies want assurances 
about the capital they buy or lease. Firms want clear direc-
tives about how much they will pay, and for what, and what 
their fees get them. Governments want clarity on access, 
tax, and royalties. With the local population, firms may need 
local labour (in a very labour-intensive job), or they might 
bring in their own labour (in a highly technical job). In other 
scenarios, firms impact the local population through the by-
products, whether negative, like pollution, or positive, like 
increased infrastructure connectivity or capacity building. 
This can impact how firms relate to the local population and 
affects how firms might interact with the local government. 
Firms may want auxiliary projects—like infrastructure—to 
support their main project. These infrastructure projects 
take the form of rail, road, or sea export routes; ICT infra-
structure; or basic waste removal. Companies will invest if, 
despite the risk, relations, and expectations, the expected 
return on their investment brings positive profits or some 
other value or benefit. 
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of mixed-mandate projects. These include public-private 
infrastructure projects, low-carbon investments, and de-
velopment projects. Much emphasis is put on each of these 
projects and the optics surrounding their narrative, in which 
wholesome projects are pitted against dirty extractive or ex-
ploitive projects. But the nature of the project does not neces-
sarily make its stakeholders less profit driven. Firms can be 
motivated by more than just profit. 

In this new generation of investors and companies, the firm’s 
objective function becomes more complex. Market share, so-
cial responsibility, visibility and optics, and partnership have 
become value drivers along profit-driven motives. A debate 
continues to rage about the role of customer relations ser-
vices (CRS) and customer management systems (CMS) and 
“greenwashing” in companies that have any stake or role 
in the low-carbon market, sustainability, or infrastructure 
projects. These developments missing from the traditional 
extractive companies and profit-driven firms in the natural 
resource literature. This shows that within the pre-existing 
term there is a shift in how the model might fail to account 
for the exchange relations between a new era of companies. 

State Actors
Governments outside of the project host country have an 
interest in investment progress—or sometimes they have 
an interest in their disruption or end. Geoeconomics—the 
way state actors can use economics to impact change or rela-
tionships among other state actors—is at the heart of this. 
Projects can reflect relationships among states or can be 
the foundations for deeper relationships. Outside countries 
might compete for primacy in the project host country or re-
gion as a part of a broader geostrategic statecraft [14]. This 
competition accompanies the licensing, regulation, and re-
quirements of a project: one external state actor might have 
a secure financial payoff but higher requirements for the 
project country, while a competing state might have a riskier 
financial invective but lower regulations [15]. 

One must consider the immediate payoffs and costs along 
with the long-term situation [16]. Stakeholders and govern-
ment elites might be won over by easy money and low re-
quirements from elites for a project in the short-term, but 
that very same lack of transparency and rigor could eventu-
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require heftier regulation but the promise of a longer-term 
gain [17].

What should stakeholders facing competing incentives do? 
If external governments have a particular long-term inter-
est in winning over the project host country, they might go 
to significant lengths to draw the host country away from 
a geoeconomics adversary, such as the battle between the 
European Union and China for influence in the Balkans 
and Central and Eastern Europe through investment in in-
frastructure projects (China and the EU), opportunities to 
deepen trade cooperation (primarily the EU, but some Chi-
na), or access to lending markets (primarily the EU) [18]. It is 
worth considering that external state actors can provide con-
ditioning effects—sometimes geopolitical or geoeconomic in 
nature, that also enter this equation. These manoeuvres are 
not about projects per se but changes the landscape in which 
projects take place [19].

A Variety of Lending Institutions 
It is perplexing that the current paradigm has no role for 
project money/financing sources outside firms. Lending in-
stitutions play a vital role in a project’s advancement or aban-
donment. Especially with riskier projects, a lending institu-
tion brings perspective to a proposed project by backing it 
or walking away. Lending institutions are sensitive to risks, 
but like most groups discussed, there are still distinguishing 
features amongst lending institutions: those with a more 
profit-focused mandate, and those with a broader mandate, 
like democracy building or resilience. 

Single-Mandate Lenders 
The single mandate lender already enjoys a broad inclusion 
in the literature and a space of recognition in the minds of 
readers. These are the global operators—big, recognisable 
names, like JP Morgan, Citibank, and Goldman Sacs. Most 
are a moving money force behind investment projects. A 
bank wants its part in the profit pie. But banks rarely tolerate 
highly risky situations. This is visible in the natural resource 
and project literature to date, and for the FSU and CEE re-
gion, it is highly visible in the actions of global lending in-
stitutions during the volatile 1990s (as well as the economic 
dips in the 2000s and 2010s, and for examples of western 
withdrawal, one need look no further than the mass depar-
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sia’s February 2022 invasion of Ukraine). 

Additional Mandate Lenders
While big lenders are starting to build certain projects into 
their portfolios and charters, some lenders have been doing 
this all along, like the European Bank for Reconstruction and 
Development (EBRD). These lending organisations facilitate 
projects that push the state(s), or the entire region toward 
sustainable, resilient development. Other entities include: 
the Asian Development Bank, the World Bank, and even the 
US-affiliated IMF. These lenders have supported states’ devel-
opment and advancement through funding projects that are 
assessed to bring an extra benefit to the project host country. 
Most of the projects through these development lenders are 
partnership projects with a set of co-hosts as stakeholders. 

One role contained within this group, among others within 
this paradigm, is to act as an anchor investor to pull in other 
groups and investors. Lending organisations with a broader 
mandate write these risks and requirements into the char-
ters, and they use that framework to assess projects in the 
region beyond a simple “is it profitable?” metric [20]. There is 
a question of profit, but also one of viability— “Will the proj-
ect be viable even if it isn’t immediately profitable?” There is 
also a sense of contribution—what does the proposed proj-
ect contribute to the host country? Is it filling an infrastruc-
ture need? Will the project be passed on to the host country 
government? Is there a difference between the builder and 
the operator? And with development-specific organisations, 
there is a desire for projects that will contribute to the short- 
and long-term development of a country, whether through 
connectivity, governance standards, labour regulations, or 
through encouraging SME and entrepreneurship. Using this 
wholistic approach, a broad mandate lending institution 
might approve a project that a traditional lending institution 
might overlook. Even if the broader mandate lender does not 
fund the project outright, they might work with the project 
leads to get the proposal to a point where it can be approved. 
Or the broad mandate lender might suggest revisions, 
amendments, or modifications to make the project possible 
to support. Returning to the anchoring concept: in practice, 
a green light and assurance from these lending institutions 
sends a signal to others. Their involvement changes the in-
vestment calculation for stakeholders on the fence by lower-
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stakeholder, and/or mitigating reputational damage. 

There is also a hybrid option. The investment world, par-
ticularly in low-carbon, development, and infrastructure 
projects, is witnessing the rise of special purpose invest-
ment vehicles (SPV) and co-financing consortiums between 
a spectrum of lenders. For example, a recent project that is 
the work of the European Investment Bank and EBRD, is be-
ing coordinated with private banks. These hybrids, together 
with the lenders, come with their own Principal-Agent re-
lationships. Lenders have reputations to uphold and share-
holders to keep happy. Participating countries want to put 
a best foot forward, but they are also competing for project 
funding. Firms working with lenders are balancing a desire 
for cooperation and outreach with their own concerns over 
risk. These lending actors still have complex objective func-
tions that must be accounted for in the paradigm. For ex-
ample, the Masrik-1 Solar Power Plant in Armenia is a $35.4 
long-term debt financing project through an SPV. The project 
is supposed to fulfil the EBRD’s own Green Economy Tran-
sition (GET) objectives and decrease emissions, while also 
meeting guidelines set out by the Armenian government’s 
Ministry of Nature Protection. The project is meant to assist 
with Armenia’s power transition and increase the country’s 
renewables potential while decreasing its reliance on natural 
gas from Russia [21].

The Complexity of the “Local Population” Angle

The body of literature on extractive industries and tradi-
tional extractive practices is vague when it refers to “local 
populations.” How should an outsider or a researcher con-
sider this term? How does the term capture, or not, the value 
of civil society, which ought to be front and centre in mo-
bilising response to government and external stakeholders? 
Does this term refer exclusively to resident citizens of the 
country where the project is taking place? How does it in-
clude (or why does it exclude) non-citizen residents, such as 
expats, migrant workers, and other groups at the local level, 
who may have more/less interest in the project or more/less 
power in facilitating or preventing a given project? How does 
the current label consider non-resident citizens, either a con-
sidered diaspora or a migrant worker population living out-
side the home country’s borders? 
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tion,” grouped by two variables: citizen/non-citizen; resi-
dent/non-resident. This gives four groups: a resident citi-
zen, which is perhaps the group that most readily springs 
to mind, and the one most frequently addressed in the 
current literature; a resident non-citizen, which would be 
a foreigner who is living and working in the country where 
the project is taking place; a non-resident citizen, which is 
a person who is living abroad from the country where the 
project is taking place, either comprising the diaspora or a 
migrant worker—this group could also come to include non-
resident non-citizens, but people who are part of a diaspora 
that strongly identify with the “home” country of heritage, 
despite never having been there or never living there; and 
finally, non-resident non-citizens, who do not qualify for the 
“local community” angle, but might be found as actors within 
the corresponding “external stakeholder” angle. (This group 
could also be interesting with respect to how it interacts with 
the local community at community action level, where so-
cial networks, friendship, and other connections matter in 
effecting change.) This is crucial in places like Central Asia, 
where the remittance money that non-resident citizens pro-
vide shape incentives and behaviours of the local population 
as well as the responses of the state [22]. And crucial in some 
part of the FSU, like Central Asia and some South Caucasus, 
are the remittance money that non-resident citizens provide 
to home. In some parts of Central Asia, remittances account 
for between 20–30% of GDP [23], which can shape incen-
tives and behaviours.

Figure 4: The “local population” angle, expanded.
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This is the most obvious group, which is chiefly mentioned 
in the extraction literature. These are locals whose land, 
lives, and livelihood are affected by projects—investment, 
construction, extraction—in their home country. At times, 
these projects might even impact their immediate region, 
town, or neighbourhood. The most local population can be 
impacted in positive and negative ways. On the positive, 
this population might benefit from labour opportunities; 
from increased attention (domestic and otherwise) in their 
region. Depending on the project, the investment and un-
derlying investment could bring new advancements to their 
area to increase connectivity, like ICT, transport, or energy 
infrastructure—even basic infrastructure like water [24].

On the negative, projects could bring a lowered quality of en-
vironment, from noise, air, or water pollution. Labour might 
not be distributed to the region. Beneficial infrastructure 
projects might cut through important natural resources or 
impact local land, water, or other access and use (e.g., World 
Bank on air pollution in Kazakhstan) [25]. Once begun, the 
effects of large projects might be far-reaching and difficult to 
reverse. For either of these, the most local population might 
go directly to their local government administration to peti-
tion (in the positive or the negative); they might try to apply 
pressure to the central government by, e.g., travelling to the 
capital city for singular or extended protest [26]. They also 
might interact with the outside stakeholders. Local commu-
nity leaders alone (or in conjunction with local government 
leadership) might try to meet with NGOs, businesses, or 
even representatives from organisations. 

The next level is a citizen population that is based in the proj-
ect country and that is not local to the project. This group 
has some different interests at stake, driven primarily by lack 
of proximity to the project itself. These are more likely reli-
ant on formal CSO to organise interests for those that fail to 
realise they have interests; whereas, in local areas, it can be 
that villages or towns call community meetings without the 
need for CSO facilitation directly. In this way the community 
forms a direct relationship with the investor, rather than via 
a CSO/NGO. The project, regardless of where it is located, 
still has some effect on this population, regardless of wheth-
er they realise it. But this group, too, can be broken into two 
sub-groups: those that live in large cities (especially the capi-



212 tal) and those that are in villages, away from large cities, but 
not close to the project. There is overlap, but also significant 
differences between the two. Tackling the large city/capital 
population first: A large city would be a non-capital city that 
still has a major population centre and is connected. In Po-
land, this would be a place like Katowice (a major mining re-
gion), or Kraków (with more low-carbon and tech start-ups). 
In Kazakhstan, this would be the difference between Astana 
(the capital) and Almaty (not the capital, but a major popu-
lation, financial hub, and cultural centre). Some countries 
in the region this research covers have only one major city, 
which is also the capital. Armenia, for example, has only Ye-
revan, but there are peripheral towns that are major extrac-
tive centres. These sub-groups are important because they 
introduce several important population characteristics. 

The capital city holds the seat of government. If there is a 
place to mobilise to get the attention of the central govern-
ment—like a sit-in protest outside the prime minister’s of-
fice, or the offices of parliament—the capital city is the place 
to be. Capital city residents have access to government. They 
also have readier access to outside groups, as most foreign 
governments have their primary representation in the capi-
tal city. Most NGOs, lending institutions, and international 
organisations will also have their primary offices in the capi-
tal city. Educational centres are more likely to be found in 
the capital city. All of this means fewer barriers to protest, or 
vocalisation of support/dissent of a project. Collaboration in 
the affirmative or the negative is easier. Grassroots organisa-
tion is likely to be easier and more readily available. 

Populations in major metropolitan areas that are not the cap-
ital city are a variation on the capital city. They have similar 
access in terms of connectivity and knowledge of projects, 
but they might lack the immediacy of a local on-the-ground 
population that will be directly impacted, unless it is a proj-
ect that will impact the country more broadly through a more 
externalised harm. 

Periphery populations are tricky. They might lack a lot of the 
fundamentals that prompt any sort of action in support or 
disapproval of a project. They might even be unaware that the 
project is taking place. If they are aware, they might lack ini-
tiative or feel that the situation does not impact them. They 
might not have the resources for mobilisation, or a call to ac-



213tion, or even the ready connectivity that such action requires. 
On the periphery, there could be few opportunities to make 
a show of power. This would entail travelling to the project 
site or the capital city—a hassle and time away from home, 
which may be deemed not worthy of the expense. There may 
also be a perception that their involvement is not necessary, 
and there is no reason to get involved—why bother? 

There is a big caveat to this: suppression of protest is also 
easier in capital cities, and the stakes are higher for the sit-
ting government. Protest might be quashed in particularly 
brutal or unsympathetic ways. Governments, especially in 
more fraught countries, might be concerned with regime 
survival. Dissent for a certain project might be hijacked by 
more extreme groups or co-opted within a political context, 
as in Uzbekistan and Tajikistan, where governments have in-
flated the risk of small factions of extremist groups to make 
an excuse to ban entire swathes of opposition [27]. On the 
other hand, capitals offer more social networks for residents 
to narrow the information gap, mobilise, and promote civil 
society activity. Each of these matters in terms of changing 
the decision-making calculations of the governments and 
the local population. Both actors must consider incentives, 
payoffs, and risks of acting or not acting. 

This paper considers the local population within the para-
digm and attempts to expand the small angle. But the full 
spectrum of variation is much greater. While this is beyond 
the scope of the paper, it would be a place of further research 
to try to understand how cultural practices, background, and 
a sense of agency or denied agency might manifest, as well as 
how local populations or individual actors might understand 
their relationship to a given project [28]. Certainly, there 
is much to suggest that the actions of an individual, or the 
emergence that arises from the collective action of a group of 
individuals, has a tough time being boiled down into a para-
digm of exchange relations. Still, by exploring the various 
groups and some of their interests, this paper tries to intro-
duce some of the ways to bring nuance to the “local popula-
tion” angle and expand it beyond the current definition. 

Citizen, Non-Resident Persons
Diasporas are an important mobilising community recog-
nised by their original home countries and adopted home 
countries alike [29]. There are many reasons why citizens 



214 might be temporarily or more permanently outside of their 
home country: work, studies, emigration, family are a few 
examples of non-resident communities. Each comes with its 
own qualifiers and reasons for engagement (or non-engage-
ment). A migrant worker community might have interests 
in a project, especially where labour opportunity or regula-
tions are involved [30]. Students could have the education 
and foreign experience, and community to mobilise abroad 
to bring attention to an issue at home. A diaspora population 
from individual or family emigration might very well have 
more interest and power from abroad given their differing 
networks, possible higher salary, and outreach options, than 
a resident citizen population. But a non-resident population 
would not be directly affected by the project (unless they 
had family still living in the affected area). Therefore, their 
incentive for involvement would vary based on personal cir-
cumstance or trends. Still, those working abroad are a source 
of remittances for home country GDP and home connection 
spending; as such, those non-resident citizens are contribut-
ing to the state of constraints which govern the behaviour of 
other stakeholders, most of all the government and locals.

Non-Citizen, Resident Persons
Absent from the extractive-resource literature are non-cit-
izens who are resident in the project host country. These 
could be expats, foreign workers, students, spouses, or chil-
dren of citizens who have re-located, long-term tourists, or 
even displaced persons. They are likely to be a small fraction 
of the population, but that does not mean their voice need be 
small or ignored. Foreigners might be especially vocal and/
or feel empowered or capable of exacting change, especially 
if they are able to successfully use voting, protest, or other 
means to affect change in their home country. They could 
be a force to begin inroads with NGOs, especially if those 
NGOs are from their home country. Non-citizen residents 
might also, depending on the country, feel secure against 
equivalent government crackdown that citizen residents 
might feel. The platform of non-citizen residents might also 
be larger if they are able to travel to their home countries 
and mobilise there—an option that citizen residents might 
lack. The reverse could also be true, Russians in Georgia, for 
example. They also might be more likely to be engaged by in-
ternational organisations in the country, such as the UN, the 
World Bank, or the OSCE. 



215Missing: Aid organisations, non-governmental organ-
isations (NGOs)

How should aid organisations be included in this sketch of 
stakeholders? These various actors, introduced below, could 
be grouped as organisations providing “aid,” which could in-
clude linking with project initiatives and investments. These 
would include things like Aga Khan Development Network 
(AKDN), the Gates Foundation, Soros’s Open Society Foun-
dations, but also government-affiliated aid arms like the 
Canadian International Development Agency (CIDA), the 
US Agency for International Development (USAID), and the 
Japan International Cooperation Agency (JICA). These, in 
turn, are different to International Organisations, like the 
OECD, which provide best practices for things like lending 
and public-private partnership. And what about NGOs, often 
representatives of civil society and civil society issues with a 
stake—but not an investment—projects. 

Aid Organisations

Government-affiliated 
Direct, official, state actors, are obvious sources of aid. They 
operate through bilateral and multi-lateral relationships, 
high-level meetings, public agreements, and press state-
ments. In addition to these tools, state actors can affect 
countries’ internal workings through direct aid (ODA) and 
through government-affiliated aid organisations. Organisa-
tions like CIDA, USAID), and JICA are government-affiliated 
arms that facilitate aid disbursal and project management 
abroad, including in the FSU and CEE. But these govern-
ment-aid groups operate differently than a high-level meet-
ing. They are another instrument in the toolbox of govern-
ments; their mandate is aid-centric, not government-centric. 

Aid missions can act as an element of soft power held by 
state actors [31]. Like broader mandate lenders above, many 
projects are in partnership form. Despite contributing to the 
interests of a state power, aid organisations retain a degree 
of autonomy. Therefore, they are listed separately. The way 
that a US government official visits with a host country and 
its government, promotes the visit’s talking points, and is 
publicly accountable to that visit, its publicity, and the mes-
sage it sends, is distinguishable from the operations of an 
on-the-ground aid agency, which has a mission of aid relief 



216 and local project support. The two can interact, as many ele-
ments in this angle do, but they are separate. This also af-
fects their Principal-Agent context. An aid agency could be 
considered an agent of a principal—the government they 
represent. Sometimes, the aid organisation and the govern-
ment will work in tandem as the principal, with overlapping 
interests, with a local group the agent. The particular context 
and goal matters. 

Like state actors, official government aid has a key role in 
propelling progress. They often work closely with govern-
ment organisations to promote the specific elements of 
policy recommendations. Consider the importance of the 
US Department of Labour on the issue of cotton slavery and 
child labour in Uzbekistan: it took a combination of trade 
regulations and barriers put up by the US trade office, policy 
recommendations and high-level meetings and visits from 
the US Department of Labour, and on the ground support 
for improved projects by USAID to help bring about a change 
[32]. These are separate ways of addressing the problem, 
but they work toward a common cause. Each strategy might 
work separately or together on other angles of the paradigm. 

Private Foundations
Outside government-affiliated aid organisations, there are 
also private organisations and foundations as part of the 
mix. These are a hodgepodge. In some cases, these are closer 
to the banks described above, in others more like DFiD and 
in others like NGOs. The role of government-aid organisa-
tions in terms of their financial involvement in certain proj-
ects cannot be understated. But other organisations, like the 
AKDN and the International Development Research Centre 
(IDRC), the Gate’s Foundation, and Soros’s Open Society 
Foundations, among others, are huge contributors. Like 
government aid, these private foundations come complete 
with local networks, offices, on-the-ground missions, and 
regular stakeholder engagement. But the line between public 
or government-funded work and these private foundations 
is blurry. Their executive boards might include government 
representation. Private organisations might have a broad 
and diverse representation in their team or be quite region 
or country specific. 

The role of private foundations within the exchange relations 
paradigm is like government-affiliated aid organisations, or 



217even private companies: conceive an idea, pursue it, and work 
with the local government and local population to enact that 
idea. Private foundations are not profit-driven, which distin-
guishes them from firms. But they are private, which brings 
in a comparison of agility in movement. Private companies 
are not bound by the same public actions and accountability 
to citizens as state actors and international organisations can 
be. Private foundations also have a great deal of flexibility in 
choosing the tasks they take on. But back to the relationship: 
private foundations might have a physical presence in the 
host country. They might employ citizens in the host coun-
try (exclusively or at least in addition to employees from the 
foundation supporter’s primary base). Private foundations 
can collaborate closely with the host government at various 
levels without being bound by the same constraints as a state 
actor. If they so choose, some private foundations also have 
the resources to work with the local population on a closer 
level. Within the “external stakeholder” angle, private foun-
dations can cooperate with, share information with, or assist 
any of the groups mentioned. They might work closely with 
their home country’s aid programme or meet with diplomats 
from their home country. They might help or a platform to 
local or international NGOs. Private foundations might even 
cooperate with select private companies that fit the profile of 
the foundation’s mission. 

International Organisations 
Mix governments, lending organisations, aid organisations 
something emerges that begins to approach, but does not 
reach, non-lending international organisations. An interna-
tional organisation will not necessarily provide investment 
money. It will not necessarily be a source of direct political 
pressure, like a state actor would be. It is not an aid organ-
isation. Nor is it non-governmental, because international 
organisations are backed by governments and governments 
have an official presence through diplomatic missions to the 
organisation. And those governments bring their needs, re-
quirements, and visions to the organisation of choice. In its 
role, an organisation can set forth a set of requirements a 
project must follow to receive a certain certification that is 
favoured by banks (a sort of currency of viability). Organ-
isations are secondary spaces for state actors and lenders to 
work through, a platform for meetings and discussions that 
have slightly less focus than bi-lateral meetings and visits, 
but with plenty of back-room conversations that signal a 



218 country’s displeasure of their priorities. International organ-
isations often offer frameworks, best practices, and interna-
tional norms that other stakeholders can reference in their 
dealings with project host countries. There can be benefits 
to joining international organisations—a sort of stamp of 
approval—while being left out can bring costs. This has im-
plications for the Principal-Agent relationship for members 
and aspiring members, as well as co-operating stakeholders 
(and those seeking other avenues). 

Within the paradigm, there is a lot of overlap and association 
for international organisations within the “external stake-
holder” angle. But inclusion of international organisations 
in the broader paradigm also impacts the host government 
and the local population. Starting with the host government: 
membership in the international organisation can bring cer-
tain benefits, like increased FDI [33]. This, among other ben-
efits, can be a highly incentivising tool to socialise a coun-
try to meet certain standards and requirements within the 
extractive infrastructure project goal [34]. The World Bank, 
World Trade Organisation (WTO), and World Health Organ-
isation (WHO) have put out extensive reports detailing the 
role of connectivity and membership in facilitating better 
cooperation between member states and potential member 
states [35]. Aside from this, once a member, the platform to 
facilitate complaints, vocalise concerns, or help set and con-
tribute to the priority agenda is vital to a government to act 
out its state-ness [36].

The local population can also feel the effects of membership, 
non-membership, or the membership accession process. 
They can support or refuse a membership. Should they sup-
port membership, the local population can rally in support 
of membership and/or vote politicians into power. The local 
population could also protest a membership of which they 
disapprove. Once a member, the local population has a place 
and list of things to keep the government accountable. They 
also have a place of recompense where they can plead their 
cause (e.g., The World Bank’s International Centre for Set-
tlement of Investment Disputes), should the host country 
government be unable to effectively redress or even address 
their complaints to begin with.

Non-governmental Organisations (NGOs)
The final group in this bracket is non-governmental organ-



219isations (NGO). Like private aid groups, NGOs are tricky to 
pin down. A defining feature of NGOs in this paradigm of 
exchange relationships is how broad the variation can be 
among the NGOs at the country-to-country and regional 
levels. They overlap with the previous groups while being 
separate from these groups. They are not investors: some 
are not investing in projects. Indeed, most operating in the 
FSU and CEE space represent civil society interests of one 
form or another, especially the interests of the local popula-
tion. These are not lending groups, though they can facilitate 
funding from private donors and act as a conduit for grants 
and loans. They are not government organisations, though 
some might receive funding from one or more governments 
or apply for specific government grants to fund their cause. 
They are not international organisations, though they might 
cooperate with international organisations, or their purpose 
might be to champion the findings or policy recommenda-
tions from one or more international organisation. An NGO 
might be specific to a country, and not exist anywhere else. 
Another might exist in a handful of countries with a com-
monality (e.g., the Black Sea NGO Network (BSNN) or the 
South Caucasus Network of Human Rights Defenders). Still 
another might be present in the entire region, and even in re-
gions not covered by this research, as part of a global goal of 
outreach on particular subjects, for instnace, climate change 
or human rights. 

Even within NGOs, there are three groups to consider: ex-
ternal NGOs (international), local NGOs, and hybrid NGOs, 
with a local-external crossover or cooperation. Like some of 
the groupings above, the distinction between each impact 
how the NGO will relate to external stakeholders, the gov-
ernment in the host country, and the population of the coun-
try affected. 

External/International: Doctors without borders. Oxfam. 
Greenpeace. Human Rights Watch. International Res-
cue Committee. These are some immediately recognisable 
names of international NGOs. Each has its own focus or a 
combination of issues it addresses. There is no shortage of 
NGOs—big and small—focused on energy and extraction. 
(There are fewer focused specifically on “infrastructure,” but 
plenty that address ecological issues more broadly, many of 
which are impacted by infrastructure.) NGOs offer some of 
the slickness of private groups with the reach and mobility 



220 of government-led groups. They can be agile, but their net-
works are extensive. They usually have the benefit of hav-
ing a large number of volunteers at their disposal to mobilise 
on a certain issue. The volunteer aspect also lends credibility 
and brings a passion to the work. It is more than just a job. 
The optics of NGOs tend to be quite good—better, usually, 
than governments and without the self-serving deliverance 
of private companies. 

In the exchange relations paradigm, NGOs play a vital role. 
Few NGOs “side” with private companies—at least certainly 
not those deemed to be soulless. And where the environment 
and development issues are concerned, NGOs tend to side 
more with “progressive” issues. Still, NGOs will collaborate 
with private companies, international organisations, and 
even state actors. But more important, one must consider 
the way NGOs interact with the local government and with 
the local population as well as when NGOs can become po-
tential investors. There are many incentives at play here: gov-
ernments might try to align with NGOs they perceive to be 
popular on issues. Governments might also try to influence 
NGOs into adopting strategies/policies that align with gov-
ernment preferences. The same applies for big international 
funding organisations. NGOs themselves are agents to the 
principals—donors, philanthropists, and head offices.

Local NGOs: Local NGOs can be grassroots organisations or 
even local government led. Beginning with grassroots level: 
Local NGOs will be organised by the local population. They 
can be small but mighty, and they are very driven as the is-
sue or project affects them directly. They also know the coun-
try’s ins and outs, its mobilising networks, and they should 
be more aware of the laws governing NGOs in the country. 
Rules on domestic NGOs will vary from country to country. 

At the government level, the government can create official 
NGOs. These have the benefit of government support and 
can act efficiently outside the country’s borders. These have 
the downside of being government-directed, and so their 
focus might compliment, rather than challenge, the official 
government line on a topic. Both groups of local NGOs could 
be places where the local population could turn to assist 
with a complaint or with a project they want to see go ahead. 
Here, the Principal-Agent relationship can take many forms, 
depending on context, some in which NGOs act on behalf of 



221the local population, which are also financed by an organisa-
tion affiliated with a foreign government (like USAID); and 
some in which NGOs can act on behalf of the local govern-
ment. For their part, NGOs can gain or lose reputation for ef-
fectiveness, funding to expand their project outreach, if they 
have a mission, and influence. 

Hybrid NGOs and Other Combinations: Hybrid is the space 
for external-local cooperation. This could take the form of 
a large international NGO that has an on-the-ground office, 
employing residents, as part of its mandate within the coun-
try. It could also be a situation where a small, local NGO is 
cooperating with a larger external NGO that does not have a 
presence in the country, or who has presence in-name-only, 
with no large team or field office. This secondary cooperation 
could include funding. The hybrid model is tricky in coun-
tries where NGOs are less welcome. The extent and embed-
dedness of civil society in different countries can function as 
a conditioning factor to predict the success, failure, or influ-
ence of NGOs; for example, Kyrgyzstan, which has a highly 
active civil society, is home to many more influential NGOs 
than a country like Tajikistan. This can also be impacted by 
other factors, like geographic location, accessibility, and con-
nectivity. Some governments, like Russia, have enacted “for-
eigner rules,” and these can extend to foreign cooperation, as 
famously done in Russia in the 2010s or Hungary in 2017—
laws that have been replicated in other countries, through 
foreign declarations, tax laws, and other means [37].

Rethinking the Paradigm

The three angles of the triangle do present an attractive par-
adigm. So far, this paper has outlined their use, explained 
their internal complexity, and introduced directions for ex-
pansion. As introduced at the outset, the Principal-Agent re-
lations are complex around major project investments. This 
research is outlining it in this way because by rethinking this 
I can show you a holistic picture of these exchange relations 
around one or more stakeholder events. Returning to the Rio 
Tinto mine in Serbia from the introduction: How could one 
make sense of this? Within the classic triangle, we have the 
government (Serbia), the local population (Serbian popula-
tion protests), and the investor (Rio Tinto). It looks some-
thing like this:
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Figure 5: The mining deal through the triangular paradigm using the 
triangular paradigm of exchange relations among stakeholders found on 
p. 6 in Buur et al., which the authors note draws on Korten (1980); Whit-
field and Buur (2014); Whitfield et al. (2015), and Buur (2015).

How do we introduce the EU-Serbian context? Or the green 
groups that joined and helped mobilise the Serbian popula-
tion protests? Where does the Chinese project enter in, and 
the general competition between the west and China for 
dominance in the Balkans? There was no “local exchange 
deal” between Rio Tinto and the Serbian population, but the 
population went to the government to protest, not Rio Tinto. 
Though there were compatible interests present between Rio 
Tinto and the Serbian government, the deal broke down. 

The Principal-Agent approach frames this differently. At the 
outset, it seemed as though the Principal was Rio Tinto, a 
powerful and wealthy western mining company. Or the EU 
interests in gaining an edge over China would triumph. Even 
the Serbia government had lots of gain by courting local 
regional companies and accepting cash to salve its budget 



223woes. But in the end, the Principal was the Serbia popula-
tion and the pollution concerns of the green groups that won 
out overall. Considering previous literature on the changing 
landscape—figurative and literal—and interactions of local 
population with these larger projects, this makes sense (for 
now). Since Rio Tinto has legal means at its disposal that it 
could pursue, a sketch of the situation looks like this:

Figure 6: The outset of the mining deal.

Figure 7: The end of the mining deal.

The saga is ongoing. Rio Tinto might appeal to legal mecha-
nisms—rule of law and property protection—to uphold the 
deal. The Australian company could also put pressure on 
the EU by using the threat of Chinese influence in the Bal-
kans. The new Serbian government, which did not want to 
face elections against the scenes of road blockades and ac-
cusations of putting foreign money above local issues, might 
back down and re-issue the license now that election season 
is over. The environmentalist groups have promised they will 
keep protesting until all lithium mining is banned, and less 
dedicated local groups might shy away from such extreme 



224 claims. The context changes, and the actors respond to the 
new context, as illustrated by the Principal-Agent paradigm. 

Conclusion: Just the Beginning 

Each of the angles in the original triangular paradigm con-
tains its own micro-biome: diverse groups interact within 
it, thereby creating a unique climate. Similarly, each of the 
groups interact separately with the other groups within the 
corresponding angle. This is important because broadly, 
the interaction between the government and investor indi-
cates one type of relationship/interaction (as in Buur et al., 
who detail these interactions). But an interaction between 
“central government” (contained within the “government” 
angle) and “western-based company” (contained within the 
expanded “investor” or “outside stakeholder” angle) could re-
sult in different dynamics and outcomes. 

Different variations could even pit sub-groups against each 
other: an unpopular local project with highly localised eco-
logical damage but a high payoff for the company and coun-
try coffers might yield a divide between a central government 
(“elite/government”)-company (“external stakeholder”) al-
liance against local administration (“elite/government”)-
western-NGO (“external stakeholder”)-international organ-
isation (“external stakeholder”)-locally-based population 
and diaspora population (“local populations”) groups. At 
this point—which group emerges as the victor? Does success 
in these relationships become a matter of stacking up how 
many allies each side has? Does one group or sub-group have 
the final say in a project’s success or failure? In other words, 
under what conditions are actors in projects, with power, 
constrained to act in efficient ways or even in the public in-
terest? These are questions subsequent research will address, 
explore, and respond to with help of the framework.

This paper has made an argument to expand the triangular 
paradigm of exchange relations that is found in the resource 
extraction literature in line with calls to bring more cohesion 
to the paradigms researchers use to understand the grow-
ing stains of literature on extraction in the present era. As 
a part of this argument, the paper has laid out the spaces 
for expansion, such as the real parameters, constraints, and 
the complexity of the relationships, which are often overlap-
ping. The paper has begun to explore, within these actors, 



225groups, and relationships, the incentives, and barriers to act 
within the dynamic political economy model that underpins 
the project vision, completion, and success or failure. As a 
part of these three goals, the paper has named and detailed 
the various parties to a project, and the ways each of those 
groups relate to the project and relate to the other angles of 
the exchange relations among government, population, and 
external stakeholders. It has identified places for further re-
search in the individual actions and motivations or group 
dynamics that would require more in-depth ethnographic, 
anthropological, or case-study work, which is unfortunately 
beyond the scope of this paper. 

If this paradigm is to be adaptive to the new low-carbon situa-
tion, researchers and policy makers could consider swapping 
out the term “investors” for “external stakeholders” to reflect 
the wider variety of non-company actors that play such a vi-
tal role in project vision, funding, and completion. A place 
needs to be found for NGOs. The paper has articulated the 
underlying complexity of the simplified triangular paradigm. 
It has explored whether that simplified paradigm might pre-
vent researchers from understanding how the world works in 
specific contexts and/or whether there are other conditions 
and parameters in which the simple version might not be the 
most efficient choice. It has suggested a Principal-Agent re-
lationship paradigm as the least constrained, most general-
isable way to consider the relationship among stakeholders, 
even within inner-angle relationships. 
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Abstract
This paper explores the gradual yet significant shift towards au-
tocracy in China during the 21st century by drawing from theo-
retical literature on autocracy and China-specific studies. After 
identifying the key drivers of this transformation, the research 
concludes that Hu Jintao was primarily responsible for revers-
ing China’s democratic transition while Xi Jinping accelerated 
authoritarian backsliding, which contradicts the popular view 
among Sinologists that the latter is solely to blame for both phe-
nomena. To determine this, special emphasis was placed on do-
mestic economic and socio-political changes and power consolida-
tion within the Chinese Communist Party during Hu’s and Xi’s 
tenures, comparing them with the relatively neoliberal policies 
implemented by their predecessors. Therefore, this paper also 
shows how the China-specific case study contributes to existing 
theories about authoritarian consolidation and democratisation 
worldwide. In doing so, it addresses the once-prevalent, mis-
guided view that China would politically evolve like South Korea 
and Taiwan instead of pre-World War II Japan and Turkey, and 
determines that increased geopolitical relevance often instigates, 
instead of hinders, authoritarianism. The latter contribution is 
especially salient as the causes of authoritarian backsliding have 
not yet been explored extensively by the academic community.

Introduction

China’s evolution from economic backwater to superpower 
has stunned experts not only in its meteoric growth, but also 
its authoritarian consolidation since it was largely expected 
to democratize. Therefore, they have sought to examine why 
this happened, with many attributing it to Xi Jinping’s ac-
cession in 2012. Such predictions highlight a wider assump-
tion within the existing scholarly literature: that autocrats 
will eventually grant their citizens more civil liberties. This 
assumption has exacerbated the dearth of literature on au-



230 thoritarian consolidation. This paper will make two main 
contributions; the first is a China-specific case study, which 
comprises arguments that Hu Jintao was more responsible 
for China’s backsliding than most critics currently acknowl-
edge, focusing on his authoritarian economic and internal 
security policies, whilst also emphasising how Jiang Zemin’s 
authoritarian tendencies in the cases of succession and the 
social credit system are largely overlooked. This analysis is 
also pivotal as it indicates how China will continue to evolve 
politically, which will have global impacts given its sizable 
economic and political capital. The second contribution ad-
dresses how China’s backsliding serves as an example for 
authoritarian consolidation generally, arguing that internal 
uprisings and increasing power abroad can significantly pre-
cipitate this. This paper constitutes an important contribu-
tion to the debate on how increased authoritarianism around 
the world might impact global affairs in the 21st century.

Methodology

This paper will use qualitative methods to extract data, with 
a specific focus on using articles found on JSTOR and Google 
Scholar, in addition to press statements from the Chinese 
Communist Party (CCP). The paramount strength of this re-
search effort is the breadth of the range of papers which were 
analysed, both regarding the authors themselves and their 
viewpoints, which was made possible due to the free access 
to the websites. Additionally, many of them were written by 
experts and subsequently fact-checked, thus ensuring that 
the empirical evidence obtained to write this paper is factu-
ally correct, a view which is corroborated by Jensenius “the 
benefits of GS [include] the reliability and consistency of its 
citation counts” [1].

This paper largely avoids synthesizing data from blog posts, 
news articles, or opinion pieces, to maintain the quality of 
information the paper, although it took quotes from inter-
views which were uniquely conducted by these outlets. Typi-
cally, these sources are not reviewed to the same extent and 
are presented to persuade, not inform, as demonstrated by 
Otto: “concepts like soft news or infotainment lack concep-
tual clarity” [2]. However, the number of papers regarding 
the conditions for general authoritarian consolidation are 
limited; consequently, this paper’s contribution on the sub-
ject is written without derivation from other sources.



231Having explained the specific advantages of this paper’s 
methodology, the exact research process will be outlined. 
After compiling a list of articles which have related titles to 
the topic at hand, they are thoroughly reviewed, and any rel-
evant arguments and supporting facts are typed and added 
to the case file. Common themes and conflicts between them 
are identified, and the latter are explored further until one 
side appears to be more convincing than the other. This is 
often determined by finding that a source ‘cherry-picks’ its 
evidence to make its argument more convincing––excluding 
data which undermines it [3]. These flaws are thus addressed 
in this paper while the common themes are briefly stated, a 
crucial part of its overall contribution. However, due to the 
opaque nature of the CCP’s affairs, it is relatively difficult 
to determine precise details of certain events mentioned in 
this paper, such as the internment of the Uighur population. 
Therefore, estimates based on drone footage, eyewitness ac-
counts, etc. are used instead, thus mitigating the impact of a 
challenge to this research process.

Literature Review
A popular view in the relevant scholarly literature is that Hu 
Jintao followed in the footsteps of Jiang Zemin and Deng 
Xiaoping by liberalizing the economy and granting China’s 
citizens greater political freedoms, and it was Xi Jinping who 
initiated authoritarian backsliding. Some of the criteria are 
assessed to support this view; papers such as Shirk’s China in 
Xi’s “New Era”: The Return to Personalistic Rule heavily empha-
size social reforms in particular, and frequently point to the 
introduction of Xi Jinping Thought (XJPT) and curtailment 
of freedom of expression as evidence [4]. By contrast, other 
papers primarily analyse the structure of Chinese leadership, 
and the mass purges during Xi’s ‘anti-corruption’ campaign 
and his abolition of two-term limits on his presidency are 
often referenced to this end [5]. To buttress this argument, 
most of them also note that Hu launched the most ambi-
tious intra-party democracy campaign and gave significant 
responsibilities to senior members of the Chinese Commu-
nist Party (CCP). There are also papers such as Sinkkonen’s 
Dynamic Dictators: Improving the Research Agenda on Autocra-
tisation and Authoritarian Resilience, which incorporate both 
aspects in their assessments [6]. 

However, there is relatively little focus on Xi’s domestic eco-
nomic reforms, which this paper argues is due to their case 



232 being weakest by this metric. Of course, there are exceptions; 
it is briefly addressed in Tsang’s Has Xi Jinping Made China’s 
Political System More Resilient and Enduring? and Whyte’s 
China's Economic Development History and Xi Jinping's 'China 
Dream': An Overview with Personal Reflections. These point 
out that Xi significantly increased subsidisation and warned 
private companies that they must ‘obey the Party’ if they 
wanted to keep their dominant economic positions, among 
many other measures [7].

Conversely, experts such as Dan Blumenthal have argued 
that authoritarian backsliding began under Hu whilst large-
ly agreeing that it has accelerated under Xi; yet they place a 
disproportionate emphasis on China’s assertiveness abroad 
instead of the underlying increase in political and economic 
control to prove this [8]. Nevertheless, they argue that while 
Hu did advocate for more intra-party democracy, the neo-
Marxists ended up emerging victorious from these efforts. 
They demanded not only greater state intervention in indus-
try (which these scholars mainly highlight by referencing 
Hu’s large subsidies for ‘strategic’ sectors) but also a return 
to Maoist crackdowns on dissent and personalistic rule. 

Guo’s China in the Twenty-First Century and Xing’s Hu Jintao’s 
Political Thinking and Legitimacy Building: A Post-Marxist Per-
spective further detail how Hu implemented the neo-Marxist 
economic agenda; namely, by slowing down the privatisation 
of China’s manifold state-owned enterprises SOEs [9-10]. 
Additionally, papers such as Taylor’s China’s Digital Author-
itarianism and Brussee’s Social Credit: The Warring States of 
China's Emerging Data Empire reference the inflection point 
of social repression that occurred under Hu’s, and to a lesser 
extent Jiang’s, tenures [11-12]; Lim’s Explaining military re-
forms under Xi Jinping: military effectiveness, power consolida-
tion, and party-military relations in China, Wei et al.’s Layering 
Ideologies from Deng Xiaoping to Xi Jinping, and Choi et al.’s 
From Power Balance to Dominant Faction in Xi Jinping’s Chi-
na give a host of reasons why Hu initiated centralisation of 
power to a considerable extent [13-15]. Moreover, those who 
propose that authoritarian backsliding began under Xi tend 
to overlook Hu’s adamant resistance to greater liberalisation, 
which is epitomised by his censorship of Wen Jiabao’s (his 
own premier’s) advocacy for an independent judiciary and 
more public input into government affairs [16].
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ian backsliding in the 21st century has become more relevant 
than ever. As China becomes increasingly dominant on the 
world stage, its domestic policy will have ever more ramifi-
cations for global economy and security. For example, the 
championing of Chinese (SOEs) by the CCP will deepen ani-
mosity between China and defenders of free trade (primarily 
the United States). Moreover, greater centralisation of Chi-
nese political influence can lead to more policy blunders, as 
shown by the economic downturn following Xi’s restrictions 
on the property market in the form of the ‘three red lines’ 
and his ‘zero covid’ campaign, which have created sizeable 
dents in global trade. Since there is still a moderately pow-
erful pro-Hu bloc within the CCP, determining its stance on 
authoritarianism would be helpful to forecast potential sup-
port for autocratic proposals and their possible codification 
into law. China’s authoritarian backsliding also holds signifi-
cance as a case-study for a similar global trend, to demon-
strate why and how it happens, and hence provide solutions 
on how to mitigate it. 

The latter contribution is especially important due to the 
lack of existing literature on the subject, as there is an under-
lying sense of optimism in the relevant scholarly literature 
that authoritarian regimes will eventually become demo-
cratic. Moreover, most contemporary literature on authori-
tarian backsliding focuses on democratic countries, such 
as the United States and Germany, which they attribute to 
growing populist neo-nationalism among the public due to 
free trade [17-18]. These will not be analysed in this paper as 
their theses are largely irrelevant to the China-specific case 
study: China has no democratic framework, and its working 
class has benefitted from the rise of globalisation. Ben Rho-
des argues on Stanford’s World Class podcast that autocrats 
tend to consolidate their power when they are given excuses 
to do so, as shown by Vladimir Putin’s cancellation of gov-
ernor elections after the 2004 Beslan attacks, citing a ‘war 
on terror’ [19]. Similarly, Hu used the Jasmine Revolution as 
justification for increased surveillance on the Chinese public, 
and Xi eliminated many of his rivals, including Bo Xilai and 
Zhou Yongkang, from the CCP on dubious charges of cor-
ruption. Another cause for China’s authoritarian backslid-
ing––which is currently under analysed––is China’s growing 
power, as it can now violate civil liberties with impunity from 
the international order. This is particularly pivotal because 



234 it contradicts the conventional theory that integration into 
global economy generates state wealth and therefore democ-
ratisation, which was evidenced by the political development 
of South Korea and Taiwan. Arguments against this supposi-
tion are presented in Johnson’s The Democratisation of South 
Korea: What Role Does Economic Development Play?, Nilsson 
Wright’s Contested Politics in South Korea, and Auklend’s What 
factors facilitated the democratisation in Taiwan? [20-22]. They 
instead show that countries become more authoritarian if 
they keep their citizens happy, something which is proven in 
the China-specific case by Cunningham et al.’s Understand-
ing CCP Resilience: Surveying Chinese Public Opinion Through 
Time [23]. Ambrosio’s Beyond the Transition Paradigm: A Re-
search Agenda for Authoritarian Consolidation also points out 
that other countries can influence authoritarian backsliding 
through economic incentives.

This paper acknowledges that China has always been a Marx-
ist-Leninist autocracy in name; no Chinese leader has altered 
Mao’s label of China being a “democratic dictatorship” [24]. 
On the economic front, Mao Zedong’s plan to journey along 
the “long road to socialism” was directly echoed by Deng Xi-
aoping’s plan to “uphold the socialist path”, and all subse-
quent leaders have pledged to follow “socialism with Chinese 
characteristics” [25]. Nevertheless, this paper classifies the 
fact that Deng, and to a lesser extent Jiang Zemin, imple-
mented capitalist policies and allowed more public participa-
tion in politics, as liberalisation of China in practice. At some 
points, Deng even contradicted these socialist principles by 
postulating that “as long as the cat catches mice”, “it does 
not matter whether the cat is black or white” (i.e. irrespec-
tive of what economic system China adopted). Conversely, 
the reversals of such liberal attitudes, mostly under Hu Jin-
tao and Xi Jinping, are defined in this paper as authoritarian 
backsliding even if their ideologies have remained constant 
in name, and this paper therefore uses several metrics to 
measure such backsliding. 

The first is economic, most clearly evidenced by the extent of 
state-owned enterprise (SOE) domination of the economy, 
which will be examined in this paper by assessing subsidisa-
tion and their market share. As this is a relatively conten-
tious measure to assess, this paper argues that restricting 
businessmen from achieving prosperity––said prosperity be-
ing accomplished via free and competitive engagement with 



235their peers—is fundamentally autocratic in nature. Authori-
tarianism can also be assessed by analysing social policies, 
such as restrictions on civil liberties and glorification of the 
Chinese leadership. Lastly, centralisation of power, whether 
through increasing a leader’s number of allies in government 
or decreasing the number of overall decision-making staff, is 
a significant (and arguably the most important) indicator of 
authoritarian backsliding. After these three areas have been 
evaluated, this paper will conclude that while Xi Jinping ac-
celerated authoritarian backsliding, Hu Jintao, and in a few 
areas Jiang Zemin, were the leaders who initiated it.

To summarize, the overarching contribution of this paper 
is twofold: it emphasizes the work of those who believe 
that authoritarian backsliding happened under Hu, which 
is largely overlooked in the status quo, and points out the 
flaws of some of those who hold the conventional stance that 
overwhelmingly blames Xi for it. Moreover, it outlines what 
resources will be used to examine why authoritarian consoli-
dation happens generally, with several case studies in vari-
ous countries, something which is currently under analysed. 
Further reading on the empirical chapter includes Hidden 
Hand by Clive Hamilton and Mareike Ohlberg, which details 
the internal politics of China, and Getting China Wrong by 
Aaron Friedberg, which expands more on why China did not 
democratise. In addition, Cheeseman et al.’s The Rise of Au-
thoritarianism is Misunderstood – and it Matters expands more 
on the nature of authoritarian consolidation in general.

Empirical Chapter

Sinologists such as Elina Sinkkonen correctly point to the 
flurry of policies that Xi implemented to centralise his power 
as evidence that he was responsible for authoritarian con-
solidation. To this end, one of his strategies was reducing the 
number of people involved in CCP decision-making, as dem-
onstrated when he dissolved eight ministerial-level bodies 
and seven vice-ministerial-level ones to introduce ‘consulta-
tive democratic’ measures which strengthened executive au-
thority. Moreover, he reduced the control of those remain-
ing; whilst subnational expenditures had grown from 45% in 
1981 to 85% in 2013, Xi rapidly reversed this trend during his 
‘anti-corruption’ campaign, citing debt concerns alongside 
this [26]. He has created Central Leading Groups to overrule 
existing institutions, and diluted the premier’s power, nota-



236 bly by taking the position’s power over economic decision-
making for himself. Such consolidation was also present in 
the judiciary; he prevented local CCP figures from electing 
judges, reserving that right only for central or provincial CCP 
authorities [27]. This trend continued to the top of the CCP, 
as Xi designated himself as ‘core leader’, a role which Hu had 
never assumed [28]. In a similar vein, many experts repeat-
edly reference Hu’s attempts to introduce greater intra-party 
democracy. This included expanding the number of officials 
involved in foreign policy such that the Ministry of Foreign 
Affairs’ role in decision-making was diluted, allowing senior 
CCP figures to govern policy and build patronage networks.

Xi also consolidated power by filling CCP positions with loy-
alists. Out of the seven members of the Politburo’s Stand-
ing Committee, four are affiliated with Xi and one with Jiang 
Zemin (whose faction is pro-Xi). His accolades also occupy 
lower echelons of the Party, and by the end of his first term, 
they fill 56% of Politburo seats, 42% of provincial Party secre-
taryships, and 26% of provincial governorships. By contrast, 
Hu’s supporters made up a mere 33% in the four tiers of gov-
ernment by the end of his tenure, and had half the Standing 
Committee seats as Jiang did in 2007, although Hu had far 
more allies in the lower ranks than Jiang ever did [29]. Xi’s 
success can partly be attributed to his deposition of the third 
most senior CCP official, Zhou Yongkang, in December 2014, 
which deterred Party members from resisting his changes. 

However, many Sinologists also cite Xi’s decision to ignore 
the previous CCP constitution and stand for a third term 
as evidence that he initiated autocratic backsliding, an as-
sessment which ignores the nuance around the reasons why 
other leaders had stood down. The other leaders, particularly 
Jiang Zemin, had displayed tendencies of bending the term 
limits themselves, since Jiang served thirteen years instead 
of the customary ten as China’s General Party Secretary, and 
Hu Jintao held a seat at the Politburo Standing Committee 
for twenty years, half of which he spent as Secretary. Moreo-
ver, Jiang had even resisted the transition of power after his 
thirteen years in office ended in 2003, especially by retaining 
his positions of Chairman of Central Military Commissions 
of the CCP and PRC until 2004 and 2005 respectively [30]. 
Indeed, this subsequent domination of party affairs got to 
the point where the South China Morning Post commented 
“a new era has begun… it is not that of Vice President Hu 



237Jintao… it is a new era of President Jiang Zemin”. Experts 
such as Lea Shih have even suggested that Deng Xiaoping 
successfully extended his own ‘term limits’ as he was able to 
nominate both of his next two successors, thereby securing 
his influence within the party, and having enough allies to 
remain the de facto leader afterwards [31]. While this evi-
dence proves that Xi has certainly solidified his power within 
the CCP to an unprecedented extent, it demonstrates that 
the past three Chinese leaders had also made similar, albeit 
smaller, manoeuvres to cling onto power. 

Hu Jintao’s stance did not warrant the optimism of many 
contemporary experts that China would democratise, just 
as South Korea or Taiwan had [32]. When Wen Jiabao, Hu’s 
premier, argued that an independent judicial system and al-
lowing anti-government criticism would ensure that power 
"truly belongs to the people", only 23 party elders supported 
him, and Hu quickly censored these ideas [33]. Additionally, 
whilst Hu had not controlled the Party with the same au-
thority as his predecessors, he formalised party interference 
in the People’s Liberation Army (PLA) for the first time, al-
lowing party members to override commander-issued orders 
regarding military affairs [34]. 

Scholars such as Keyu Jin typically point to Xi’s extensive 
government purge, one of the most drastic in human his-
tory with 2.3 million CCP officials being removed by 2022, 
to demonstrate that Xi initiated China’s authoritarian back-
sliding [35]. Even though this figure is likely to have been 
inflated in party records to display Xi’s influence, purging a 
number close to that is staggering. The casualties included 
several high-ranking officials aside from Zhou, such as Bo 
Xilai (minister of commerce and Hu’s likely would-be suc-
cessor), Xu Caihou and Guo Boxiong (vice-chairmen of the 
Central Military Commission, or CMC), and Ling Jihua (Di-
rector of the General Office of the CCP under Hu) [36]. Xi’s 
control is so strong that he had Hu himself removed from the 
20th Party Congress, and attempted to downplay tributes to 
Li Keqiang, the former pro-Hu premier, after his death. Hu’s 
investigation of 1.53 million officials is not comparable to 
this, but he also went after high-ranking members including 
Zhang Wenkang (the health minister) and Meng Xuenong 
(the mayor of Beijing) [37]. More importantly, the fact that 
no significant government purges had happened under Jiang 
shows that Hu set a precedent for Xi’s actions.



238 Ironically, Hu’s campaigns for greater intra-party democracy 
resulted in the rise of the neo-Marxist faction, who called 
for greater social and economic authoritarianism. Of course, 
civil liberties had been brutally suppressed before either Hu 
or Xi came to power; for example, Deng had called for cen-
sorship since the early 1980s and approved the Tiananmen 
Square massacre, and Jiang began construction of the ‘Great 
Firewall’ in 1998. 

Despite this, the general trend of Deng’s and Jiang’s tenures 
was that of ‘resilient authoritarianism’ by allowing the pro-
motion of civilian grievances through village elections, civil 
society activity, and legal adjudication, and they created ap-
propriate policies in response. Hu had initially followed in 
their footsteps to the point where the year 2008 was appreci-
ated as the zenith of Chinese civil society, and had pledged 
the previous year that “citizens’ participation in political af-
fairs [would] expand in an orderly way.” [38]. However, when 
the calls for free speech and more accountability for local of-
ficials grew too loud for his liking, Hu reversed the party’s 
stance on ‘consultative democracy’ towards the end of his 
term since he feared that the people would eventually ask 
for concessions that would undermine the CCP’s suprema-
cy [39]. In addition, the democratic revolutions of the late 
2000s-early 2010s in the Middle East and Central Asia made 
Hu believe that the Chinese public would attempt something 
similar, as they did during the Jasmine Revolution. Hence, 
he appointed Zhou to carry out sweeping autocratic reforms, 
from improving internal security apparatus to changing 
court procedures.

Hu Jintao’s attitude is also evidenced by his media control, 
particularly when he faced criticism for his response to Tibet-
an unrest, the Sichuan earthquake, and the melamine milk 
scandal. A prominent turning point was when Hu silenced 
local human rights activists in the lead up to the 2008 Bei-
jing Olympics, as shown by the jailing of demonstrators Yang 
Chunlin and Hu Jia, to reduce the international attention 
on its checkered human rights record, setting a precedent 
for other authoritarian measures [40]. These included new 
restrictions on journalism and more severe punishments 
for those who violated them. He then launched a campaign 
in 2007 to ‘purify the internet’ which led to the formation 
of the Ministry of Industry and Information Technology a 
year later, which is still responsible for online censorship to-



239day [41]. His use of propaganda and ideological education 
was more extensive than Jiang’s as well, encompassing ini-
tiatives like the "Eight Honors and Eight Shames" and the 
"Core Socialist Values" [42]. Moreover, whilst authors such 
as Sinkkonen wrongly label the social credit system as Xi’s 
initiative––which rewards pro-Party behaviour with finan-
cial gain––it was under Jiang Zemin’s tenure that the initia-
tive was conceptualised, in line with his remark in 1995 that 
the CCP needed to “accelerate realizing the informatisation, 
automation, and ‘intelligenti-sation’ of economic and social 
management.” [43-44]. Meanwhile, Hu had significantly 
expanded the system from various local pilot schemes to a 
nationwide one, whilst also adapting it to distribute social 
services based on the rating individuals received. 

Xi has certainly carried out more authoritarian social re-
forms, such as prohibiting media and classroom discussions 
of universalism and the historical mistakes of the Party. In 
2016, he even ordered the news organisations Xinhua, Peo-
ple's Daily, and CCTV to pledge loyalty to the Party, and even 
himself [45]. He has also made unprecedented interventions 
in the everyday lives of Chinese citizens, cracking down on 
the use of cryptocurrency, youth gaming, celebrity culture, 
and ‘sissy men’. This only proves that Xi’s authoritarianism 
is not a rejection of Hu’s legacy, but rather a more extreme 
embodiment of it. Such social authoritarianism is also re-
flected in the cults of personality which these leaders build. 
In this sense, titles such as Shirk’s China in Xi’s “New Era”: 
The Return to Personalistic Rule are partially misleading, since 
Hu’s leadership had initially moved towards personalistic 
rule, even though Xi’s had lurched towards it. For example, 
4% of Hu’s speeches during his tenure highlighted his ideol-
ogy, ‘Scientific Outlook on Development’, whereas only 1% 
of Jiang’s speeches mentioned his ‘Three Represents’. In Xi’s 
first term alone, Xi Jinping Thought (XJPT) was referenced 
as much as Maoism (i.e., 4% of speeches) and it has since 
been added to ideology textbooks; some analysts even pre-
dict it to be as influential as Maoism or Dengism. Xi’s accel-
eration of ideological control is also evidenced by his demand 
that party members learn XJPT by heart and that copies of 
XJPT be distributed to schools, businesses, and other public 
areas, displaying a cult of personality which no other leader 
had shown since Mao launched his ‘little red book’ contain-
ing his own political proverbs [46]. 



240 Hu’s increase in personalistic rule from Jiang’s era, and 
Xi’s acceleration of such control from Hu’s tenure, is also 
shown by the content of their respective ideologies. Whilst 
the closest thing to social control that Jiang advocated for 
in his ‘Three Represents’ was to ‘represent the orientation 
of advanced Chinese culture’, Hu declared in his ‘Scientific 
Outlook on Development’ that he wanted to ‘continuously 
improve people’s ideological and moral quality’, and Xi’s first 
of his ‘fourteen achievements’ in XJPT is ‘ensuring Com-
munist Party of China leadership over all forms of work in 
China’[47]. The increasing personalistic rule of each Chinese 
leader is also complemented by a plea to Chinese citizens to 
embrace 'struggle', which is often correlated with authoritar-
ianism as the CCP uses societal issues as excuses to consoli-
date its power, and these calls increased under Hu to Maoist 
levels for the first time [48].

By contrast, although all three Chinese leaders demon-
strated authoritarian responses to human rights, Xi took an 
unprecedented hardline stance when it came to repressing 
protests and minority freedoms, prompting Xu Chenggang 
to say in an interview with The Guardian that Xi is presiding 
over a ‘comprehensive shift from authoritarianism to totali-
tarianism’ [49]. Even though Xi’s actions are difficult to as-
sess due to the lack of CCP data on this subject, forcing this 
paper to rely on eyewitness accounts, drone footage, and the 
estimates of others, the conclusion from these is somewhat 
clear. For instance, punishments including torture, organ 
harvesting of prisoners, and sudden disappearances had al-
ways occurred in periods of unrest. 

Wheras Jiang and Hu Jintao had subjected thousands of 
prisoners to these measures when responding to riots in 
Urumqi and Tibet and persecuting the Falun Gong, Xi has in-
troduced the notorious Uighur ‘re-education’ camps, which 
house an estimated 1.8 million people. In Hong Kong, Xi’s 
predecessors avoided the question of universal suffrage and 
implemented a few changes to the city’s Legislative Council. 
Xi flatly rejected genuine universal suffrage (by forcing all 
voters to elect Beijing-approved candidates as Chief Execu-
tive) and attempted to implement draconian policies such as 
the Extradition Bill and the National Security Law. Moreo-
ver, Xi was able to use novel technology, notably artificial 
intelligence, to censor and monitor his citizens more effec-
tively than his predecessors.



241Authoritarian backsliding under Hu was most evident in his 
economic policy, even though many experts maintain that 
Hu used socialist rhetoric to promote Deng’s capitalism [50]. 
Not only was privatisation terminated, the CCP also heav-
ily subsidised ‘national champion [SOEs]’ to compete with 
foreign companies, favouring SOEs in regulatory measures. 
Although several pro-Hu academics observe that the share of 
SOEs in Chinese business dropped to 5%, this is a largely ir-
relevant measure to assess their control, and their combined 
output remained at 26% regardless. Hu’s attitude was part-
ly a response to public support for Lang Xianping, a Hong 
Kong-based professor who denounced Chinese free mar-
kets by pointing to the draining of state-owned assets [51]. 
Lang’s broad support can be attributed to widening econom-
ic inequalities in China under Deng and Jiang, which many 
blamed on the idea that ‘some people [should] get rich first’.

During his tenure, Xi Jinping has gradually pivoted away 
from such tenets of Deng’s policy, primarily by advocating 
for ‘common prosperity’ instead. This has also been reflected 
in his policies; he has increased the dominance of SOEs by re-
moving the upper limit on the number of private firms that 
they can buy and given $900 billion to businesses with ‘stra-
tegic value’ [52]. This is paralleled by his crackdown on large 
private firms such as Alibaba and Tencent, which forced the 
latter to spin-off into six different divisions and its founder, 
Jack Ma, to go into hiding. Not even foreign companies have 
been safe, since his personnel have also raided the Chinese 
offices of Mintz Group, Capvision, and Bain on ‘national se-
curity grounds’. Therefore, this chapter confirms our initial 
stance that authoritarian backsliding mostly began under Hu 
and occasionally Jiang but was significantly quickened under 
Xi. Most notably, Hu began a widespread media crackdown, 
made his rule more personalistic than his predecessor’s, and 
strengthened the state’s economic control, whilst Jiang ex-
tended his term limits and formulated the social credit sys-
tem. By contrast, Xi began to repress protest and centralize 
his position within the CCP more than his predecessors did, 
although he expanded on many of the authoritarian reforms 
that Hu had undertaken.

Contribution to Theories of Authoritarianism
Now that we have addressed how authoritarian consolida-
tion occurred in China, we can investigate how this contrib-
utes to the wider debate on how backsliding happens. This 



242 paper argues that the China-specific case study hints at three 
conditions under which this occurs. The first, and arguably 
the most controversial, is that an increase in power results 
in greater authoritarianism for countries without a strong 
democratic tradition beforehand. If China did not have the 
backing of other countries in international organisations 
such as the United Nations (UN) due to its sizeable influence 
abroad, it would likely have been held more accountable for 
its domestic repression, and thus scaled it down. For exam-
ple, a majority of nineteen nations in the UN Human Rights 
Council vetoed the proposition of having a debate about Chi-
na’s treatment of its Uighur population, fearing that China 
would diminish their significant bilateral economic ties [53]. 
Indeed, while China had donated several billion to the Asia 
Infrastructure Investment Bank and other regional organi-
sations by 2012, this pales in comparison to the $4 trillion 
which it has given under Xi’s Belt and Road Initiative, pre-
cisely when China began to be more authoritarian [54]. This 
is also demonstrated by the rhetoric of Chinese leaders; Xi’s 
predecessors were fond of following Deng’s original prov-
erb that China should “bide [its] time”, whereas Xi has been 
more confident in his speeches, claiming that “we will defeat 
any aggressor” [55-56].

After Mao Zedong’s death, there was a misguided consensus 
that China would have democratized like South Korea and 
Taiwan as it grew economically, a view which was mainstream 
even until very recently [57]. However, this paper argues that 
authoritarian consolidation occurs when their citizens are ei-
ther happy with the status quo, or the state has the power to 
repress their dissent. The former is evidenced by the Middle 
East and pre-war Japan; in both cases, the public gets richer 
under an increasingly authoritarian state and thus tolerate 
their governments [58]. Incidentally, post-war Japan is often 
used as an example of a state that democratized even as it 
got wealthier, while the fact that it was leveraged to do so by 
the United States is overlooked. 

Increasing public wealth is not always the reason behind 
their support, as seen when Recep Tayyip Erdogan’s strong-
man reputation and nationalist, defensive posture allowed 
him to slowly erode Turkish media independence and jail his 
opposition. Another modern illustration would be that of 
El Salvador’s Nayib Bukele, who managed to stay in power 
beyond his term limits due to his 91.7% approval rating in 



243January 2024, thanks to his extensive successes in reducing 
crime [59]. These examples parallel the China-specific case 
study, as Xi Jinping had a 95% approval rating in 2017 due 
to his vows to address financial risk, addressing poverty, and 
alleviating pollution [60]. Conversely, the South Koreans and 
Taiwanese were frustrated with the violent and ineffective 
policies implemented by their governments and revolted to 
the extent that the government was not strong enough to 
crush it [61-62].

However, when the state is powerful enough, it will often 
strengthen its position when it feels threatened, as was 
China’s after it survived the Jasmine Revolution. This au-
thoritarian consolidation may also be temporary, which was 
evidenced by China’s crackdown on social media and detain-
ment of people for holding up white pieces of paper during 
the COVID-19 lockdowns. Additionally, this explains why 
the attempted coup in 2016 led to greater authoritarian-
ism in Turkey, including a thorough purge of the judiciary 
and other branches of government. It is also worth noting 
that superpowers have significant influence over the po-
litical evolution of their allies; for example, Georgia’s public 
rejected an authoritarian bill on ‘foreign agents’ as they be-
lieved that it would decrease their chances of accession into 
the EU (though it was later passed by Georgia’s parliament 
in May 2024 against popular outcry). Conversely, Russia has 
influenced several states, notably those in Central Asia, to 
become more authoritarian by rewarding them [63]. 

Some experts, such as Livio Di Lonardo in his paper argue 
that Autocratic Stability in the Shadow of Foreign Threats, au-
thoritarian states consolidate power only in specific instanc-
es that would give them an excuse, such as when their inter-
national relations are precarious. History presents manifold 
case studies to support this, several of which are detailed by 
Giorgio Agamben’s State of Exception, such as Napoleon III 
permanently giving himself vast emergency powers consid-
ering Patrice de Macmahon’s planned coup d’etat in 1877, 
and more recently Putin has used the Beslan attacks of 2004 
to justify cancelling elections [64-65]. However, the China-
centric case proves that the opposite could happen; while 
China was beginning to experience authoritarian backsliding 
under Hu Jintao from 2002-12, its relations with countries 
that it has historically regarded as adversarial were improv-
ing. This is evidenced by Barack Obama signing more bilat-



244 eral agreements with China from 2008-2016 than any other 
American president, and the United Kingdom’s Boris John-
son encouraging students to learn Chinese and declaring ‘I 
love China’ in 2012 [66].

Moreover, Di Lonardo’s conclusion ignores the fact that the 
complexity of a state’s history and its foreign and domestic 
affairs also allows them to make up almost any excuse to be-
come more authoritarian, especially since government prop-
aganda systems have become more potent over time. For 
example, China currently claims that the US’s treatment of 
its African American citizens and its ‘War on Terror’ render 
Western observations and criticisms of ongoing Uighur in-
ternment hypocritical. Hence, this paper argues that a state’s 
foreign aggression may also be a result of, but not a cause 
for, its authoritarian consolidation, refuting Di Lonardo’s 
narrow view that only the latter holds true [67]. Overall, this 
demonstrates how China’s political evolution highlights wid-
er trends in authoritarian backsliding, while exposing the 
inaccuracies in the widespread optimistic view that China 
would democratize like South Korea or Taiwan.

Conclusion 

This paper has therefore shown that while authoritarian 
consolidation accelerated under Xi, as is commonly agreed 
on by experts, it began in many aspects of Chinese life and 
the CCP structure under Hu, and in a few under Jiang. This is 
evidenced by a plethora of Hu’s policy changes, ranging from 
ideological education to censorship to extensive subsidiza-
tion. To the credit of scholars who place an overwhelming 
emphasis on Xi’s authoritarian crackdown, Xi has initiated 
authoritarian backsliding in several areas during his reign. 
He has centralised his position within the CCP whereas Hu 
made ambitious efforts to introduce intra-party democracy, 
but he is often blamed unfairly for removing the CCP’s two-
term limits and purges of government officials, as Hu and 
Jiang had made similar attempts. Additionally, Xi’s rule has 
marked a turning point under which dissent was dealt with 
much more harshly than before, but this proves to be the ex-
ception rather than the rule. 

Moreover, the China-specific case study has proven that au-
thoritarian consolidation can happen under three specific 
conditions; when already-autocratic states become more 



245powerful as they are able to defend their actions on the inter-
national stage, when their citizens are content enough with 
their standard of living to ignore authoritarian backsliding, 
and alternatively, when they perceive and manage an inter-
nal threat such as the Jasmine Revolution. This paper shows 
why traditional comparisons of China’s political evolution 
to those of South Korea and Taiwan are misguided and are 
more likely to follow those of pre-war Japan and Turkey.

Further research would include a deeper investigation into 
why Xi, instead of Hu and Jiang, is mostly blamed for be-
ginning authoritarian backsliding in the first place, and why 
China’s trajectory was never compared to pre-war Japan’s. 
This could encompass explanations regarding Xi’s more as-
sertive personality, or the global community gaining more 
information to Chinese events due to technological advance-
ments since 2012. Moreover, another area would be how this 
paper’s contribution will help scholars predict China’s future 
political evolution, and what ramifications this will have.
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Review: Chin, Warren. War, 
Technology and the State. Bristol: 
Bristol University Press, 2023.
Emil Archambault [1], Univeristy of Durham

“War makes the state, and the state makes war,” goes the 
aphorism by Charles Tilly. Technology, however, makes both, 
Warren Chin might add – and it might yet unmake them. In 
War, Technology and the State, Chin adopts Tilly as a start-
ing point for an exploration of how technology has shaped 
the relation between war, the state, and society, drawing on a 
whistle-stop history of war and technology from the Middle 
Ages to the future. Engaging with this critical topic at a time 
where – as Chin notes – the relationship between warmaking 
and Western societies is radically changing, this book unfor-
tunately suffers from approximations in its historical narra-
tives and excessive abstraction in its argument. Chin’s book 
grapples with the problem of technological determinism. In 
questioning the war-state-society relationship, Chin seeks to 
demonstrate the centrality of technology as a force shaping 
these interactions and reject its independent agency; ergo, 
technology is also a product of the social, political, and eco-
nomic forces which it conditions (p. 6). In Chin’s narrative, 
the story is mostly one of the state’s emancipation through 
technology, as the state become the prime mover in war and 
security, at the expense of the other two institutions. Chin 
traces this operation primarily through economics: as tech-
nology becomes increasingly central to warmaking, the state 
becomes the sole command agent, excluding military pro-
curement from market forces through directed research and 
acquisition. In parallel, the state asserts control of society 
through “military Keynesianism” (p. 94) and conceptions of 
all-encompassing national security technology, including the 
expansion of surveillance technologies. 

Linear Time and Historical Causality

Chin seeks to back his assertions through a historical narra-
tive ranging from the 15th century (and before) to predic-



249tions about the future of war, a tall order to accomplish in 
just 160 pages. Unfortunately – and perhaps because of the 
extreme brevity – this history is undermined by multiple 
and major errors, temporal confusions, and lacking nuance 
which both overstate and undermine his argument. Chin’s 
initial contention is that there is a value to spatiotemporally 
limited technological determinism (p. 8), which leads him 
to ascribe a leading role to technological innovation at the 
expense of other causes, arguing that technological innova-
tions led to economic, social, and political reform. By collaps-
ing context, however, he overstates the role of these military 
technologies, often by the way of temporal confusions.

Chapter 3 compresses the developments from the second 
half of the 19th century to the end of World War II; Chin jux-
taposes the development of iron-hulled ships in the 1860s 
and 1870s) and the emergence of airpower, which “in this 
period […] emerged from being an auxiliary activity in the 
form of balloons to become a decisive arm in the prosecu-
tion of war on the land and at sea.” (p. 46). In discussing the 
development of airpower, Chin overstates without support-
ing evidence the state’s role in driving early aircraft devel-
opment, claiming it “play[ed] a leading role in the research, 
development and production of aircraft of all types during 
the war and after” (p. 51). In the United States, the state was 
virtually absent in the development of military aircraft until 
1917; after the end of World War I, it was keen to return tech-
nical innovation to the civilian sector in what Craig F. Morris 
termed a “civil military industrial program”, leading to the 
stagnation of the US Army Air Service (later Air Corps) [1]. 
Chin neglects the pivotal role played by Gianni Caproni – an 
aircraft manufacturer – in developing bomber aircraft, shap-
ing American airpower doctrine as well as Giulio Douhet’s 
theoretical innovations, and establishing the heavy bomber 
as the primus inter pares of military aircraft [2]. 

The result is an overstating of the revolutionary effect of 
mechanization and industrialisation which, by being ren-
dered into a single moment, neglects the profound political, 
social, and organisational changes throughout the century 
from 1850 to 1945. While an argument could be made for a 
technological driver of modern social integration, mass poli-
tics, and economics, Chin avoids that argument by collapsing 
these developments into sui generis military technologies.
In Chapter 4, Chin asserts that “the speed and scale of [nu-



250 clear] destruction [from the 1940s onwards] made the mobi-
lization of industry and the population pointless because it 
could not instantly replace such losses on the battlefield” (p. 
66), omitting the fact that American nuclear doctrine until 
well into the 1950s relied precisely on this mobilization: the 
warfighting plans of the late 1940s and 1950s established 
three categories of targets: “Delta” (disrupt industrial capac-
ity), “Bravo” (blunt the USSR’s atomic offensive), and “Ro-
meo” (retard the USSR’s ground invasion of Europe); this 
plan’s objective was specifically to enable the large-scale mo-
bilization which would allow the United States and its allies 
to launch a counteroffensive in Europe [3]. The abandoning 
of these plans would only come towards the late 1950s and 
early 1960s as a result of further technological and tactical 
innovations, namely the intercontinental ballistic missile, 
Strategic Air Command’s alert procedures, and the devel-
opment of the Single Integrated Operations Plan (SIOP) as 
well as second-strike capabilities, while planning for conven-
tional ground war would return from the 1970s onwards [4]. 
Furthermore, Chin neglects the immense efforts made to en-
able the continuation of civilian life and institutions despite 
the very possibility of nuclear war, particularly throughout 
the 1950s [5]. It is not anodyne that nuclear planners such 
as Daniel Ellsberg have argued that the American strategy 
aimed not only at warding off nuclear war itself but that mak-
ing the possibility of waging – and winning – an offensive nu-
clear war [6]. Such developments challenge his assertion of 
a nuclear-led gradual separation of the military and civilian 
spheres (p. 74) once we take into account the heavy invest-
ments in civil preparedness, sheltering, infrastructure resil-
ience, as well as the central role of the failure of the Vietnam 
War in leading to the end of military conscription in 1973. 
While the importance of these elements may be challenged, 
collapsing timelines and this evolution into a single event 
overstates the role of technological innovation – the atomic 
bomb – in determining sociopolitical transformations.

In both cases, Chin distorts chronology partly due to space 
constraints. The result, however, is a historical narrative 
which is excessively curated, abstracted and manicured to 
present complex developments as linear [7]. Historical ap-
proximations and losses of context in the process omit 
key factors which are necessary to grasp the developments 
he proposes and his arguments concerning the changes in 
state-society-war relationships. What results is an excessive-



251ly clean history which overstates the technologically driven 
deterministic narratives which he wishes to reject.

Discourses of Prediction

A second – related – issue concerns the lack of critical dis-
tance from the technological discourses with which he grap-
ples, particularly evident in the latter three chapters (which 
address contemporary and future war). Chin alludes sev-
eral times – perceptively – to the problems of discourses of 
technological determinism. In other words, perceptions of 
technological determinism may shape the effect of technol-
ogy on state-society relations as much – if not more – than 
actual technological innovations. Yet, in seeking to appraise 
future technological developments in warfare and sociopo-
litical dynamics, Chin often relies uncritically on predictions 
about future technological diffusion and innovation. In ad-
dition to copious quantities of uncited data (see p. 97-98 for 
instance), many key points are prefaced by “it is claimed” and 
left uncited, with no indication of by whom, how, and why 
such claims are made. These predictions, however, them-
selves shape politics, a feedback loop which Chin replicates 
in accepting many of these predictions uncritically. In so do-
ing, he departs from his initial intent – to analyse the rela-
tion between war, state, and society through technology – to 
replicating these discourses without critical distance. In his 
history of The Future of War, Lawrence Freedman notes that 
predictions about war often serve an agenda-setting func-
tion, prescribing courses of action and security futures [8]; in 
hewing too close to the technological discourses he purports 
to analyse, Chin falls in this trap. Chapters 5 and 6, further-
more, fall into the adjacent trap of focusing on “hardware” 
due to the tangibility of material technologies, rather than 
the political technologies which activate them [9]. 

Absent Relationships

Chin’s War, Technology and the State is very much about the 
first two of the title’s terms. Paradoxically, the state is the 
great absent of this relationship, appearing occasionally as 
an economic agent before receding into the far background. 
The state, as a political agent, as a technology of power and 
“political order” (p. 19), is absent from this story. Chapter 
6, which analyses the six first months of the 2022 War in 
Ukraine, thus remains a quasi-strictly military history, dis-



252 cussing new battlefield technologies, operations, tactics, air 
defence, and the organisational sources of the failure of the 
initial Russian offensive. To the extent that he considers the 
state a form of “political order” (p. 19), this state is largely 
absent. By Chapter 7, it is now war that is absent: Chin con-
tends that technologies associated with the “fourth indus-
trial revolution” – automation and AI, mostly – which, for 
some of them, derive from military technology, will radically 
transform social relations by disrupting labour relations and 
the economic base of the state (p. 144-152). In parallel, tech-
nological transformations lowering the barriers for military 
action may lead to increased instability and contestation by 
non-war means. Through these two dynamics, Chin hints 
at the potential downfall of war as an institution of the in-
ternational system – and by extension of the state – under 
pressure from non-state actors who erode the state’s core 
function, providing security and a monopoly on violence. In 
addition to the highly speculative nature of this assessment, 
the tension between this conclusion – the potential twilight 
of war and the state – and that of Chapter 6, that the 2022 
War in Ukraine represents the return of traditional war and 
security, “a throwback to the era of modern wars, which were 
dominated by mass, and the pursuit of victory on the battle-
field” (p. 133), remains unmentioned.

In sum, readers of Chin’s book will find much to consider in 
the first chapter, which considers conceptual problems in 
technological determinism, recalling Skinner’s arguments 
from “Meaning and Understanding in the History of Ideas” 
[10]. Readers will want to read Chin’s argument in the rest 
of the book in comparison with other works exploring some 
of its absent themes, such Stephanie Carvin and Michael 
John Williams’s The Liberal Way of War on the role of moral 
progressivism in American attitudes towards military tech-
nologies and Lawrence Freedman’s The Future of War: a 
History on the role of future-oriented thinking in warfare. 
Elke Schwarz’s Death Machines deals expertly with the eth-
ical-political impacts of algorithmic thinking and technolo-
gies while Antoine Bousquet’s The Scientific Way of Warfare 
charts the intellectual shifts which animate technological 
innovations. Finally, Tami Davis Biddle’s Rhetoric and Real-
ity in Air Warfare and Mark Clodfelter’s Beneficial Bombing 
address the interplay between political ideas, military think-
ing, and technological innovation in interwar air power.
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In 2003, the Human Genome Project concluded its decade 
and a half endeavor of mapping the entire sequence of the 
human genome. The project cost $2.7 billion and was a mon-
umental achievement by scientists across the globe. Less 
than two decades later, a company called Odin began selling 
DIY Genetic Engineering kits to modify anything from jel-
lyfish cells to human embryonic kidney cells [1]. Clearly, the 
21st century wave of rapid innovation in key sectors such as 
biotechnology has arrived.

Mustafa Suleyman, in his most recent work The Coming 
Wave, argues that Artificial Intelligence (AI) will be the most 
significant invention in human history. He portrays the evo-
lution of technology as a series of waves that have risen and 
fallen throughout the centuries, with each wave reshaping 
society in fundamental ways. However, he argues, AI will 
surpass even that of Gutenberg’s printing press. Suleyman 
asserts that AI will usher in a new epoch where technology 
not only supports but actively participates in decision-mak-
ing processes that define the entire spectrum of human in-
teractions. This next wave, he suggests, will be characterized 
not merely by advancement in how we use technology but by 
how technology uses us.

The portrayal of AI as a dominant force capable of shaping 
the very fabric of human society brings with it a chilling echo 
of historical techno-alarmism [2]. As the former director 
of telecommunication studies at the Cato Institute, Adam 
Thierer, puts it his highly renowned 2013 paper on tech-
nological threat inflation: “[M]ost fears surrounding new 
information technologies are based on logical fallacies and 
inflated threats that lead to irrational technopanics and fear 
cycles” [3]. While in certain points throughout the book, Su-
leyman is optimistic about AI use cases, his overall tone leans 



255towards caution, emphasizing the need for a framework to 
manage AI’s expansive capabilities. Suleyman concedes that 
there is no longer the possibility of AI non-proliferation. 
However, he asserts that society must put in place “contain-
ment” strategies to mitigate potential catastrophe (p. 274). 
Effective containment, Suleyman argues, involves setting up 
rigorous regulations and developing ethical guidelines within 
technologist circles which control the deployment and limit 
the misuse of AI technologies. He suggests creating interna-
tional bodies to oversee AI development, like those manag-
ing nuclear technology, to prevent a runaway effect where 
AI’s impact becomes irreversible. However, Suleyman argues 
that unlike nuclear technology with its tightly controlled fis-
sile materials, AI models are freely available for almost in-
stantaneous access from sites like GitHub and Hugging Face. 

In the first few chapters, Suleyman delves into the metaphor 
of waves, drawing parallels between historical floods and the 
current technological surge. He recounts flood myths from 
various cultures, emphasizing their shared theme of a giant 
wave sweeping away the old world and giving rise to a new 
one. “Permeating humanity’s oral traditions and ancient 
writings is the idea of a giant wave sweeping everything in 
its path, leaving the world remade and reborn” (p. 5). Just as 
the seasonal flooding of great rivers nurtured the growth of 
civilization, these modern technologies have the potential to 
bring unprecedented advancements. Yet, as with any pow-
erful wave, there is inherent danger. Suleyman's use of this 
metaphor underscores the dual-edged nature of technologi-
cal progress—capable of both creation and destruction. In 
Suleyman’s own words, “From where we stand today, it ap-
pears that containing this wave—that is, controlling, curb-
ing, or even stopping it—is not possible” (p. 6).

While he is vague on how exactly AI on its own could lead 
to devastation, he touches on it quite explicitly in terms of 
synthetic biology throughout this work’s middle chapters. 
While preforming genetic experiments used to be inacces-
sibly expensive, affordable DNA synthesizers have now de-
mocratized the ability to rewire life itself, placing powerful 
tools on desktops (and sometimes being 3D printed) [4]. 
With the right knowledge and motivation, an individual 
could engineer biological agents that could outstrip any nat-
ural disease in terms of virulence and resistance. It is clear to 
readers that this accessibility ushers in both unparalleled op-



256 portunity and unprecedented risk. Suleyman’s warnings are 
compelling, but there is another perspective that suggests he 
might be overstating the potential perils of AI. It is common 
for pioneers in the field to develop a sort of tunnel vision, 
focusing intensely on the dramatic impacts of their sector. 
Suleyman, deeply entrenched in the AI industry, as the co-
founder of DeepMind and Inflection AI, may be seeing the 
potential negatives through a magnifying lens. While I tend 
to agree with many of Suleyman’s conclusions, his alarmism 
may need to be tempered with the recognition of resilience 
of human societies in adapting to and shaping technological 
waves. For instance, the industrial revolution brought about 
fears of mass unemployment and social unrest due to mecha-
nization. However, human societies adapted through the cre-
ation of new industries and job opportunities. Roy Amara, 
former president of the Institute of the Future, encapsulated 
this phenomenon with Amara's Law, which states, “We tend 
to overestimate the effect of a technology in the short run 
and underestimate the effect in the long run” [5]. This per-
spective might help balance the defeatist narrative around 
AI, suggesting that while immediate disruptions may seem 
daunting, the long-term benefits will likely prevail.

In the last few chapters, Suleyman reflects on the inevitable 
exponential change brought by AI and other technologies. 
He argues that regulation alone is insufficient to contain the 
rapid advancement so the coming wave, emphasizing the 
need for a comprehensive approach. Suleyman outlines ten 
steps for containment, including technical safety measures, 
audits, choke points, responsible development, cultural un-
derstanding, and international alliances. He stresses resil-
ience and preparation, stating “Containment is not a rest-
ing place. It is a narrow and never-ending path” (p. 275). He 
finishes this section with a call to action stating “While the 
sheer scale of the challenge is huge [and…] it will require an 
awesome effort to fundamentally change our societies, hu-
man instincts, and the patterns of history, […] meeting the 
great dilemma of the twenty-first century must be possible” 
(p. 278-279). The future hinges not just in technological in-
novation but in our capacity to reshape society’s ethical land-
scape to guide this unprecedented power wisely.

Suleyman’s concluding chapter, aptly named “Life After the 
Anthropocene” highlights the potential impact of AI and 
draws parallels to the Luddite uprisings against mechanized 



257looms in the 19th century. He argues for technology to be 
adapted to human needs, rather than disrupting lives as it 
had in the past. Suleyman envisions a future where AI be-
comes integral to daily life but is ethically managed by its us-
ers. He concludes with a compelling call to action: “The risks 
of failure scarcely bear thinking about, but face them we 
must. The prize, though, is awesome: nothing less than the 
secure, long-term flourishing of our precious species. That is 
worth fighting for” (p. 286).

The Coming Wave would be an excellent read for technolo-
gists and ethicists, as well as the public interested in under-
standing the future landscapes that AI might shape. Beyond 
Suleyman’s potential alarmism about a catastrophe on the 
horizon, the book’s greatest strength lies in its compelling 
call for a broad ethical discussion among all stakeholders. 
Suleyman emphasizes the need for collective wisdom in 
shaping policies and practices that harness AI’s potential re-
sponsibly. As he states, “Containment is not, on the face of 
it, possible. And yet for all our sakes, containment must be 
possible.” (p. 19). This paradox highlights the urgency and 
complexity of the challenge, underscoring the necessity for 
initiative-taking engagement with AI's development. The fu-
ture of AI will depend on our ability to navigate its potential 
with wisdom and foresight.
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