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LETTER FROM OUR MANAGING EDITOR

Oxford, May 2019

Dear Reader,

Welcome to the May 2019 issue of the St Antony’s International Review
(STAIR).

Many of the most salient contemporary challenges to international secu-
rity and governance are defined by the attributes of cyberspace. The cyber
domain, according to existing research, is fundamentally transforming key
characteristics of international relations as an academic discipline as well as
an every-day reality. This issue of STAIR, entitled ‘Whose Security is Cyber-
security?’, seeks to contribute to a burgeoning body of literature by focus-
ing on three factors underpinning the dynamics of international affairs in
cyberspace: authority, responsibility, and power. In so doing, it gathers con-
tributions that elaborate on the persistent challenges facing states, private
companies, and individuals in navigating the cyber threat landscape as well
as a regulatory framework defined by ever-ambiguous divides between the
regulators and the regulated.

The feature interview with Stephanie Snyder, Commercial Strategy
Leader for Cyber Solutions at the risk management company Aon, further
reflects on these issues as well as the challenges pertaining cyber risk man-
agement in the private sector. The interview hopes to provide a practitio-
ner’s perspective from the field to complement the academic, theoretical,
and conceptual debates presented by contributors to this special issue. It
includes valuable insights and recommendations for young professionals as-
piring to make a contribution in the cybersecurity field.

True to STAIR’s tradition, this issue presents contributions of established
academics and emerging scholars from various academic backgrounds. At
STAIR, we are confident that scholarly and expert knowledge can play a posi-
tive role in society, and we see our search for excellence in sourcing and pub-
lishing articles as part of that role.

I would like to offer my personal gratitude for the hard work of the entire
STAIR editorial team in preparing this issue, as well as for the guidance of
our senior member, Kalypso Nicolaidis. I would also like to thank all mem-
bers of the STAIR Advisory Board, St. Antony’s College, and the Department
of Politics and International Relations for supporting STAIR.

I sincerely hope you enjoy this issue of STAIR.
Best wishes,

Linda Slapakova
Managing Editor



EDITORIAL INTRODUCTIONS

I. Theme Section Introduction

Kirstie Bosman, Taylor Grossman, Huu Phu Gia Nguyen
II. General Section Introduction

Aleksei Opacic, Carina Uchida, Sophie Vériter
III. Book Review Introduction

Jan Tomek

I. Theme Section
A Field Facing Challenges

Cybersecurity scholarship appears to face more challenges
than most academic fields. First, the field is inherently interdis-
ciplinary, spreading across a range of academic areas with distinct
vocabularies, value propositions, and incentive structures. Because
political scientists often lack in-depth technical know-how, assess-
ments by these academics regarding the risk of cyber threats, or
actors’ security in cyberspace, vary widely. Some argue that cyber-
security is an over-hyped threat,' while others focus their research
on cyber war as an imminent reality.?

At the same time, technologists frequently neglect the po-
litical and social dimensions of cybersecurity. These deep tensions
create challenges for politicians and policymakers attempting to
develop coherent norms of behaviour and protective policies in
cyberspace. Should states pursue active defense (also known as
‘hacking back’)? Do states have a “duty to hack” when they can
achieve their military objectives through cyber operations, instead
of pursuing kinetic alternatives?® In short, the disjunct between
the expertise needed to understand the technical, social, and po-
litical aspects of cybersecurity creates inherent tensions within
the field.

The second, and related, challenge facing the field of cyberse-
curity is the distinct lag between research and policy. The produc-
tion of academic scholarship is not well equipped to deal with the
high-speed development of digital technologies; industry innova-
tion continues to outpace academics’ abilities to analyse and inter-
pret new developments. Politicians and lawmakers also struggle to
keep up with the fast-paced nature of the digital era.

Law has often trailed behind technological advances; in the
era of Moore’s law, this gap has only widened. Proactive cyber reg-
ulations are difficult to build, as policymakers do not know what
cyberspace will look like in five or ten years’ time. And yet, policy-



makers cannot fall back on ‘standard operating procedures,’ lest
they find themselves completely ill-equipped to deal with future
risks and challenges in this area. Thus, most lawmakers and politi-
cians are left uncertain not only of what the relevant threats in
cyberspace are, but also of what to do about them.

Finally, more than other domains of international relations,
cyberspace entails the coordination of a cacophony of actors that
do not conform to traditional ‘levels of analysis’ or geographic
bounds. From online banking to social media, and GPS to ad-
vanced medical treatment, digital technology has become embed-
ded in the fabric of private and social life, connecting individuals
all over the globe. Domestic and multinational companies are key
actors in cyberspace. The private sector was the main developer
of information technologies and thus has shaped their trajectory.*
Indeed, much of the physical infrastructure through which the In-
ternet operates remains privately owned.”

Private-sector companies face competing incentives, and the
competitive nature of ‘start-up’ culture does not generally reward
the security-minded. Indeed, most new IT companies focus their
early efforts on growing exponentially; thoughtful cybersecurity is
often an expensive and time-consuming endeavour that does not
lead to many early customers. Older companies also face the chal-
lenge of updating legacy systems, leading them to develop quick
fixes instead of employing a more powerful security-by-design
frameworks.

Simultaneously, governments face both the challenge of
regulating this space, and the burden of securing their own infra-
structure from external threats. Cyberspace is a convenient site
for ‘bad actors’ to shield their true identity, making regulation and
prosecution inherently difficult enterprises. States like the US face
threats from adversarial nations and non-state actors alike. In
short, the plethora of actors in cyberspace confounds traditional
ways of studying international interactions and exacerbates the
challenges of collective action in creating stable norms and regula-
tory practices.

Whose Security is Cybersecurity?

These challenges are likely to persist. The starting question of
this theme section in this edition of STAIR, ‘Whose Security is Cy-
bersecurity?, has conceptual, practical, and normative elements.
Who or what is insecure? How are they made insecure? Equally,
there is a practical element: who is actually securing cyberspace?
Finally, there is a significant and foundational normative element:
who or what should be responsible for the provision of cybersecu-



rity? Or, more broadly: how ought we secure cyberspace?

These strands of debate have all too frequently remained
siloed from one another. Political scientists who study norms con-
sider the ought, while others focus on who and how. Meanwhile,
policymakers and industry leaders are faced with the day-to-day
challenges arising in cyberspace, and the shifting threat land-
scape. This edition of STAIR intends to move this debate forward
by recognising the importance of integrating these separate ques-
tions into one coherent discipline. Before addressing the concepts
of ‘security’ and the ‘cyber domain, upon which these discussions
rest, we briefly elaborate on the two components of the question,
‘whose security is cybersecurity?’

First, who (or what) needs protecting, and from who or what
do they need protecting? The conventional subjects of cybersecu-
rity are understood to be systems, networks, and infrastructures,
together comprising what is called cyberspace. Most scholars re-
fer to the direct subject of cybersecurity as “the technical plane
comprising machines and networks whose uniform feature is
manipulability by code.” Yet, cyberspace is also a fundamentally
human-centric realm. This issue of STAIR aims to push beyond
these technical understandings and re-focus on the human. While
individuals occupy a central place in cyberspace, the socio-politi-
cal consequences of change in digital technologies remain under-
examined. System security does not always coincide with human
security. The focus on the technical over the human appears to be
a feature of Western cybersecurity studies; recent scholarship has
begun to examine non-Western cybersecurity narratives, which
often approach these questions and trade-offs quite differently.”
Moving beyond the conventional focus on malware, espionage,
and cyberattacks, this body of literature suggests adopting a wider
lens, stressing the importance of human security. Digital technol-
ogy is deeply entangled with individuals in ways that go beyond
traditional understandings of inter-state and inter-governmental
interactions. Thus, a human-centrist approach crucially requires a
widening of the traditional domain of who/what is considered to
be threatened in cyberspace.

Second, who/what is doing the protecting, and how? These
questions tug at the nature of the private-public sector relation-
ship in regulating cyberspace. States have become increasingly in-
volved in shaping the trajectory of cybersecurity, from investing
directly in new security technologies, to instituting requirements
for the private sector regarding data storage and IT security. The
recent proliferation of legislation and regulation at the interna-
tional, national, and local levels has complicated questions of au-
thority,® as such legislation often obfuscates who is in charge of



what facet of protection. By redefining what cybersecurity encom-
passes, this issue of STAIR also seeks to provide a timely under-
standing of the (potentially limited) role of nation-states.

On the other hand, private sector actors are undergoing a
rigorous process of re-defining their roles as cybersecurity provid-
ers, facing backlash from both consumers and regulators alike.
Unicorn companies like Facebook are increasingly held responsi-
ble not only for data regulation, but also for actions that have po-
litical implications.® Digital technology is deeply entangled in indi-
viduals’ everyday lives, inflating companies’ degrees of influence.
Governments are concurrently increasing security demands on
companies, including instituting new data protection laws (such
as GDPR or California’s ‘Internet of Things’ laws) and providing
new guidelines for robust cybersecurity.'” At the same time, tech
companies are urging governments to improve their legislation
on cybersecurity and data protection, as many emerging issues lie
beyond the capability of private firms.'* In sum, the division of
responsibility between the public and private sectors for securing
cyberspace is often unclear. Questions of authority in cyberspace
continue to be a source of contention. How can we overcome the
growing challenges of coordinating regulatory cybersecurity prac-
tice on a global scale, especially as digital technology becomes in-
creasingly integrated into our everyday lives? This issue seeks to
explore this challenge and broaden the debate regarding the allo-
cation of responsibility in cyberspace.

Conceptual Debates: Security and the Cyber Domain

Cybersecurity implicitly engages with the debate about what
constitutes ‘security. Traditional Security Studies (TSS) take
states to be the primary actors in international relations and the
referent objects of security. Broadly speaking, despite a great deal
of internal variation, TSS assume states are unitary rational actors
seeking to maximise security in an anarchic international system,
where ‘security’ is usually understood in material terms and, for
realists, to be zero sum. Thus, the referent objects are states, the
threats are other states, and these threats are assessed in terms of
relative (material) power.

More recently, the literature has undergone both a broaden-
ing and a deepening of understandings of security. These devel-
opments have reflected normative shifts regarding whose security
ought to matter, as well as what ‘counts’ as a security issue. In
1983, Buzan introduced a broader, “sectoral approach” to secu-
rity, outlining five major sectors: military, political, economic, so-
cial, and environmental. In the 1990s, understandings of security



deepened, focusing on referent objects traditionally ‘below’ the
state. For instance, Buzan et al argue that society is the correct
referent object of security, as being human entails being part of
specific social groups.” Critics point out, however, that this can-
not account for the insecurities faced by social outcasts or (minori-
ty) groups facing systematic discrimination.'* This intuition—that
‘security’ does not make sense without reference to individual hu-
man beings—is expressed by Booth and McSweeney, kick-starting
a move to Critical Security Studies (CSS), which came to dominate
the discourse on security in the years following the Cold War.*

The literature on CSS quickly fuelled a move towards a new
way of thinking about security: human security. The notion of hu-
man security made its first appearance in a 1994 UNDP Report,
which emphasised the need to protect individuals, and the respon-
sibilities of the international community to do so. Human security
is grounded on the notion that every individual has a right to basic
human needs and broadens the concept beyond Buzan’s sectors to
include health, personal, and community security. Thus, the ref-
erent objects of security are individual humans, and the threats
can be anything from hunger and disease to repression, gender
inequality, and domestic abuse. In sum, the question ‘what is se-
curity? is at least as normative as it is conceptual, and crucial to
answering the question, ‘whose security is cybersecurity?’

The term ‘cyber’ also sits on an axis of perpetual debate.
Some academics favour a narrow interpretations of ‘cyberspace,
while others lean toward a more inclusive and wide-ranging defi-
nitions. For instance, Clarke and Knake (2010) define cyberspace
as “all computer systems and networks in existence, including air-
gapped systems.”*® Kello (2017) similarly understands cyberspace
as the “technical plane” of networks and machines within which
the “virtual weapon” (computer code) can operate, and thus de-
fines cybersecurity as measures to protect this plane from hostile
action.'” However, unlike traditional technical scholars, Kello in-
cludes a social and political plane of ‘cyber’ interaction, which he
calls the “cyber domain.”8

In US policy-making circles, the perennial joke is that ‘cyber’
is simply the term used to describe a computer that has entered
the District of Columbia.' These definitional arguments are theo-
retically situated, but can also have wide-ranging practical impli-
cations. How do we delineate the kinetic from the virtual? These
debates impact how we structure and regulate borders and periph-
eries, as they cross from the concrete to the electronic.



Cyberspace and Analogical Reasoning

Where does this leave cybersecurity studies? Cybersecurity
literature inherently engages with these definitional debates, even
if not explicitly. Scholars have often attempted to offset this po-
tential problem by drawing precise and neat terminological bor-
ders around cyberspace and the field of cybersecurity. They have
imported frameworks—often from war studies, international se-
curity studies, or economics—and, with a few minor adjustments,
finagled the cybersecurity debate so that it fits into an already ex-
isting scaffolding.

Much of the early cybersecurity scholarship employed nucle-
ar strategy as a starting point for a comparative understanding
of cyberweapons.” More recent scholarship has likened cyberse-
curity and the proliferation of breaches and attacks to the use of
sanctions, particularly in the context of the threat of ‘cyberwar.’
Analogical reasoning continues to permeate more contemporary
scholarship.”* These comparative frameworks have both fuelled
some scholars to conclude that a 'cyber Pearl Harbour' is immi-
nent,”” while simultaneously leading other prominent thinkers
to conclude that ‘cyberwar’ is a practical impossibility.”® Many of
these arguments hinge on a very narrow definition of ‘cyberwar,
thus neglecting some of the more interesting and ambiguous ques-
tions in cyber-enabled conflict.

These analogies have helped to underscore important simi-
larities and differences between cyber and other security threats.
Analogical conceptual frameworks have also helped make cyberse-
curity more practicable and approachable.?* However, this method
of comparative framing can also prove theoretically and practical-
ly limiting. Even when scholars use analogies to highlight differ-
ences, these methodological choices can circumscribe our under-
standings of how cybersecurity shapes our world. The literature
on cyber-attacks often narrows its scope to only include attacks
that cause direct physical harm, allowing many thinkers to ignore
arange of other grey areas in this space.”” Analogical thinking con-
strains our analysis; older frameworks often fray or crack when
they are applied to cyberspace, leaving many theorists to focus on
these moments of divergence, rather than widening and compli-
cating their picture of cyberspace.

Introduction to the Articles in This Issue
This theme section, entitled ‘Whose Security is Cyberse-

curity?, intends to press beyond the analogical and definitional
in-fighting that too often plagues cybersecurity studies. While
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remaining grounded in conceptual questions, the articles in this
theme section push past the theory-policy deadlocks in the field to
discuss what policy informed by these debates might, and should,
look like.

James Shires directly addresses this issue’s main question
by offering three conceptions of cybersecurity, each reflecting
one of the three main subjects of cybersecurity: national, com-
mercial, and individual. The article first elaborates on typology,
arguing that, depending on the framework and scope of the mat-
ter at hand, these concepts suggest a diverse set of subjects to be
protected and potential offenders. Shires explores where national,
commercial, and individual cybersecurity compliment and conflict
with each other, delineating their similarities and differences. This
typology is particularly helpful in systemising ongoing works of
cybersecurity and understanding the fundamental sources of con-
flict among them. By providing a theoretical framework for pres-
ent-day cybersecurity debates, Shires’ piece can act as a founda-
tion for transdisciplinary scholarly efforts to establish a common
linguistic mode in order to work towards “a more inclusive, and
more optimistic, digital future” (Shires, p.32.).

Myriam Dunn Cavelty and Florian J. Egloff examine one
specific facet of cybersecurity: the novel and evolving role of the
state. Specifically, they focus on liberal democratic states and how
they manage national cybersecurity. Cavelty and Egloff argue that
extensive interactions between states, businesses, and society in
shaping cybersecurity policy require states to negotiate interests
and maintain flexibility in the roles that they adopt. The authors
depart from traditional understandings of the role of the state as
a security actor in international relations, broadening the debate
by discussing an array of increasingly complex roles that the state
embodies in the cyber domain, from security guarantor to threat
actor. This constitutes a comprehensive examination of the histor-
ical development of the roles of the state in these capacities, laying
the groundwork for future researchers. In sum, Cavelty and Egloff
provide a timely analysis that captures the increasingly ambiguous
role(s) of the state in cybersecurity policy.

Bastien Wanner and Solange Ghernaouti address an impor-
tant aspect of national cybersecurity strategies: active cyber de-
fence. They argue that the increasing complexity of cyberattacks
has prompted states to take active measures to secure their sys-
tems and networks. The piece juxtaposes the concept of active cy-
ber defence with both passive defensive and offensive measures,
providing empirical observations of American, French, and Swiss
active cyber defence policies. Specifically, Wanner and Ghernaouti
hone in on the US and France as examples that demonstrate the



innovative edge of active cyber defence capabilities. Next, Wanner
and Ghernaouti analyse Switzerland as a case study that raises key
questions in state policy development of active defense. Wanner
and Ghernaouti offer several recommendations, including: “[TThe
armed forces need to adapt their operational availability to allow
timely provision of defensive measures to private-sector opera-
tors. This will require re-evaluation of modes of communication
and cooperation between the armed forces, civilian agencies and
critical infrastructure operators” (Wanner and Ghernaouti, p.78).
Employing a critical approach to the central question of this
section, ‘whose security is cybersecurity?’, Julia Slupska draws on
feminist literature to examine individual cybersecurity through
the example of smart home security devices. She argues that
the ways in which traditional cybersecurity discussions have re-
inforced public/private binaries have neglected individualised
threats facilitated by digital technology, particularly gendered in-
securities such as gendered abuse facilitated by digital technology
in the form of ‘revenge porn’ or intimate partner violence (IPV).
As such, Slupska proposes an understanding of cybersecurity as
measures “designed to protect against threats mediated by digi-
tal technology” (Slupska, p.84). Her feminist approach focuses on
individual humans, rather than simply machines or information,
as the referent objects of cybersecurity, and urges researchers to
consider the ways in which social structures, particularly gendered
ones, can operate through information architecture to threaten
individuals. Reviewing forty smart home security analysis papers,
Slupska finds that the IPV threat model is largely ignored, a fact
which underlines the importance of critical studies of information
architecture. In her definition of cybersecurity, Slupska pushes
past traditional public/private binaries to include socially-con-
tingent threats perpetrated through digital technology. This new
analytical framework opens the doors for a wave of critical cyber-
security studies to address previously understudied practical and
policy challenges in this new metaphorical ‘space’ of interaction.
Addressing current challenges to studying cybersecurity,
H. Akin Unver offers an account of how digital conflict studies is
emerging as an increasingly useful tool for cybersecurity research
projects. Unver observes that existing scholarship suffers from a
serious lack of data and empirical testing, which risks populat-
ing the discipline with mere conjectures and untested theories.
Through integrating Internet and social media research tools, he
argues, digital conflict studies can be a useful framework for cy-
bersecurity scholarship in IR to adopt to address the short-term
methodological and conceptual deadlocks it faces. Unver concludes
by calling for more rigorous data collection, asserting that scholars
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need to hold cybersecurity research to higher standards in order to
generate more effective dialogue among academic communities to
address theoretical and practical issues. Cybersecurity scholarship
promises interdisciplinary productivity; Unver argues that digital
conflict studies research projects and standards are necessary for
fulfilling that promise.

Finally, this issue of STAIR explores the shifting role of the pri-
vate sector in a feature interview with Stephanie Snyder, SVP and
Commercial Strategy Leader for Cyber Solutions at Aon. Snyder
deals with many of the practical implications of an ever-changing
landscape of cybersecurity policy—from the difficulties of adher-
ing to the GDPR in Europe, to the challenge of keeping up with
new federal and state legal frameworks in the US. Managing cy-
bersecurity is not simply a matter of a conceptual debate: for many
companies, the digital revolution has meant importing an entirely
new paradigm for securing customer data, protecting proprietary
technology, and defending internal and external communications.
Companies are scrambling to stay one step ahead of rogue crimi-
nals and nation-states alike. Additionally, the private sector faces
a continual shortage of expertise in this field. Snyder touches on
several of the major challenges companies face in cyberspace, pro-
viding insights into how to better prepare for proliferating insecu-
rities in cyberspace.

II. General Section

To accompany the selected articles of this STAIR issue’s the-
matic section, the General Section typically features pieces from a
wide variety of disciplines. The May 2019 issue includes original
contributions about migration in the liberal world order, China’s
growing economic engagement in the Asia-Pacific region, organ-
ised crime in China and the Salvadoran Civil War of 1979-1992.

In the opening article, Hassan Fiaz challenges orthodox in-
ternational relations theory, which views the modern state as an
autonomous, authoritative entity, by exploring the competing
and oftentimes contradictory forces the state must navigate in
the context of migration politics. Fiaz draws on a number of case
studies about issues ranging from national identity to economic
development in far-reaching contexts in order to analyse states’
responses to these economic and political forces. He draws these
cases together to demonstrate the interrelated implications of
migration for each of the major components of statehood - terri-
tory, a distinct population, and sovereign capacity — emphasising
in particular their malleability and mutability.



In the next piece, Shantanu Roy-Chaudhury looks at the
growing geoeconomic importance of the Asia-Pacific region and
China’s increasing economic engagements in this realm, which are
being boosted by the Belt and Road Initiative. This article particu-
larly examines China’s expanding presence in Sri Lanka, focussing
on the Hambantota Port project, the largest Chinese-run project
in Sri Lanka, which Roy-Chaudhury argues is a major national se-
curity concern for India. The author argues that growing Chinese
investments will negatively impact Sri Lanka in the long run.

In a separate piece, Brody Weinrich argues that substantial
economic growth in East Asian economies, particularly China,
have been accompanied by the evolution of transnational organ-
ised crime. While organised crime has been a long staple of China’s
black economy, the twentieth century saw new versions of crimi-
nal groups increasingly involving themselves in politics given,
what Weinrich argues, is a functional use to the state and poli-
ticians. Focusing on the Shanghai Green Gangs and Hong Kong-
based triads, Weinrich argues that it is the political dimensions
of triad activity which cemented their role as key players in the
regional transnational crime often seen today.

Joshua Ebiner evaluates the conditions and variables that
impact the non-proliferation of negotiation completion through
the case of the Salvadoran Civil War (1979-1992). From informa-
tion failures to credible security guarantees, the author extrapo-
lates upon the complex interaction of international and domestic
conditions that influence the enforcement of peace agreements
and outbreak of civil war. The probability for the durability of
peace is therefore evaluated under the increasing occurrence of
intra-state conflict in the current international political arena.

We hope that the General Section of this issue will serve as a
valuable addition to the contributions presented in the Theme Sec-
tion on cybersecurity, offering additional insights on the changing
dynamics of world politics.

III. Book Reviews

It is a pleasure to introduce this edition’s book review sec-
tion. Highly relevant in relation to this edition’s theme, all five re-
viewers cover publications centred on cybersecurity in all of its di-
versity, while simultaneously managing to strike the right balance
between technical competency and accessibility. Samuel Forsythe,
a doctoral research student at the Peace Research Institute Frank-
furt and Goethe University and graduate of Philosophy and War
Studies at King's College London, reviews Lucas Kello’s The Virtual
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Weapon and International Order. Authored by one of the world’s
leading International Relations (IR) scholars currently working
on cybersecurity, the book skilfully extrapolates well-known IR-
specific theoretical concepts to the cyber-realm. As Forsythe is
quick to point out, Kello’s propensity to coin new terminology,
rather than repurposing old IR terms is a double edged sword,
the author’s insistence on combating ‘strawman arguments’ being
the sole other not-unambiguously-positive aspect of the Virtual
Weapon.

Anisa Kassamali, an alumna of SOAS and a trainee solicitor,
contributes to STAIR for the second time in a row. She examines
The People Vs Tech: How the Internet Is Killing Democracy (and How
We Save It) by Jamie Bartlett, a publication aiming to reach the
broadest audience out of all books reviewed here, which she as-
sesses it on its own considerable merits. The publication’s author
argues that some of the more predictable effects of information
technologies are also some of the biggest threats to democracy,
ranging from internet users’ gradual loss of civil attachment or
responsibility to the negative socio-political effects of mass-scale
job loss resulting from automation. While Bartlett’s book being
novel and well-argued overall, the reviewer highlights the latter’s
failure to touch upon the structural reasons behind current corpo-
rate behaviour that promises to only continue exacerbating this
challenge.

Claudine Tinsman, a doctoral (DPhil) researcher in Cyber Se-
curity at University of Oxford, reviews Click Here to Kill Everybody:
Security and Survival in a Hyper-connected World by Bruce Schneier.
The latter is also on the more pessimistic side of extrapolations
of current cybersecurity trends. Tinsman highlights the author’s
admonition of how modern technology will only render large-
scale cyberattacks more disruptive and potentially lethal. She also
adeptly points out how the book decries governments’ reluctance
to tackle these dangers, currently preferring surveillance over
tackling structural vulnerabilities of said cyber-technology. While
lauding the book on a whole, especially the author’s policy recom-
mendations and his example of the European Union as a pioneer
in setting safer technological standards, Tinsman would like to see
a deeper exploration of how political considerations prevent even
further progress.

Rachel Hirshman, a master's student at Stanford University
studying Management, Science, and Engineering, reviews The Cy-
bersecurity Dilemma: Hacking, Trust and Fear Between Nations by
Ben Buchanan. The key IR concept of the ‘security dilemma’ gets
exported to the cyber-realm here, rendering miscalculation and es-
calation ever more likely. Hirshman points out how attribution of



a given cyberattack to a specific state actor becomes more complex
in case of automation, in addition to bemoaning the narrow defi-
nition of ‘state actor’ espoused by Buchanan. Finally, James Sul-
livan, an alumnus of Duke University currently pursuing a Master
of Liberal Arts in IR at Harvard University, reviews the edited vol-
ume Computational Propaganda: Political Parties, Politicians, and Po-
litical Manipulation on Social Media. Campaigns of disinformation
and attempts of large-scale voter manipulation are an extremely
topical issue, but as the reviewer explains, technology and propa-
ganda have always tended to go hand in hand. Much like Schneier
and Buchanan, the authors of this edited volume provide policy
recommendations and anticipate the issues of automation and at-
tribution. Sullivan finishes his review concluding how the old days
of unrestricted access to the internet and near-perfect anonymity
online have likely ended. Overall, the reader of this issue can look
forward to a compelling collection of reviews of an equally compel-
ling selection of relevant recent literature on cybersecurity.
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THEME SECTION

FAMILY RESEMBLANCE OR FAMILY
ARGUMENT? THREE PERSPECTIVES
ON CYBERSECURITY AND THEIR
INTERACTIONS

James Shires, Harvard Kennedy School
Abstract

Cybersecurity can be defined as the prevention and mitigation of
malicious interference with digital devices and networks. This broad
definition leaves crucial questions unanswered, including the question
of how prevention and mitigation take place, the question of against
what or whom cybersecurity is directed, and the question of scope:
whether the digital devices and networks belong to individuals,
organisations, certain states, or even the entire world. These questions
bedevil cybersecurity research, as both scholars and practitioners
move deftly between them according to their priorities and audiences.
This article addresses this issue by providing a general theoretical
framework for thinking about cybersecurity in international politics.
The article identifies three conceptions of cybersecurity. The first is
national cybersecurity, where the networks to be protected are
primarily those within a state’s territorial boundaries; the most
concerning malicious actors are primarily other states, and the means
involved are the traditional tools of international statecraft, including
diplomacy, laws, intelligence, and military force. In the second,
commercial cybersecurity, the networks to be protected are those
of profit-making organisations, which may be sub- or trans-national;
malicious actors are any that affect the function and purpose of the
organisation, usually framed in financial terms; and the means involved
centre around calculations of risk, liability, incident prevention, and
reputation management. In the third, individual cybersecurity, the
devices and networks to be protected are those owned by the individual;
malicious actors are those that would infiltrate those devices to cause
harm to the individual or their possessions; and means involved are
the improvement of privacy rights, awareness, and communications
security. The article concludes that only by understanding both family
resemblances and family arguments between these three conceptions
can we establish dialogues between the various communities working
on urgent cybersecurity problems.

James Shires, “Family Resemblance or Family Argument? Three Perspectives

on Cyber Security and Their Interactions,” St Antony’s International Review
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Introduction

Cybersecurity can be defined as the prevention and mitigation
of malicious interference with digital devices and networks.
Although no definition captures all aspects of what could be termed
cybersecurity (for example, this definition specifically excludes
non-malicious or accidental events), this definition highlights the
core concerns of many policy and academic communities." Within
this broad definition, scholars have identified several distinct
perspectives, with two common threads.

The first is a distinction between national or state-based
cybersecurity and what Ronald Deibert calls ‘human-centred’
cybersecurity.” Although Deibert is not the only proponent of
the latter view, his work represents perhaps the most sustained
attempt to distinguish the cybersecurity of individuals from the
cybersecurity of the states in which those individuals reside. Unlike
other political science and international relations literature that
focuses on cybersecurity issues within and between states, Deibert
forcefully argues for a reorientation of cybersecurity towards a
cosmopolitan understanding based on liberal personhood and
human rights.

The second thread also begins with national cybersecurity but
contrastsitinstead with whatIterm ‘commercial’ cybersecurity: the
approach to cybersecurity taken by profit-motivated organisations
seeking efficient means of maximising investment and protecting
assets. This approach is characterised by calculative methods
of risk management, seeking to quantify and then integrate
cybersecurity risks into existing corporate structures and use
economic solutions such as insurance, auditing, and outsourcing.
Again, many scholars have written about the difficulties inherent
in aligning national and commercial perspectives on cybersecurity,
notably in Madeline Carr’s account of public-private partnerships
in the UK.2

These two threads are rarely woven together. Although
Deibert recognises the importance of private companies for
both national and individual cybersecurity—including through
ethical imperatives and reputation-motivated corporate social
responsibility—their cybersecurity risk management practices
are not a major theme of his work. Similarly, while Carr elsewhere
locates state approaches to cybersecurity within a wider human
rights framework,* this is not emphasised in her work on public-
private dynamics.

In contrast, this article focuses on the interaction between all
three perspectives on cybersecurity, identifying both contradictory
and complementary elements of this interaction. These complex
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relationships bedevil cybersecurity research, as both scholars and
practitioners move deftly between the three perspectives according
to their priorities and audiences. This article argues that only by
understanding both family resemblances and family arguments
between these three perspectives can we establish dialogues
between different communities working on urgent cybersecurity
problems.

The term ‘family resemblance’ is drawn from Wittgenstein’s
workonfoundationalconceptsinanalyticphilosophy.®Wittgenstein
argues that different uses of the same word (e.g., ‘cybersecurity’)
do not necessarily need a common core of meaning, an approach
diverging from much positivist social science.® Instead, uses bear
merely a family resemblance, with similar characteristics between
most particular instances, but enough flexibility that some have
no overlap whatsoever. This flexibility is partly why scholars have
argued that ‘cyber’ fits Walter Gallie’s definition of an ‘essentially
contested concept.”

Wittgenstein’s concept of ‘family resemblance’ also seeks to
pinpoint an instinctive aspect of conceptual similarity: knowing
that two things arealike (like brother and sister) without necessarily
knowing why. This ability stems from immersion in a broader form
of life and set of shared practices; in this case, the set of shared
practices known as cybersecurity expertise.? For this article, the
most relevant implication of a practice-based view is that the three
perspectives analysed here are not different theoretical levels of
cybersecurity, organised hierarchically according to scope from
individual to commercial, and then to national. Instead, they are
different practical worldviews, each incorporating universal and
particular value judgments and factual claims. In this conceptual
family, there is no suggestion that one perspective is more
foundational than the others.

The National Perspective

For the purposes of national cybersecurity, the emergent
geography of the internet—as information flowing around the
globe according to technical protocols deciding the most efficient
path for individual packets of data—is forced into an older statist
geography, with territorial boundaries determining possession and
jurisdiction.® Many scholars frame state perspectives on national
cybersecurity as fitting into two broad camps, with non-Western
perspectives focusing more on information flows than network
protection.’ The situation is in fact far more complicated, with
almost as many versions of national cybersecurity as there are
states.’ Consequently, despite many differences between states



in cybersecurity, this section seeks to identify their common
elements in contrast to commercial and individual cybersecurity.
All states attempt, in different ways, to reconcile global internet
communications with national borders. This distinction is not
purely between physical geography for states and sociotechnical
construction for the Internet. On one hand, the contours of
the Internet, its chokepoints and highways, are shaped by
numerous physical factors. On the other, state borders are
themselves defined socially, through prior ideas of nationhood
and political community, and technologically, based on evolving
means of cartography and communication.” This joint social
and technological construction is equally important for ‘neutral’
territories, such as space and international waters (crucial for
the satellites and cables that enable internet communication).
National cybersecurity interprets cyberspace from the state
perspective, seeing servers, networks, and users as located within
one or another territory, and flows of information as crossing
state boundaries, transiting from one jurisdiction to another.’
Consequently, the primary objects of protection are networks—
and information, organisations, and functions reliant on those
networks—within a state’s borders.™

National cybersecurity privileges some malicious actors over
others. Although scholars have argued for an overall diffusion
of power from state to non-state actors as part of the growth
in digital technologies and Internet communication, national
cybersecurity sees other states as the key threats.'® This is partly
a matter of resources: adversarial states have the capability to
build far more sophisticated forms of malicious software, and
mount more sustained campaigns against digital infrastructure,
than non-state actors such as terrorist groups.® However,
sophistication is not always equated with success, and non-state
groups could have a large—if brief—impact on state functions.
The deeper reason for states seeing other states as the main threat
is a shared belief that the state system is the basic dynamic of
cybersecurity politics, echoing older critiques of realism as being
a more accurate description of what statesmen believe than how
the international system functions.'” Cybersecurity is seen by
academics and policymakers in terms of hegemony and great
power competition, as what Fiona Adamson calls ‘methodological
nationalism’ pushes even nuanced analyses of state cyberattacks
towards questions of hegemonic control of the internet.’ This
theoretical predisposition is matched by bureaucratic inertia:
existing national security leaders and organisations, imbued with
a culture of state threats, find it easier to justify their actions and
competition for resources by appealing to the threat of familiar
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adversaries."

National cybersecurity also seeks to influence cybersecurity
through the application of existing tools of statecraft. The long-
running debate over the possibility of cyber-deterrence is a good
example of this, as nuclear analogies have been dissected to
locate similarities and differences for cyber ‘weapons.” Similarly,
scholars have concluded that coercive action more broadly is
difficult if not impossible ‘in cyberspace, conceived as a distinct
military domain.”» However, existing tools of statecraft are not
limited to the coercive approaches of deterrence or compellence:
states have proved equally adept at using international law (in
the Tallinn Manual on the rules of armed conflict), bilateral and
international diplomacy (in US-China agreements on cybercrime
and the ongoing, bifurcating (in the UN Group of Governmental
Experts [GGE] in cybersecurity), and infrastructural power, such
as standard setting and technical control.?” Finally, intelligence
agencies have been the historical locus of cyber power for most
states, meaning that cybersecurity practices are fundamentally
structured in terms of intelligence collection and analysis as much
as, if not more than, through military doctrine.

The overall theme of this approach has been characterised by
scholars in similar ways. For Lucas Kello, it forms a domain of
‘unpeace, where relations are conflictual yet do not meet widely
accepted definitions of war.?® For Richard Harknett, cybersecurity
is a matter of “persistent engagement under the threshold of
armed conflict.”** Persistent engagement—forming the basis for
the first US Department of Defense cyber strategy that moves
away from deterrence—is nonetheless strategically motivated
and competitive.? In this view, it may be desirable to act directly
against an adversary’s digital presence (for example, by conducting
coordinated information campaigns or digital sabotage), rather
than coercing another actor through threat of ‘cyber-force,” or
shaping their desires through normative convergence.

While these scholars argue that new understandings of cyber
power are therefore required, their suggestions bear a surprising
resemblance to existing critical theories of power, where
persuasion and what Foucault calls ‘governmentality’—seeking
control of conduct, rather than direct influence—are the primary
means of influence.?® They also echo Foucault’s view of power as
‘capillary, with Harknett explicitly suggesting that the US military
should embed itself in adversary networks wherever possible,
seeking small and frequent forms of influence. Consequently,
critical theories—where even peacetime is seen as competitive
and adversarial in many ways—could be a useful alternative way
to understand the ‘under-the-threshold’ character of state actions



taken in the name of national cybersecurity.

Justin Joque takes this argument further by suggesting that
what he calls “cyberwar,” as conducted by states, can be understood
as a type of ‘deconstruction’ in the Derridean sense.”” Joque
argues that while Derridean deconstruction seeks to destabilise
binaries of fixed meaning in natural language texts (including that
of author/reader), malicious cyber activity destabilises the logical
flow of programming language texts from the intended purpose
of a program to its execution. By doing so, it inserts another
intention (author) into the system. While Joque’s conclusions on
the political potential of such destabilisation are beyond the scope
of this article, his provocative contribution to conceptions of
national cybersecurity is that this interruption is ultimately self-
defeating. By revealing the fragility of digital critical infrastructure,
what he calls the ‘war machine’ of the state (its intelligence and
military apparatus) undermines its claims to reliable action both
in and outside its borders.

Importantly, this is not merely the repetition—in a different
theoretical vocabulary—of the trade-off between secretly
discovering and retaining vulnerabilities for offensive action, and
communicating those vulnerabilities widely to secure networks.
That trade-off is well illustrated by the development of the US
Vulnerabilities Equities Process (VEP) in the context of the 2017
release of zero-day exploits from US intelligence agencies by
adversarial hackers associated with Russia.?® Joque’s argument
goes deeper: it suggests that the logic of strategic military
action in general is undermined by the increasing prevalence
and exploitation of digital vulnerabilities in military and critical
networks, casting doubt on the potential for force (cyber or
otherwise) to achieve strategic gains rather than descend into
chaos. In other words, cyberwar becomes action in the absence
of strategy not through lack of creativity or vision, but because
strategising itself is undermined by a position of unpredictable
vulnerability.

In sum, despite the significant differences between different
conceptions of cybersecurity in different states and regions, there
remains a common perspective that can be identified as national
cybersecurity based on similar understandings of power, territory,
and technology. This perspective views the object and means of
cybersecurity through a territorial lens, closely associated with
military and intelligence capabilities. While for some scholars this
association leads to new areas of non-war competition, for others
it begins to dissolve the classical foundations of military strategy.
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The Commercial Perspective

Commercial cybersecurity treats organisations rather than
states as the main reference point for cybersecurity. Organisations
can be theorised in several ways, from thin interpretations as sets
of formal and informal contracts between individuals to much
thicker understandings of the organisation as a Bourdieusian
field, complete with its own taken-for-granted practices (doxa)
and structures of symbolic capital.?® These thicker interpretations
highlight the fact that, although economic calculations are the
basis for commercial cybersecurity, there are many other factors
at play. For example, organisational cultures and individual
reputations may mean that specific cybersecurity initiatives are
embraced or resisted.

In this section, I use corporations (public and private
companies) as the prime examples of organisations. Although
they are nominally subject to the laws of the state in which they
are headquartered, contemporary capitalist structures mean
that many organisations—from small start-ups to massive
multinationals—are able to proactively shape their relationships
to states, including tax structures, headquarters, and legal
requirements, in ways that give them the greatest financial
advantage and decision-making flexibility. Organisations are thus
both sub- and trans-national: sub- because they lack the ‘hard’
power of states, but trans- because their networks stretch across
state borders.*

Commercial cybersecurity is fundamentally structured in terms
of risk management. Organisations, as economic entities, seek the
most efficient means of maximising investment and protecting
assets.®® Cybersecurity risks—once they have emerged into an
organisation’s consciousness from back office IT functions—
are therefore framed as risks to profit (in this way, they can be
accidental as well as malicious, although such events are outside
the scope of this article). The usual organisational response to
these risks is to quantify and integrate cybersecurity risks into
existing corporate structures: for example, by appointing a Chief
Information Security Officer as a board or near-board level post.
However, cybersecurity risks are not easily quantified, partly due
to their intangible consequences outside a clear profit impact (e.g.,
reputational damage) and partly due to difficulties in predicting
large scale events such as data breaches.

The profit motive means that cybersecurity is also an
opportunity. As well as the growth of a new industry specialising in
protective solutions, organisations seek ways to govern and exploit
cybersecurity risks through insurance, auditing, and outsourcing.



This evolution can be theoretically understood as a productive risk
dispositif, which colonises ever further geographically and into
the future, endlessly expanding because there are always residual
risks.?? In cybersecurity, organisational focus has moved from the
network perimeter, to key assets, to endpoints, to cloud storage
and supply chains, and so on in an infinite logic where once one
risk has been commodified and mitigated, another is identified.

However, commercial cybersecurity is not strictly limited to
profit-making organisations. Non-profit entities, government
agencies, and international organisations can also adopt a
commercial perspective insofar as they see cybersecurity as a
question of economic investment and risk. Their very different
purposes (for example, civil society organisations often promote
individual cybersecurity, while international organisations create
norms and institutions adjudicating between national concerns)
mean that commercial cybersecurity overlaps with these other
perspectives.®

How does commercial cybersecurity relate to national
cybersecurity? We can use the framework of family resemblances
and arguments to illuminate two contrasting aspects of this
relationship. First, there are family resemblances between
commercial and national cybersecurity, as states are dependent on
private sector organisations in many aspects of cybersecurity. In
defensive arenas, states contract companies to manage and protect
their networks. They also use companies to supply ‘offensive’ tools,
seeking to break into others’ networks in conjunction with military
or intelligence services.** These companies are integrated into
the state very tightly, with individuals moving between the two
regularly. More widely, the state controls the economic rationale
and operating environment for these companies, creating what
has been called a ‘cyber-military-industrial complex.”*

There is also a family resemblance in the professional
practices of cybersecurity experts in both commercial and national
settings. The growing industry providing ‘threat intelligence’ to
organisations claims to function in a similar manner to traditional
national security intelligence analysis, with a revolving door
between the two. In both environments, threat intelligence
analysts track the tools, tactics, and procedures (TTPs) and
indicators of compromise that could be used to mitigate future
incidents. They also perform ‘attribution, finding links between
a specific actor and past incident, or, as Thomas Rid and Ben
Buchanan put it, asking the question, “who did it?”%

However, different parts of theindustrydivergein theirattribution
practices. Some companies, especially in the US, explicitly name a
familiar roll call of adversarial state actors, sometimes on a very
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speculative basis.?” For others, revealing the identity of malicious
actorsisless of a concern than tracking the evolution of a ‘campaign’
or grouping them into broad categories (hacktivist, cybercriminal,
etc.). In many cases, traditional identification (name and/or
nationality) is not required for these purposes. Furthermore,
attribution is rarely relevant for incident response. For example,
in one of the most economically damaging recent cyberattacks, the
2017 malware called NotPetya that temporarily halted operations
of shipping company Maersk, the technical characteristics of
the malware were crucial for its attribution: it was designed to
look like ransomware built for profit, but was later attributed by
the US and other states to the Russian military.*® However, this
attribution was extremely low priority for Maersk and other
affected organisations seeking to limit their economic losses, as
what mattered was understanding how the malware functioned,
rather than who made it.*® Overall, as Myriam Cavelty concludes
in her comprehensive mapping of cyber-threat representations,
“it is neither natural nor inevitable that cybersecurity should be
presented in terms of power-struggles, war-fighting, and military
action.”*® This family resemblance is instead the result of sustained
shared practices and congruent purposes.

Outside the role of economically-motivated organisations in
the national security apparatus, the mammoth social media
and advertising companies that constitute the basis of most
individuals’ experience of the Internet worldwide generate more
of a family argument than family resemblance. Especially after
the Snowden disclosures, such companies have sought to portray
themselves as opposed to national security overreach, and even
engage in ‘diplomatic’ lobbying to this end.** They also portray
technological developments, such as end-to-end encryption, as
a way to avoid government pressure to disclose information.*?
Nonetheless, these companies are often seen by governments as
elements of ‘national power’ due to their worldwide prestige and
economic weight, as well as specific contributions to intelligence
collection.®

Although the US has so far been the locus of most of these
internet giants (and the lack of a similar ‘regional champion’
for the EU has been taken as evidence of its weakness), Chinese
companies are beginning to adopt a similar role, encountering
the same advantages of national champions in terms of market
access and state support, and similar disadvantages in terms of
distrust from other states.** The repeated attempts by the UK to
navigate between US security pressure and perceived economic
benefits by closely scrutinising the source code of Huawei systems
demonstrate this contradictory dynamic. For international



behemoths like Huawei and the US internet giants, the concept
of commercial cybersecurity at times aligns and at other times
contradicts that of national cybersecurity.*

A family argument also exists between national and
commercial cybersecurity in the domestic, as well as international,
sphere. Even in the best case scenario where states and private
companies seek the same thing—for example, defence against
agreed adversaries, calculated in a risk management framework
for profit—commercial and national perspectives diverge in
three main ways. First, there is a tension in perceived power
dynamics: corporations see that states hold much information
to which they do not have access, while states see corporations
as quietly benefiting from their unappreciated protection. In the
US, this is exacerbated by an East Coast/West Coast split, where
an entrepreneurial Silicon Valley culture that imagines the almost
total absence of government has been characterised by Stanford
academics as a national security threat.*® Second, when states
seek to encourage information sharing—the most basic level of
cybersecurity cooperation—between companies, they encounter
reluctance due to fear of losing a competitive advantage or sharing
damaging or IP-protected information.*’ The exceptions are where
trust networks develop and there are sufficient shared incentives
and resources: for example, through sector-based Information
Sharing and Analysis Centres (ISACs).

The third and final difficulty in this partnership is the
tendency for organisations to ‘hack back, leading to both
escalation dynamics and risks of confusion.*® Although the extent
of the hack-back phenomenon is unclear, some participants have
provided detailed accounts of their experiences to media outlets.*’

In sum, as a conception of cybersecurity grounded in
economic risks, organisations view cybersecurity risks in a similar
way to other corporate challenges and seek to mitigate them
using standard management and economic methods. Economic
competition provides opportunities for greater protection—and
supports the cybersecurity industry itself—but also spreads
vulnerabilities due to disincentives to cooperate. This creates a
family resemblance with the state-based competition of national
cybersecurity, leading to similarities in overall focus and everyday
practices. However, other areas of interaction create the more
conflictual dynamics of a family argument, where although some
organisations fit closely within the national perspective, others
seek to distance themselves to build a global business.
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The Individual Perspective

Several scholars have put forward an alternative concept of
human-centred cybersecurity to both national and commercial
perspectives. A key proponent of this approach is Ron Deibert,
director of the Citizen Lab, a non-profit organisation based at
the University of Toronto which uses interdisciplinary methods
to investigate cyber threats to civil society. In his academic work,
Deibert has explicitly tied human-centred cybersecurity to a
broader movement in security studies to address issues of ‘human
security, to see what are usually cast as questions of national
or international security as threats to individuals.*® Theories
of human security usually articulate these threats in reference
to international human rights. The human rights on which the
Citizen Lab focus are first, freedom from torture, mistreatment,
or arbitrary detention in connection to spyware facilitating such
actions; and second, freedom of expression in connection to
censorship and filtering, both directly and as an indirect ‘chilling
effect’ of known censorship. The right to privacy and related data
protection issues are also a central aspect of the Lab’s work. There
are of course other human rights, including rights of development,
political participation, and non-discrimination, that are on the
cusp of becoming cybersecurity issues due to factors such as the
influence of social media on political opinions, the manipulation
of targeted advertisements, and the free or subsidised provision
of essential services in exchange for personal data. Overall,
human-centred cybersecurity can adapt with the expansion of
cybersecurity itself, keeping individual rights at the core of its
protective mission.

Anindividual perspective also interrogates the effect of digital
technologies on existing forms of violence against vulnerable
individuals. Current research suggests that internet-connected
devices, especially those designed for domestic convenience or
security purposes, enable new forms of domestic abuse.®* This
argument is analogous to the logic by which Citizen Lab argues
that spyware enables mistreatment, in that these technologies
provide information to the rights violator that is then used to
facilitate or justify rights violations. However, the association
between ‘Internet of Things’ (IoT) devices and domestic abuse
also functions in a more psychological sense, as the awareness of
sensors gives victims a feeling of helplessness and being under
constant surveillance. This psychological effect takes individual
cybersecurity in a different direction, moving away from violent
physical effects linked to information technologies and towards
non-physical forms of violence: psychological, cultural, and



structural.®? Following trends in human security more broadly,
individual cybersecurity highlights the differential impact of
cybersecurity threats on specific groups, especially gender and
ethnic minorities or vulnerable immigrants. For example, the
extent to which migrants in Europe rely on their smartphones
throughout the migration process enables governments to collate
metadata about their travel history and contacts, which could be
used to justify deportation.>

The relationships between individual cybersecurity and
national and commercial cybersecurity include both family
resemblances and family arguments. The family resemblance
between individual and national cybersecurity is so close that
at some points they converge completely. States are the main
guarantors of individual rights, and so unless a state can function
competently, including providing basic critical infrastructure and
both a domestic and foreign-facing security apparatus, individual
cybersecurity is automatically imperilled.

In the other direction, liberal political theory promotes a
view of personhood where the existence of a private sphere is the
basis for the constitution and articulation of individual identity
itself. Without a protected private space for individual flourishing,
there are no meaningful individual identities for the state to
protect.®® Consequently, national cybersecurity depends on
individual cybersecurity just as much as the other way around. This
symbiotic relationship is, of course, based on a liberal conception
of both individuals and states, and the central role of individual
cybersecurity in national cybersecurity depends on the extent to
which other viable conceptions of personhood exist.

However, this convergence of individual and national
cybersecurity overlooks an important family argument: the fact
that states are just as often threats to a wide range of individual
rights both within their borders and outside them—in this case,
mainly freedom of expression and privacy. As the extensive debate
following the 2013 Snowden disclosures revealed, many citizens in
the home states of the ‘Five Eyes’ intelligence partnership (the US,
UK, Canada, Australia, and New Zealand) felt that the extent of
mass surveillance (or bulk data collection) by intelligence agencies
breached their rights to privacy.>® This was the case even if such
surveillance was intended to protect them from mutually agreed
threats, such as terrorism. In many states where the surveillance
apparatus is more closely connected to repressive security practices
both online (censorship and filtering) and offline (detention and
mistreatment), national and individual cybersecurity can become
almost entirely opposed. Overall, rather than simplifying the
relationship between individual and national cybersecurity as a
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binary trade-off between security and freedom in all cases, the
framework of family resemblances and arguments provides space
for the points of agreement and tension between these concepts
to exist simultaneously.

Individual cybersecurity also bears a family resemblance
to commercial cybersecurity. Individual rights can fit easily into
profit-motivated attempts to secure corporate data from state
access. A good example of this alignment is Apple’s refusal to
unlock an iPhone used in a mass shooting for the US Federal Bureau
of Investigation (FBI).>® As Apple’s business model has less to lose
from a more restrictive data provision model than its competitors,
its refusal to allow FBI access was useful public relations material,
cementing the company’s privacy-conscious reputation in the
minds of consumers. Of course, commercial entities like Apple
do not present these actions as economically motivated, instead
highlighting their self-perception as ethically capable actors with
duties and responsibilities to individuals, rather than merely profit-
making entities. This view has been bolstered by international
organisations, as the UN’s 2011 Guiding Principles on Business
and Human Rights highlights how companies have a duty to both
avoid directly causing rights violations and participating in areas
where rights violations are expected.”” Some specific actions, such
as Microsoft’s Tech Accord, cited in the previous section, and
Google’s withdrawal from the Chinese search market in 2010,
seem to support this view.

However, human rights justifications for economically-
motivated action are hostage to a future when these motives
diverge.”® Although this is not yet the case with Apple, Google
has begun to reconsider its position in China, and is building a
censored version of its search engine for the Chinese market.*
A more intense argument between individual and commercial
cybersecurity emerges when private companies more directly
enable, rather than simply comply with, repressive state practices.
Citizen Lab’s work investigating states’ use of commercially-
developed spyware against journalists, activists, and dissidents
worldwide, from Mexico to Saudi Arabia, highlights how various
surveillance systems (sometimes even branded as their ‘most
advanced form of cybersecurity’)® restrict civil society and reduce
the individual cybersecurity on which it depends.

There seems no easy route to put an end to this family
argument and reconcile individual cybersecurity with its
commercial cousin. As indicated by the response of these
surveillance suppliers to accusations of human rights violations,
the creation of ‘ethical committees’ and review boards are often
no more than reputation-saving attempts to placate influential



backers, rather than a genuine commitment to avoiding misuse.61
Social media companies perform similar damage limitation
exercises when they conduct internal investigations and create
oversight bodies: for example, Facebook’s PR tactics have come
under scrutiny following alleged Russian interference surrounding
the US Presidential election.®” Overall, although individual and
commercial perspectives on cybersecurity occasionally overlap,
this resemblance is contingent on individual decision-makers
and the convergence of different motivations. From a global
perspective, family arguments are just as common, and more
concerning in the long run.

Finally, there is a wider contradiction between individual
and commercial cybersecurity due to structural features of
the software market that encourage speed and innovation at
the expense of secure systems. In contrast to other critical
infrastructure sectors, national regulators avoid making software
producers liable for negative consequences due to software
vulnerabilities, and so it is unclear where liability lies for human
rights violations. Unfortunately, it is not obvious that the solution
is to strengthen human rights law by making software producers
liable, as companies have proven adept at using human rights law
to their advantage in disputes with both individuals and states
in other sectors.63 Although a full treatment of these deeper
structural contradictions is beyond the scope of this article,
market assumptions about acceptable software creation and data
collection practices create a broader environment termed by some
scholars as ‘surveillance capitalism, in which narrower clashes
occur.**

Conclusion

This article has sought to lay out three different perspectives
of cybersecurity: national, commercial, and individual. In
each case, it has connected these perspectives with wider
bodies of political science and sociological and philosophical
thought; theories of interstate conflict, both realist and critical;
organisation studies and risk management; and human security
and liberal individualism. While cybersecurity scholars recognise
the existence of these different perspectives, and commonly bring
them together in pairs, none consider all three equally. This article
does so and explicitly analyses their interaction—the areas where
they complement each other, leading at some points to merging,
as well as the areas where they conflict, most starkly leading to the
object of protection for one being exactly the threat for the other.

I have argued throughout that these different perspectives
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can usefully be analysed within a conceptual framework of family
resemblances and family arguments. Overall, there is a family
resemblance at work: there is no common core to these three
perspectives, but certain elements are borrowed and shared
among them. As I explore throughout the body of this article,
family arguments also persist between these rich and productive
worldviews, and so cybersecurity continues to be contested
between these three perspectives. The framework of family
resemblances and arguments cautions against an exclusionary
approach that focuses on one perspective instead of the others.
Rather, it suggests that different communities working on separate
but urgent cybersecurity problems should consciously explore
areas in which their work resembles that of other communities
to better understand their different concerns. Putting these three
perspectives in direct conversation is thus not merely a reflective
analytical exercise, but also an active intervention in cybersecurity
politics; by doing so, I seek to reorient cybersecurity debates
towards a more inclusive, and more optimistic, digital future.
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STATE
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Abstract

In liberal democratic countries, the role of the state in cybersecurity is
a politically contested space. We investigate that role along three dimensions:
the first is theoretical and we look at existing cybersecurity literature, show-
ing that international affairs literature is almost exclusively highlighting the
role of the state as a security actor. We argue that this view is too narrow
and risks limiting the discussion to only a few aspects of what cybersecurity
entails. The second is empirical and we analyse policy development, show-
ing the diversity of the roles the state imagines for itself. The state occupies
six different roles in cybersecurity: (1) security guarantor, (2) legislator and
regulator, (3) supporter and representative of the whole of society, (4) secu-
rity partner, (5) knowledge generator and distributor, and (6) threat actor.
The third dimension is normative and we investigate what the role of the
state should be. To do that, we outline three main areas of tension between the
state, the economy, and society in which cybersecurity policies are situated.
Diverse coalitions of interests, spanning across the three social fields, support
or challenge the six roles. Thus, two types of questions occupy the centre stage
of cybersecurity policy: a question regarding the boundaries of responsibility
(i.e., where does the responsibility of the state, economic, and societal actors
start and end?) and a question regarding the concrete assumption of responsi-
bilities (i.e., which means is an actor allowed to use to assume the responsibili-
ties of his/her roles?). In sum, our conceptualisation enhances the understand-
ing of cybersecurity as a diverse and crosscutting policy field. The result is a
more comprehensive understanding of different roles of the state, which will
help researchers with finding innovative research questions in the future.

Introduction

What is cybersecurity? What seems like a simple question
is at the heart of the political challenge this issue has become.
Exemplified in the difficulties many state actors confess to have
when it comes to agreeing on official definitions, cybersecurity is
notoriously hard to pin down and is contested politically in both
national and international arenas. In explaining the reasons for
this contestation, we will advance a better understanding of what
cybersecurity has become and will highlight the diverse roles of
"the state" that have emerged.?
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One reason for the difficulty in defining cybersecurity to
the satisfaction of different stakeholders is the continuing evolu-
tion of the concept. Not so long ago, cybersecurity - or rather, its
predecessor concepts, such as critical information infrastructure
protection or information security — used to be an issue primarily
discussed in expert circles as a technical or risk management prob-
lem. Now it has become a national security issue dealt with in the
highest government circles, not least due to a marked increase in
strategically motivated state activity in cyberspace, which is itself
a side effect of current geopolitical tensions.? High-level cyberinci-
dents not only affect individuals or single businesses, but also are
seen as a threat to states, societies, and economies. Consequently,
states are reviewing their own offensive and defensive capacities
and are consolidating their strategic planning regarding the use of
cyberspace.*

However, cybersecurity is not only moving upwards in po-
litical agendas worldwide: parallel to the advancing digitalisation,
which is reflected in the increasing computerisation and automa-
tion of processes in business and society, cybersecurity is also
expanding as a problem area to a multitude of additional policy
domains not traditionally within the narrow purview of security.
Cybersecurity has become a new focal point for education and
training of the cybersecurity workforce, makes an appearance as
capacity building in development cooperation, has been linked
to a new type of diplomacy in foreign policy, appears as cyber-
mediation in conflict management, and, definitely not least, is
considered an important business sector or, more generally, the
backbone for economic viability in a digitalising world.® Thus, cy-
bersecurity is at the same time becoming more important, more
diverse, and more diffused.

These developments raise pertinent questions for research
that we explore in this article: How should cybersecurity be under-
stood to do justice to its current and future conceptualisation in
policy debates and political practice? Given its diversity, what roles
and responsibilities do different actors have for which aspects of
the complex problem? And which contestations between different
actors structure the cybersecurity policy field?

To highlight the political governance aspects of the issue,
we put ‘the state’ at the centre of this investigation. Using biblio-
graphical data, a comparison of policy documents, and country-
related policy papers from an ongoing research project as our main
empirical basis,® we show which different political functions the
state is expected to perform in cybersecurity and which political
and social problems arise as a result.” On the one hand, the article
undertakes a conceptual sharpening by showing empirically what



cybersecurity is from the state perspective. On the other, this ar-
ticle argues that cybersecurity must be understood in its multiple
facets and as a cross-cutting policy field in which political trade-
offs are necessary.

The roles of the state in cybersecurity can be investigated in
at least three dimensions. A first dimension is theoretical. In what
ways does the existing literature theorise the role of the state? A
second dimension is empirical. It encompasses questions such as:
What role does the state play in building cybersecurity as national
security (both active and passive)? What other roles do states play
today? What kind of institutions are there that deal with cyber-
security? What are their tasks? How do they work? What impact
does the special way cybersecurity looks today have on societal
security? The third dimension is normative and investigates the
question of what the role of the state should occupy. We consider
all three dimensions to be important and therefore dedicate a sec-
tion to each of them.

In the first section on the theory, we focus on existing defini-
tions of cybersecurity as well as on the literature on cybersecurity
politics. We note that the cybersecurity literature in international
relations and political science more generally looks at its topic al-
most exclusively as an international security problem. This, we
argue, is too narrow. National cybersecurity strategies illustrate
that cybersecurity touches a multitude of issues in different policy
areas. In the second section, we therefore highlight manifold roles
of the state, partly desired by the state itself and partly demanded
from outside. We situate cybersecurity concerns as emerging from
three areas of tension between state, economy, and society. This,
we show, leads to political conflicts inside and outside the state on
several levels, due to the varied interests of different stakeholder
groups.

We conclude that cybersecurity policy encompasses prob-
lems in these three areas of tension that can only constructively
be dealt with if different interests are understood and consciously
balanced. Such a policy finds a balance between the thematic alli-
ances existing in societies, the different departments of the state,
and the various interest groups of the economy. Different visions
of the role of the state are therefore reflected to varying degrees
in the three areas of tension. Such an understanding provides a
solid foundation for making strategic decisions, negotiating policy
guidelines, and further researching the changing roles of the state
around cybersecurity.
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The Role of the State in Cybersecurity Literature

Given that cybersecurity is an empirically dynamic and fun-
damentally interdisciplinary issue, doing justice to the literature
is not a banal undertaking. First, ‘cybersecurity’ is a relatively new
term, coming into existence only around the year 2000.% Second,
with origins in the computer sciences, cybersecurity has differ-
ent meanings for different research communities. To get a better
understanding of how the literature treats ‘the state, we first at-
tempt to get an ‘objective’ overview that extends beyond our own
disciplinary bias through using two of the most prominent scien-
tific databases, World of Science (WoS) and Scopus.® Second, we
dig deeper into the most cited articles™ to identify the different
roles of the state that make an appearance in the literature on an
abstract level. Last, we look at how international relations litera-
ture has treated the subject to identify the most pertinent gaps.

Cybersecurity research across disciplines

The two prominent scientific databases, World of Science
(WoS) and Scopus, show that from 2012 to 2014, the quantity of
scientific output on ‘cybersecurity’ almost doubled. In both data-
bases, computer science tops the list of research areas with a very
high percentage (WoS: 72 percent / Scopus: 61 percent), followed
by engineering on the second rank (WoS: 36 percent / Scopus: 40
percent).'* All the top ten cited articles in both databases focus
on smart grids and/or SCADA (Supervisory Control and Data Ac-
quisition) systems, a category of software used in many industrial
processes to control equipment and conditions. Though the larger
backdrop of insecurity resonates with the national security nar-
rative, the technical view on cybersecurity is predominant, with
little to no interest to understand the threat context. The main
aim of research is to develop better cyber incident prevention,
protection, and detection capabilities on the one hand, and more
‘resilient’ systems and infrastructures, signifying timely recovery
of functionality if under duress due to an attack, on the other. The
role of the state is of very little to no interest in this literature.

Bibliographical data further reveals that social science re-
search on cybersecurity issues is marginalised in comparison to
research in the technical sciences. Scopus has ‘social sciences’ as a
lump category in third place, with 18 percent, whereas WoS lists
31 percent of its cybersecurity records in the same category. There
are two main focal points in top-cited research in the social sci-
ences: the first is an interest in organisational and managerial
aspects of cybersecurity, like ‘information sharing’ between state



and private actors'? or the combination of technology with human
and organisational factors.’ The state, argues the general opin-
ion in the literature, is incapable of providing the public good of
security on its own, since an overly intrusive market intervention
is a flawed and undesirable option. This opinion is based on the
observation that what the state aims to protect due to national
security considerations is also the foundation of the competitive-
ness and prosperity of a nation.™ Hence, the state is treated as an
important actor, while simultaneously there is much emphasis on
the necessity to take into consideration the preferences of other
actors.

The second focal point, fitting squarely into the ‘interna-
tional relations’ sub-category, is the analysis of cyberwar and
other threat forms. This literature aims to understand cyberse-
curity as a political phenomenon more generally, and specifically
to understand how cybertechnologies change conflict dynamics,
thus influencing the overall security in the international system.
Before there were enough real-world cases to study, cybersecurity
publications in this category focused primarily on cyberwar, espe-
cially the rhetorical hyperbole about it'*> or how best to fight wars
in cyberspace.'® Only more recently, traditional conflict research
has started to look at the effect of cybertechnologies as tools in
foreign policy and conflict using quantitative methods.'” This type
of research asks how and to what degree cyberspace as a domain
of warfare influences (inter alia) coercion, offence-defence theory,
and deterrence.

The focus is on how cybertechnologies become tools for dis-
ruption and insecurity in the hands of political actors, and how
this relates to the type of security tied closely to political borders
and ‘states.” Because a link is established to the abstract notion of
'national security,' states are the actors called upon to re-establish
control over the use of cybertechnologies through international
norms, yet are also the actors mainly responsible for creating more
insecurity.*®

The role of the state in the literature

Computer scientists and engineers’ reasons to study cyber-
security are driven by the aim to make technical systems more se-
cure. The type of security that is sought is a combination of the
three IT-security goals: integrity, availability, and confidentiality
of a resource.”® ‘Cybersecurity governance’ is the concept used
to reach this type of security, a risk management approach based
on continuous monitoring, measurement, and control of relevant
processes.”® The key concept here is ‘regulation,” which comprises
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various governance tools, such as industry standards, national
laws, or international agreements, with the prime aim being to
establish ‘trust’ and stability of expectations among different ac-
tors.”!

Technically-oriented cybersecurity research tends to focus
little if at all on the role of the state, given its decidedly differ-
ent focus. However, as soon as we move towards questions of
information sharing and other organisational measures that are
usually treated in the social science literature, the state makes an
appearance in its multifaceted capacity as a governor. According
to governance theory, governance becomes important when politi-
cal power is highly fragmented. Fragmentation of political power
can occur through decentralisation when government tasks and
authority are delegated downwards (localisation), upwards (supra-
nationalisation), or sideways (privatisation).”” Fragmentation also
takes place inside the government itself through ever-increasing
functional differentiation of the administration.”® Increasingly,
performing tasks requires highly specific expert knowledge. The
increasing division of labour, a hallmark of modern societies, blurs
the lines between the public and the private sector. Many tasks
that were previously performed by the state are now handled by
specialised companies.

The network approach to governance therefore assumes that
modern societies require new forms of public administration.* In
this literature, the assumption is that the government can no lon-
ger simply issue instructions and monitor their implementation,
but must also shape the framework conditions in such a way that
cooperation operates smoothly even without constant oversight.
Public administration thus becomes a team sport where persua-
sion, negotiation, and mutual trust are more important than con-
trol and regulation.” Thus, public services are provided by a pleth-
ora of independent, self-regulating, and self-organising networks.
The role of the state in this type of literature is diverse. Depending
on the research focus, the state and its bureaucratic entities is se-
curity guarantor, legislator and regulator, or security partner.

In the literature associated with international relations,
there is a simpler view of the state. Predominantly, the use of cy-
berspace for strategic and military aims reinforces the neo-realist
conception of interstate security in an anarchical system. In this
system, states are ‘black boxed’ (they can all be treated as compa-
rable units), and it is the balance of power which compels them
to act in specific ways. Cyber offensive means are abstract instru-
ments of power which can be used to threaten objects and services
of value to the state and society (in peacetime and during conflict),
and the question to be answered is whether they have a desired



effect in a particular context. Given this conception, states are
also the actors called upon to re-establish control over the misuse
of cyberspace through international norms, often by looking to
lessons from previous security issues and solutions, like nuclear
deterrence or arms control. In their roles as security guarantors,
states act to maximise power or security, or to minimise threats.
When they are considered enemies by other states, state actors
emerge as threats.

There is an additional role in the literature, mainly to be
found in the literature that applies the Copenhagen School’s secu-
ritisation theory to cybersecurity.” Securitisation signifies the sum
of the representation of a fact, a person, or a development as a
danger for the military, political, economic, ecological, and/or so-
cial security of a collective and the acceptance of this representa-
tion by the respective political addressee.?” The successful securi-
tisation of a topic justifies the use of all available means, including
those outside the normal political rules of the game. Therefore,
a strongly mobilising discursive justification for this extraordi-
nary situation must be made in the political process. This happens
above all in the narrative representation of great danger threaten-
ing the state or society.

Here, the role of the state and its bureaucracies is problema-
tised rather than looked at instrumentally. Securitisation theory
deals with a type of security that is discursively tied to the highest
possible political stakes: the existential threats to the survival of
the state and its society. The invocation of security sets in motion a
securitisation process that has the power to lift the issue out of the
‘normal’ (desirable) political sphere, so that the associated threat
can be dealt with swiftly and with all necessary means.?® Measured
against an ideal of ‘normal politics, security is suspect.” Hence,
numerous scholars have foregrounded the normative implications
of securitisation processes and called for opposing or reversing
the process in order to return to ‘normal politics’ instead.*® In this
type of literature, the state and its representatives are securitisers,
which, in certain contexts, can again amount to being a threat to
other states and to society more broadly.

Historical Development of Cybersecurity Policy

In what ways does this view contrast with what we can learn
from the evolution of the policy field? In this section, we will look
at the ‘evolutionary history’ of cybersecurity into a political and
security problem to show that ‘the state’ had (and has) different
roles driven by various factors over the years. This creates the his-
torical embedding of the discourse on which functions the state
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can, may, and wants to fulfil.

Telling the cybersecurity story from its inception means tell-
ing a strongly American-dominated story. Indeed, due to histori-
cal, political, social, and economic factors, the United States has
shaped a large part of the information revolution in its early stag-
es.’! In particular—and importantly for the current debate about
cybersecurity—the United States was at the forefront of develop-
ing specific ways of understanding both the benefits and the risks
of the emerging information age.®> When other countries began to
think about the information age and politics, especially the needs
of critical information infrastructure protection in the late 1990s,
a lot of the policy concepts and threat perceptions were adopted
from the United States, at least in their broad strokes. If we talk
about the role of the state in what follows, we therefore claim some
generalisability to other states, knowing that a detailed empirical
analysis of different policies would unearth many country-specific
details.*®

More, better, more?

In the 1980s, the cyber threat was still regarded as primar-
ily affecting government networks and the debate was fixed on
cyber-espionage. Only in the later 1990s can a qualitative change
in threat perception be observed. More and more (American) doc-
uments have made a connection between computers (or informa-
tion infrastructures) and so-called critical infrastructures, with
specific effects on the debate.?* They are described as critical be-
cause a failure or substantial impairment of these organisations
and institutions could have dramatic consequences for society.
The implementation of all these infrastructures with IT is a rap-
idly progressing trend.

In the second half of the 2000s, two developments in cyber
aggression began to emerge: the first (already mentioned) is a
shift of focus away from theoretical ‘doomsday’ scenarios towards
the reality of cyber aggression in conflict situations affecting both
state and non-state actors. The reason for this shift is the ‘normal-
isation’ of cyber conflicts below the war threshold as a constant
accompaniment to political conflicts. The second is more atten-
tion to targeted attacks. On the one hand, we have an increase
in so-called ‘mega hacks’—successful penetration into prominent
economic or political targets. On the other hand, the focus of the
political debate is now on so-called Advanced Persistent Threats
(APTs)—capable actors, who use cyber means to achieve specific,
persistent goals. Both mega hacks and APTs are a sign of the pro-
fessionalisation of attackers and attacks, such as the Bundestag



hack. Together, they refer to the increasingly direct and indirect
roles that states play in cyber aggression.

But even though much has been reported about state-or-
chestrated cyber operations in the media in recent years, high-lev-
el attacks with considerable impact are still relatively rare. The ex-
ceptions confirm the rule: prominent examples are the attacks on
Saudi Aramco in 2012, against the electricity network in Ukraine
in 2015 and 2016, as well as the global infections by WannaCry
and NotPetya in 2017. Cyber means were used mainly for disrup-
tive actions and destabilisation of the political environment, but
rarely for destruction, due to the difficulties of achieving clearly
controllable effects, and due to the prevailing strategic restraint of
states. More unspectacularly, the vast majority of cyber incidents
that companies and individuals face on a daily basis do not make
headlines. They are simply too banal to gain media attention.

The relative ordinariness of cyber life leads to the fact that
the probability of an anticipated cyber catastrophe must be proven
in the political process. For this to work, the risk of such an event’s
occurrence—always relying on anecdotes and events of the pres-
ent as ‘near misses’ and to illustrate ‘what could have been’'—is
presented as imminent. Following the logic of these mobilisation
attempts, quasi-apocalyptic ‘worst-case’ scenarios are used, which
are associated with a gigantic extent of damage. In combination,
this means that the main threat is no longer the actual risk of the
catastrophe, but rather non-action in the present. And last, but
not least, the ‘logical’ reaction to this kind of danger representa-
tion is the reflex-like call, ‘the state is not doing enough for cyber
security!” But what can ‘the state’ do at all? In the following sub-
chapters we look at solutions and problems.

Military perception of danger ...

Originally, there was a sensitisation to a new threat posed
by the reorientation of security policy following the collapse of
the Soviet Union, when the US began to focus more on non-state
actors who could pose a threat to American citizens through ter-
rorist attacks. It was significant and disturbing that the ‘new op-
ponent’ could no longer be clearly identified. Consequently, uncer-
tainty assessments increasingly assumed the potential danger of
the means, which could be available to potential opponents of the
US, as well as a focus on one's own vulnerabilities.

In the first half of the 1990s, US government documents
began to contain a growing number of warnings that national
security was increasingly threatened by possible cyberattacks on
power plants, banks, air traffic control, or armed forces.* In the
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cybersecurity debate, hacking is seen not only as an activity that
can be used by technically qualified individuals for minor offences,
but also as a modus operandi for well-organised groups of actors
with political intentions, such as terrorist organisations or states.
Although most hackers may lack the motivation to use their
knowledge to cause serious economic or social harm, government
experts feared that people with these skills and low motivation
could be made to act as cyber mercenaries incentivised by large
sums of money.

Increasing warnings that national security is threatened by
possible cyberattacks on critical facilities coincided with growing
concerns about the vulnerability of US forces. Initially, the discus-
sion about the revolution in military affairs and the computerisation
of the armed forces was characterised by great euphoria. From the
mid-1990s onwards, however, greater attention was also paid to
possible risks. The formulation of strategies and doctrines, which
no longer aim only at the enemy's forces, but also directly at their
information flows, brought into focus the comparatively high vul-
nerability of the electronically strongly networked US troops. The
further the discussion about attacks on the information systems
of possible opponents progressed, the more intensively the pos-
sible dangers to one's own military and civil data networks were

addressed.
... and civilian ‘solution’ approaches

Due to the strongly military nature of the debate, the US
Department of Defense's responsibility for threatening the criti-
cal information and communications infrastructure seemed clear.
However, the difficulties in dealing with threats that were no lon-
ger territorially limited and could no longer be identified by any
identifiable actors quickly raised fundamental questions about the
division of competences and legal regulations, as well as political
and technical strategies of a new security policy. There were dif-
ficulties in identifying the perpetrators (attribution). Assigning
blame based on cui bono logic (stands for ‘whose benefit?’) alone,
however, is not a legitimate basis for political or police action. In
an attribution determination, the scenario of an operation under
false flag (an operation in which a third party pretends to be an-
other actor) must always be evaluated.*® Uncertainties about the
possibilities and limits of attribution help state actors credibly
deny their existence, so that they can officially distance them-
selves from attacks at any time.*”

While the doctrine for information warfare was further de-
veloped in the military area,® in the civilian area other actors tried



to get a grip on the vulnerability of society as a whole due to its
dependence on inherently insecure information infrastructures.
In 1995, the US Presidential Commission on Critical Infrastructure
Protection (PCCIP) was established to produce a comprehensive re-
port on the security of all US infrastructure systems. The main fo-
cus was on the still largely unknown threats from cyberspace. The
PCCIP should assess these risks, develop defensive measures, and
contribute to clarifying the institutional and legal reform need-
ed. All relevant agencies were represented in the Commission, no
longer just the security policy apparatus. In addition, the private
infrastructure owners were also included. This approach assumed
that, in the case of critical infrastructure protection, security pol-
icy could no longer be an exclusive task of the state, but required
a sharing of responsibility, in particular, with the private sector.*
The final report of the PCCIP laid the foundations for the ways in
which critical infrastructures and critical information infrastruc-
tures are protected worldwide today.*

Thanks in part to the revelations by former US National Se-
curity Agency employee Edward Snowden, we now know that in-
telligence services are probably the most important players when
it comes to the strategic use of cyberspace. Precisely because of
the focus on spectacular ‘cyber war’ scenarios, which could clearly
be situated in the area of military operations, research has long
overlooked how the practices in this community shaped strategic
behavioural norms in cyberspace over many years. It is particu-
larly important for the following explanations that intelligence
services exploit (non-public) security gaps in common operating
systems to exploit numerous strategically opportune locations of
the Internet infrastructure for various purposes. Their accesses
and implants can be used for numerous purposes (surveillance, es-
pionage, disruptive actions, etc.) and can theoretically be activated
at any time if they remain unknown to the victim. Such infected
machines reduce the security of the entire system, and there is no
guarantee that these gaps will not be detected and exploited by an-
other party, such as other intelligence agencies, criminal hackers,
or other politically motivated actors. The security of the entire In-
ternet is thus deliberately—or for strategic reasons—endangered.
Thus, the paradoxical situation arises that state actors are directly
responsible for indirectly endangering the very same national se-
curity for which they are responsible.**

Role of the State in Cybersecurity Policy

Historically, we see a development of the roles of the state
coinciding with three phases in cybersecurity policy. In a first role,
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the state appears as the owner of endangered networks (owner).
In a second role, the state appears as the actor who must solve
the problem in terms of security policy (problem owner). Third and
finally, the state or individual units within the state appear as the
originator of the problem (originator of the problem). Importantly,
this development is additive: new roles are assumed, whilst old
ones remain, thereby increasing the complexity of the cybersecu-
rity policy field. This development is shown schematically in Table
1.

Stage Problem areas Role of the state

1980s » ‘Hacking' is recognised as a problem in the owner
political public due to different incidents

» The main concern is the prevention of
classified data being stolen from government
and government-related networks

» The solutions were mainly related to the state
as the ‘owner’ of these networks and this
infermation

13305

Increasingly networled systems and oWner
commercialisation of the Internet lead toa
bigger colleetive problem that concerns
broader parts of society and the economy

problem owner

Critical infrastructures become a foral point
(from 1995 onwards)

» Appeals are made to the state from public and
private actors to improve the security of
these systems and of the collective

2000z » The quantity of, quality of, and attention OWRer

iven to ‘targeted attacks increases
& & problem owner

States (and intelligence services) are much

. originator of the
more aclive as aclors

problem

States appear responsible for the situation
becoming ‘worse'

o A cyber ‘arms race’ develops

Table 1. Historical Roles of the State

As we saw in the previous section, the literature in interna-
tional affairs focuses most strongly on the third and most recent
role. However, cybersecurity policy documents from a variety of
states display a much bigger empirical diversity.*” Through these,
cybersecurity reveals itself as a typical cross-cutting issue, which
requires cooperation between a wide variety of actors. Actors are
not only drawn from a variety of public authorities, but also from
business and civil society.

It is a truism that the state alone cannot ensure an increase
of cybersecurity, not least because many crucial networks are in
private hands. Cybersecurity is also to a large extent the responsi-
bility of every individual and every company. Not only is industry
(also including small and medium-sized enterprises) particularly



affected by cybercrime and espionage; most critical infrastruc-
tures are also privately owned, so the state cannot guarantee their
protection against cyberattacks. In addition, the broad range of
necessary countermeasures includes many elements that cannot
be designed or implemented by the state alone.

A rundown of all the roles given to the state reveals the fol-
lowing. First, the state is to secure its own civil and military net-
works against all forms of cyber conflict by technical and other
means. In this role, the state acts as guarantor and protector of the
central state institutions.

The state has other roles in its function as legislator and regu-
lator. On the one hand, it creates the necessary legal basis to clarify
its hierarchical function vis-a-vis society and the economy. It does
this, for example, in the fight against cyber crime or in the reg-
ulation of critical infrastructures (those whose disruption could
seriously harm society). On the other hand, it also creates the le-
gal framework to regulate the tension between citizens and busi-
nesses. This happens, among other things, with safety regulations
in product certifications, or in the legislation on manufacturers’
liability for products with digital components. How and to what
extent this role is exercised varies and depends on the historically
developed relationship between the economy and the state.*?

Since actors in cyberspace often operate internationally, the
international dimension, especially around criminal law coopera-
tion, is also of great importance. State institutions act as support-
ers/representatives of society by advocating for international frame-
works that are conducive to both the respective economy and civil
society.

In addition to its role as a regulator, in the field of critical
infrastructures the state also plays the role of a partner. Many
Western countries are trying to provide more protection through
so-called public-private partnerships. Most of these take place in
voluntary cooperation between industry and the state, particu-
larly in the area of information exchange. The partnerships are
based on the insight that, apart from a complete nationalisation
or a completely private security architecture of critical infrastruc-
tures, national security issues in the cybersecurity area can only be
addressed jointly.

Raising awareness on cyber issues among the general public
is also a major policy endeavour. The state often plays the role of
a knowledge creator and disseminator, in which it wants to be per-
ceived as a trustworthy source of information. Whether or not
this will succeed depends on the relationship of trust that has de-
veloped historically between different groups in society and state
institutions, in some cases in very different ways. In this function,
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the state acts as a securitiser by using its position of trust to dis-
seminate a certain representation of danger.

The relationship of trust is also an important component of
the role of the state as the originator of more cyber-in-security. The
state, in the context of its intelligence activities, also acts as a
threat to some; this dimension is not new, but it is particularly
accentuated through the rapid technical advancement witnessed
over the past ten years. Domestically, this can be the case, for ex-
ample, in the defence against terrorism and espionage, but also in
the prevention of violent political extremism. In some societies, a
history of the misuse of these competences for unjustified state
interference in civil rights reinforces the perception of the state as
a danger. In addition, political and economic espionage emanating
from foreign states reinforces the perception of states as sources
of danger. In this role, state action is thus declared a problem; the
state becomes the originator of the problem—it becomes the se-
curitised.**

Three Areas of Tension Between the State, Economy,
and Society

A satisfactory level of cybersecurity can only be achieved by
government, business, and society together. However, the sub-
groups within these sectors often have different interests. This
gives rise to at least three areas of tension in which every cyberse-
curity policy should be consciously positioned. Where cybersecu-
rity policy is prescribed on these axes and where it moves to is the
result of complex negotiation processes that are strongly depen-
dent on individual events and related perceptions of danger (see
Figure 1).

State
Esport pallsy ¢ Faralgn Tescommunications  Justics f Pallea ¢
Economis framewars pallcy requiztar Irtelliganca
conditiors Civil proteciion Seies

Roles:
Security guarantor.
Supporter and
rasprasentative

Role:

Threat

Tupics: securnity & fresdom,
state aulhorilies, t rights

Role:
knowlecige
‘generator & distributor

leglslator | raguiator

Economy Area of tension 3 Society

Tegics: TAMEWOr ceadinons for
secutily etesysten, effsls of guis-
monopclles [Lonsumer protecton),
Incenilves for security-by-desiy

Figure 1. The three areas of tension in cybersecurity policy (own graphic)



In the first area of tension between the state and the econo-
my, it is necessary to formulate a policy for securing critical infra-
structures that absorb the negative consequences of liberalisation,
privatisation, and globalisation from the point of view of security
policy without preventing their positive effects. In this area of
tension, the state is concerned with the dependence on economic
action and the resulting resilience of society. How can trust be cre-
ated between business and government? Where must the state
intervene in order to prevent risk aggregations and contagion ef-
fects that pose a threat to society? Finding answers to these ques-
tions takes place in this area of tension and is an important part of
the cybersecurity policy process.

In the second area of tension between the state and citizen,
it is necessary to find the politically desired balance between more
security and more freedom in the digital space. Additional police
or intelligence powers often come into conflict with civil rights:
specifically, the basic right to informational self-determination or
anonymity on the Internet. When cyberthreats are discussed in
depth, people tend to forget that, despite increased attention and
calls for more and better protection, cybersecurity is just one of
many complex intersectoral issues that the state has to address
today. The harm caused by past cyber incidents may not be high
enough (or may not be experienced as directly) to make substan-
tially higher costs and cuts in civil rights acceptable. Rather, the
harm perceived in other issues (such as terrorism) serves as legiti-
misation to make cuts in the political discourse in cybersecurity
issues (e.g., the encryption policy debate).

In the third area of conflict between citizens and business, it
is necessary to set the framework conditions for the development
of a successful security ecosystem. How can the market, which is
also confronted with the problem of quasi-monopolies, be regu-
lated in such a way that an optimal balance between safety and
functionality is achieved? How can incentives for more safety ob-
ligations be created for service providers? How can users be sensi-
tised to the fact that they no longer put more functionality before
thinking about safety? How can the (global) legal framework con-
ditions for activities in virtual space be harmonised to counteract
the danger of loopholes and the priority of cheap solutions?

What is taken for granted by economic and civil society ac-
tors also applies to the roles of the state: it assumes a multitude
of roles. It is therefore not surprising that in many cybersecurity
policy issues, the state represents a wide variety of interests at
the same time. Consequently, thematic alliances are formed be-
tween different departments of the state with different interest
groups of the economy and society. Each of these different politi-
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cal groups represents a different vision of the role of the state in
the issue at hand.

In democracies, such role conflicts are dealt with at the polit-
icallevel and can be approached systematically. For example, while
the state has, for the purpose of an effective criminal prosecution
and modern intelligence capabilities, an interest in the use of vul-
nerabilities for surveillance, it also has an interest in the greatest
possible use of secure technologies and their use by business and
society. In some states, this conflict of objectives is managed po-
litically in an institutionalised vulnerability management process.
Among other things, the public interest in secure platforms is con-
trasted with the public interest in the effectiveness of law enforce-
ment. The recognition of the legitimacy of the multiple roles of
the state helps to structure this consideration in an institutionally
meaningful way and to recognise that decisions in this area take
on an intrinsic political dimension.

Conclusion

In this article, we have explained the main features of cyber-
security policy through an investigation of its depiction in the lit-
erature and an analysis of policy documents. Our analysis shows
that cybersecurity policy is diverse and necessarily includes state,
economic, and societal actors. The variety of different countries
in the historically evolved constellations of state, economy, and
society determine the possibilities and limits of state roles, and
political conflict about these roles.

The recognition of the diversity of government action is a
solid foundation for developing strategic options, which then can
lead to an overall strategy. An overall strategy for cybersecurity
policy should create clear relationships as to how the various goals
are weighed against each other, and should clearly identify the
goal the state fulfils in its various roles. From a strategic point of
view, role conflicts can be analysed in advance and included in po-
litical processes. This enables basic strategic decisions to be made
(e.g., in the area of offensive powers of private actors), but also a
strategic management of role conflicts (e.g., in the area of vulner-
ability management).

Even if the results look dissimilar in different countries, the
areas of tension in which cybersecurity policy takes place remain
the same. Cybersecurity policy revolves mainly around defining
the various roles of the state in cybersecurity (and through so do-
ing also those of semi- and non-state actors).* It should be noted
that such clarifications, in a rapidly changing technological and
political environment, are always temporary and subject to politi-



cal scrutiny and shifts of power. Changing social and political co-
alitions are reflected in new political decisions, which are discern-
ible in several generations of cybersecurity strategies.

While the topics of political interaction are similar in dif-
ferent countries, the concrete manifestation of different roles
depends on the strength of the different interest groups and the
historically evolved distribution of roles and relationships of trust
between the actors. Topics include questions of the limits of re-
sponsibility (i.e., where does the responsibility of the state, the
economic, and societal actors begin and end?) and questions of
the concrete assumption of this responsibility (i.e., which means
may which actor use to fulfil their role?). As shown in this article,
the answers to both questions are the results of multi-faceted po-
litical cybersecurity processes. As a structuring element, we have
proposed that the political debates be divided into three areas of
tension and six roles. This enables a more systematic analysis of
political conflicts in the field of cybersecurity.

*Acknowledgments: The authors thank Jasper Frei for his excellent research as-
sistance for this article
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Abstract

Increasing numbers of sophisticated, destabilising, and malicious
cyber activities have prompted many states to add active cyber defence
measures to their national defence arsenals. While these include pas-
sive security measures, many also include active elements (i.e., meas-
ures conducted outside of the defended systems and networks to halt
ongoing cyber attacks). This article outlines the various definitions of
active cyber defence, inter alia by describing their characteristics and
typologies. In addition to describing the expected effects of these meas-
ures, it highlights their advantages, disadvantages, and limitations.
Furthermore, as cyber operations originate from military doctrines,
it describes, analyses, and compares two national cyber L{zfence poli-
cies: those of the %/JS and France. They are selected as good examples to
guide Switzerland's current reflections on active cyber defence. Against
this background, by delineating the relevant Swiss political and legal
frameworks, this article depicts Switzerland's approach to active cyger
defence. It concludes with recommendations for Switzerland concern-
ing cyber defence capabilities, keeping in mind Swiss particularities.

Introduction

Threats originating from the use of information and commu-
nication technologies (ICT) have long been a source of major con-
cern for states. In the early days of widespread Internet use (i.e.,
the early 1990s) these activities were mainly limited to criminals
employing digital devices for financial gain or simple vandalism.
Today, states must fight not only cyber criminality, but also so-
phisticated cyber operations designed to disrupt and destabilise
entire societies and economies.

In response, states have started developing national cyber
strategies that increase their cyber resilience and mitigate their
cyber risks. Until recently, cyber defence focused mainly either
on passively shielding vulnerable assets or on making them more
resilient. As the number, sophistication, and disruptiveness of
attacks continued to increase, states began to add active defence
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measures. These were designed not to prevent unauthorised ac-
cess and disruption, but to halt attacks at their source. The most
recent step which several states have taken is to develop national
cyber defence policies and adopt a dynamic stance in defending
their digital environments. As the level of secrecy surrounding of-
fensive cyber capabilities remains high, the exact number of states
who possess them remains unknown. However, some estimates
suggest that the number of countries in possession of offensive
cyber capabilities ranges from thirty to fifty."

This article will focus on clarifying the somewhat nebulous
concept of active cyber defence approaches, particularly as it re-
lates to the Swiss context. In addition to defining key terminology,
it will provide descriptive analyses of the most common charac-
teristics and typologies captured in the literature. We posit in our
article that active cyber defence and offensive capabilities are not
the same. The risks that emerge with the usage of active cyber de-
fence go beyond the scope of this paper and will not be discussed.
For the purpose of this article, we will focus on active cyber de-
fence in the context of states' military strategies. Moreover, as
Switzerland lacks a military cyber defence strategy and doctrine,
this article intends to draw inspiration from existing examples.
Therefore, we will delineate and present the US and French cyber
defence strategies and military doctrines as possible frameworks
upon which to design and conduct cyber operations. In doing so,
we will also provide an analytical view of the two approaches' com-
monalities and differences.

Finally, we will discuss the case of Switzerland's intentions
and attitudes regarding active cyber defence. After describing the
Swiss cyber defence policy and the legal frameworks that guide
and allow the use of active cyber defence capabilities, the paper
critically reviews the Swiss stance. After considering the unusual
characteristics of the Swiss national defence system, it concludes
with recommendations to begin developing active cyber defence.

Active Cyber Defence: Definitions and Concepts

Ensuring the resilience of today’s ICT requires going beyond
purely technological protective measures. In addition to prepar-
ing for, withstanding, and recovering rapidly from disruptions,?
states have started developing active capabilities to increase their
defensive cyber postures. The move from purely protective meas-
ures towards more active defensive stances constitutes an emerg-
ing development and legitimate yet not always uncontroversial
step states have also undertaken in the cyber environment.? Thus,
cyber defence and the state are intrinsically linked, as security and
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defence are exclusively state prerogatives and this also applies to
cyberspace. In cyberspace, states defend themselves by both de-
fensive and offensive cyber operations. Moreover, these opera-
tions can have either passive or active components. The current
literature contains no commonly accepted definition of active cy-
ber defence.

Terminology of Active Cyber Defence

In the literature, the terms ‘active computer network de-
fence’ and ‘internet hack back’ were first mentioned in the early
2000s. ‘Active computer network defence’ usually refers to mili-
tary operations conducted by states. Nevertheless, active cyber
defence can also be executed by private entities. By the same to-
ken, ‘hack back’ is one component of broader active cyber defence
applied by both state and non-state actors. Since then, many more
terms, such as ‘strike back,® ‘active response,” and ‘cyber weapon®
have emerged, sowing confusion and misunderstanding around
the concept of active cyber defence. No universally recognised
glossary clearly defines the terminology used in cybersecurity to
qualify a defensive action in cyberspace. Nevertheless, since 2010,
‘active cyber defence’ has prevailed in the literature as a broadly
used, politically established, and less technically connoted generic
signifier.

Definitions of Active Cyber Defence

In 2011 the US Department of Defense (DOD) released its
‘Strategy for Operating in Cyberspace,” which included the first
state-level definition of active cyber defence. According to this
strategy, active cyber defence is the “synchronized, real-time capa-
bility to discover, detect, analyze, and mitigate threats and vulner-
abilities.”*® Three years later, the UK's Ministry of Defence (MOD)
released their Cyber Primer, a guiding document of the UK's de-
fence cyber program which explores the fundamentals of cyber
and its relevance for defence. However, it was the Primer's second
edition, issued in 2016, which proposed the following definition
for active cyber defence: “[a]ctivities that target hostile offensive
cyber operations in order to preserve our freedom of manoeuvre
within cyberspace.”** Concurrently, the Tallinn Manual of NATO’s
Cooperative Cyber Defence Centre of Excellence (CCD COE) of-
fered its own definition: a “proactive measure for detecting or
obtaining information as to a cyber intrusion, cyber attack, or
impending cyber operation or for determining the origin of an op-
eration that involves launching a preemptive, preventive, or cyber



counter-operation against the source.”*?

The US and the CCD COE definitions emphasise the impor-
tance of timely, coordinated execution of active cyber defensive
operations, that is, the appropriate measures need to be synchro-
nised in real-time and may even be conducted proactively. It is
crucial to specify that, in this context, proactive defence implies
taking the initiative (from a militaristic point of view) rather than
reacting to a potentially crippling attack. The distinction between
preemptive and preventive military action can be defined in terms
of the planned operation's imminence: “Preemption is the taking
of military action against a target when there is incontrovertible
evidence that the target is about to initiate a military attack. Pre-
vention is the taking of military action against a target when it is
believed that an attack by the target, while not imminent, is in-
evitable, and when delay in attacking would involve greater risk.”**

In parallel to states providing definitions, various scholars
have developed language relating to active cyber defence. In line
with the CCD COE, Ducheine and van Haaster argue that “proac-
tive measures are launched to defend against malicious cyber ac-
tivities or cyber attacks.”** Denning and Strawser's article on the
topic compares cyber defence to air defence, in that “active cyber
defense is a direct defensive action taken to destroy, nullify or re-
duce the effectiveness of cyber threats against friendly forces and
assets.””® On the other hand, Dewar posits that, as a security para-
digm, active cyber defence is “an approach to achieving cybersecu-
rity predicated upon the deployment of measures to detect, ana-
lyse, identify and mitigate threats to and from communications
systems and networks in real-time, combined with the capability
and resources to take proactive or offensive action against threats
and threat entities including action in those entities' home net-
works.”*® More congruent with the UK MOD definition, Iasiello
defines active cyber defence as a “range of offensive damaging or
destructive actions such as counterhacking, that engage an adver-
sary during or promptly after an initial cyberattack. Active cyber
defence does not include nonviolent actions such as diplomatic or
economic sanctions. Examples include counterhacking and techni-
cal countermeasures with weaponised payloads.”"” Finally, Rosen-
zweig distils the principle down to “actors may hack back at the
hackers who are attacking them.”*®

While we acknowledge the value and validity of the above-
mentioned definitions, we consider the definitions proposed by
the CCD COE and Ducheine and van Haaster incomplete, as they
address only a single aspect of active cyber defence. Aditionally, as
both use ‘proactive’ and ‘preemptive’ interchangeably, they under-
state the significance of time. Realistically, active cyber defence is
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unlikely to be applied before the launch of a malicious cyber activ-
ity. By outlining an effect-based approach, the impacts of which in-
clude destroying, nullifying, or even simply reducing the attacker's
offensive capacities, Denning and Strawser propose the most com-
plete and holistic definition. Rosenzweig's concept of real-time re-
sponse complements this approach.

In addition to these definitions, we believe that active cy-
ber defence constitutes a range of cyber operations that assume
real-time responses and an effect-based approach. Despite all pro-
tective measures, the likelihood of being attacked remains high.
Therefore, we consider that real-time offensive responses ought
to be part of a broader array of cyber options designed to defend
against a cyber attack. Moreover, due to the complexity of the sys-
tems involved, active cyber defence measures should not be lim-
ited to computer operations, but also be accompanied by coordi-
nated legal and political actions. Therefore, any cyber action needs
to be proactively coordinated and tailored to available legal and
political capacities.

While active cyber defence involves offensive cyber capabil-
ity, the two concepts are not synonymous. Smeets and Lin agree
that offensive cyber capability is “a capability designed to access a
computer system or network to damage or harm living or mate-
rial entities.”* This added to Lin's earlier proposal of active cyber
defence as a “hostile action against a computer system or net-
work”? that can take two forms: destructive (cyber attack) or non-
destructive (cyber exploitation). Rattray and Healey argue that
offensive operations are analogous to either Computer Network
Attack (CNA) or Computer Network Exploitation (CNE),?* while
Williams frames the ultimate aim of all offensive cyber operations
as attempts to “project power in and through cyberspace.”*

Characteristics of Active Cyber Defence

Few studies have systematically characterised the concept
of active cyber defence. The few articles that have attempted to
characterise active cyber defence remain imprecise and vague. Ac-
cording to Dewar, for example, cyber defence includes three main
traits: first, the use of specific tools to counteract the immediate
effects of a cyber attack in victim networks, such as shutting down
a command and control server; second, the development of capaci-
ties to engage directly with the perpetrators in their networks; and
third, direct or indirect interaction with the adversary.” Similarly,
the concept provided by Kello has three main elements: defensive
purpose, out-of-perimeter location, and tactical flexibility.** De-
fensive purpose is the aim “to enhance the security of the defend-



er's assets: to deny proactively but not to penalise the attacker.”*
Out-of-perimeter location encompasses the capacity to launch ac-
tive defensive measures outside one's home domain (i.e., in ad-
versarial or neutral domains). Tactical flexibility denotes a range
or combination of actions ranging from intelligence collection to
disruption (including destruction) of attackers' assets.

According to Denning, four characteristics distinguish active
cyber defence: scope of effects, degree of cooperation, types of ef-
fects, and degree of automation.?® The scope of effects can be ei-
ther internal (with effects limited to the defended network) or ex-
ternal (with effects reaching beyond that network). The degree of
cooperation can be cooperative, wherein the action is performed
on a system with the knowledge and consent of the system owner
or, it can be non-cooperative, wherein the action is performed on
a system without the knowledge and the consent of the system
owner. There are four types of effects: sharing, or action that dis-
tributes threat information; collecting, or action to acquire more
information about the threat; blocking, or action that stops activ-
ity deemed hostile; and preemptive, or action that neutralises or
eliminates a source used in the attack. Finally, the degree of auto-
mation pertains to the degree of human involvement; defensive
measures can be executed either automatically or manually.

Considering the above-described features, we posit that ac-
tive cyber defence is a combination of all of the above features.
However, the core element that makes this concept active is the
fact that the defensive action takes place outside the perimeter of
the defenders' network, hardware, and software. In other words,
all actions targeting the adversary's ICT infrastructures or third
party's digital premises, for the purpose of ceasing the ongoing
cyber attack, are active cyber defence. Needless to say, states are
more likely to use such measures to stop attacks originating from
abroad. While states could technically use active cyber defence
measures to halt cyber attacks from within, they can opt for other
instruments in accordance with domestic laws. Therefore, cyber
active defence is a capability most likely to be applied in an in-
ternational context. All measures need to focus on the attacker's
tools and the infrastructure used to conduct malicious acts. In-
evitably, conducting such operations of active cyber defence will
route third party territory.

Another key aspect of active cyber defence is its disruptive
nature. It is impossible to counteract an ongoing cyber attack
without partially or totally disabling the attacker's capacities (i.e.,
hardware and software). Therefore, given the strong possibility of
collateral damage, it should be initiated only in situations where
no other defensive options are feasible. Consequently, appropriate
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use of such active measures will require all manners of relevant
information. Ongoing intelligence collection can help identify and
understand potential attack vectors, thereby increasing preven-
tive, protective, and reactive capacities. Ideally, regardless of the
geographic origin of an attack, effective intelligence collection will
help identify and target its true source. Therefore, based on the
information presented in this section and in accordance with Den-
ning's classification system, we suggest that, to achieve maximum
effect, active cyber defence has to comprise a combination of ex-
ternal, non-cooperative, preemptive, and semi-manual actions.

Expected Effects of the Use of Active Cyber Defence

As discussed in this article, high-level cybersecurity is not
only a means to ensure the resilience of computer systems and
networks, but also a desired end state. With that in mind, the
first step towards achieving it is to establish and maintain a basic
level of cyber protection. At the national level, this begins with
passive measures in domestic cyberspace, such as patching vul-
nerabilities, monitoring systems, mitigating risks and, wherever
possible, investigating suspicious or malicious activities. These
protective measures are performed by information security of-
ficers and units, such as security operations centres (SOCs) and
computer emergency response teams (CERTs). However, when the
systems and networks are targeted by an advanced cyber attack
with a strong disruptive capability, more sophisticated defensive
measures, such as computer network defence (CND), are needed:
first, to halt the attack and, second, to prevent it from spreading
into networked systems.

As noted above, defensive measures fall into two categories.
The first is designed to defend systems and networks by reinforc-
ing internal security measures. They function by concentrating
cyber protection via additional security layers. For example, they
may reroute traffic, deploy diagnostic tools on the affected net-
work, and actively track whoever has penetrated their system.
Still, however dynamic these defensive measures may be, as they
are executed within the defended ICT infrastructure, they are not
classed, according to Kello's notion, as active measures.?” Further-
more, apart from blocking attacks and impeding attackers, these
internal measures have no particularly disruptive intent.

The second class of defensive action is active cyber defence
measures. Because of their strong disruptive characteristics, these
are applied as a last resort. If reinforcement of protective barri-
ers has either failed or is likely to fail, it is necessary to address
the perpetrators in a way that will render them unable to continue



or conduct further attacks. The objective of an active measure is
to disrupt the attack at its source. This may mean destroying the
command and control servers, closing off the attack vectors, creat-
ing disorder in the attack plan, or otherwise disorienting the per-
petrators. It is important to stress that the defender's objective
is not to annihilate or eradicate the attacker by totally damaging
their infrastructure or other resources. The focus is simply to stop
the attack and inhibit the attacker from launching other attacks.

Against this background, rules of engagement for active cy-
ber operations are crucial. Any active defence measure must be
fully compliant with both existing international law and domestic
legal frameworks. The defender should bear in mind that the state
in which the target entity is located could interpret and respond to
any such measure executed within their territory as a violation of
the UN Charter's prohibition of the use of force.?® As a defensive
measure, it must also be proportional to the attack and minimise
collateral damage. Finally, it must comply with the principle of ne-
cessity (i.e., all reasonable less aggressive means must have been
tried and failed).

Still, even assuming that an active defensive measure is the
only appropriate response, the question remains of how to meas-
ure its success. The answer might seem trivial: if the attack stops
or the attackers are blocked, the measure was successful. Never-
theless, any use of active cyber defence measures can lead to an es-
calation of tension, which can, in turn, lead to a tit-for-tat ration-
ale. In addition, active cyber defence measures could have another
non-negligible effect, such as deterring potential future cyber at-
tacks. If a nation is known to have a strong cyber defence posture,
one could assume that it would serve as a deterrent. This may be
the main reason why more nations, inter alia Belgium, Denmark,
Germany, and the Netherlands, have published their active cyber
defence doctrines.”

One absolute necessity before launching an active cyber de-
fence measure is thorough information gathering, as false flag at-
tacks have exacerbated the difficulty of attribution. This is all the
more important when the purpose of a measure is to disrupt the
source of a cyber attack. The defender requires a view of the at-
tack that is both precise and panoramic, specifying, for example,
the weapons it employs, its vectors, targets, and intrusion paths.
Therefore, to shape an effective response, the defender needs to
analyse every relevant characteristic of the attack.

For the military operators conducting an active defence, de-
termining what is relevant demands a distinction between tech-
nical characterisation and attribution. The first case involves an
attack's technical characteristics (e.g., vector, indicator of compro-
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mise, and malware). The second involves fully attributing the at-
tack (i.e., identifying its authors, their nationalities, affiliations,
and motives via technical, legal, and political analyses).

In fact, as attribution is ultimately a sovereign political de-
cision,* timely defence measures cannot depend on whether an
attack can be traced to specific perpetrators. The operators' task
is to respond to the attack by targeting the computer system from
which it originates. Fulfilment of that task depends completely on
a clear and precise technical characterisation.

Active Cyber Defence in Military Doctrines

As the principles of active cyber defence originate from
military doctrines, the following section provides a descriptive
analysis of US and French national approaches to defining and
utilising their military capabilities. While several states have well-
developed stances that include active cyber defence, our analysis
is limited to the US and France. We have chosen the US model
mainly because the US armed forces are at the forefront of cyber
defence developments and present some of the most advanced
policies regarding it. They are in this advanced position because
they were affected more than a decade ago by severe breaches, in-
cluding the 2008 cyberattack targeting the US Central Command,
leading to the creation of the US Cyber Command. Moreover, the
US is one among few nations who are open and transparent about
their cyber defence doctrines. We have selected France for similar
reasons. Like the US, France also experienced high intensity cy-
berattacks approximately a decade ago. Consequently, they have
created structures (e.g., cyber commands), policies, and doctrines
to address these threats. The common denominators of the two
mentioned countries are threat exposure, state practice, and the
articulated willingness to use cyber offensive measures as a defen-
sive strategy. Additionally, both countries have been transparent
about their cyber defence posture and rely on strong industrial
partnerships to develop and deploy these tools.

United States Department of Defense: Cyber Defence Doctrine

In June 2018, the United States Department of Defense re-
leased an updated cyberspace operations doctrine in Joint Publi-
cation 3-12 Cyberspace Operations.** According to this doctrine,
cyberspace operations are composed of three main missions:
Department of Defense Information Network (DODIN) Opera-
tions, Defensive Cyber Operations (DCOs), and Offensive Cyber
Operations (OCOs). While the actions and capabilities necessary



to conduct these cyberspace missions can overlap, one important
distinctive feature which differentiates these missions is the ob-
jective or intention of the commanding authority.

Pursuant to this doctrine, DODIN's missions are to secure,
configure, operate, extend, maintain, and sustain cyberspace per-
taining to the DOD, with the aim of ensuring the triad confidenti-
ality, availability, and integrity of all related information systems.
These actions are designed to increase the security of informa-
tion and communication technologies, regardless of the types of
threats they face. Thus, DODIN is network-focused and threat ag-
nostic.

The second category of cyberspace operations is DCO mis-
sions. These are conducted to defend US cyberspace, focussing
particularly on assets critical to the success of military operations.
In a military context, these critical assets are called key terrains,
as they generate a marked advantage for the combatant who con-
trols them.* In order to ensure the freedom of manoeuvre in cy-
berspace, DCO missions are designed to defeat malicious activities
that have bypassed or breached DODIN's protective measures. Un-
like DODIN operations, DCOs consider the nature of the threats
faced and are applied to fulfil individual objectives. Thus, DCOs are
threat specific and mission-focused.

This category of defensive operations is further split into two
subcategories: Internal Defensive Measures (DCO-IDMs) and Re-
sponse Actions (DCO-RAs). As the name implies, the first are con-
ducted within the defender's own digital environment to re-estab-
lish the security of an attacked system. If necessary to eliminate
the identified threat, the actions conducted during internal defen-
sive measures can take on a proactive and even aggressive form of
threat hunting, as well as active internal reaction. Comprising the
second subcategory, DCO-RAs fulfil defensive missions in neutral
or foreign cyberspace without the permission of the targeted sys-
tems' and networks' operators. While these response actions have
a disruptive purpose and may even physically damage or destroy
their targeted systems, the main purpose of DCO-RAs is to stop or
block attacks before they reach key cyber terrains.

To receive authorisation to initiate a DCO-RA, two condi-
tions must be satisfied. First, an attack must be either ongoing or
imminent. Second, the attack must be attributed beyond reason-
able doubt. Response actions must include clear military order and
limited scope, have measurable objectives, and adhere to rules of
engagement (ROEs). Finally, OCO missions are intended to pro-
ject power in and through cyberspace. They exclusively target ad-
versaries in cyberspace in order to disturb weapons systems, com-
mand and control processes, logistic nodes, high-value targets,
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etc. All missions conducted outside of a state’s own cyberspace,
with an intention other than defending its own digital environ-
ment, are considered offensive cyber operations. As noted above,
the defining characteristic of cyber operation types is intention.
Each cyber mission includes a combination of four forms of possi-
ble action: cyberspace security, cyberspace defence, cyberspace ex-
ploitation, and cyberspace attack. Each of these actions is defined
by its intended effect.

Cyberspace security actions are conducted within protected
cyberspace to prevent breaches to the confidentiality, integrity,
and availability triad. They are primarily taken during DODIN
missions with the goal of reducing or eliminating vulnerabilities.
Furthermore, cyberspace defence actions are also executed within
protected cyberspace; however, their aim is to defeat threats that
might or have already breached cyberspace security measures.
They include detection, characterisation, elimination, or mitiga-
tion of threats, malware, or unauthorised activities. They also in-
clude reconstructive functions: once a threat is neutralised, they
restore a secure configuration to the system. Finally, cyberspace
exploitation actions include all actions necessary to enable future
military operations, including information collection to gain in-
telligence. Exploitation actions include mapping cyberspace to
support situational awareness, discovering vulnerabilities, and
enabling target development. They also provide opportunities to
manoeuvre within adversaries' networks and to take favourable
positions therein (e.g., gaining and maintaining access to systems,
networks or nodes of military value).

Like all OCOs and DCO-RAs, exploitation actions are con-
ducted in adversarial or neutral cyberspace. However, as they do
not alter or disturb the environment in which they are deployed,
they do not generate the effects of cyberspace attacks; on the con-
trary, they tend to be clandestine and operate in the shadows. In
contrast, cyberspace attack actions aim at degrading, disrupting,
or destroying adversaries' assets. They may also manipulate infor-
mation to create a false understanding that leads to physical de-
nial effects. As appealing as obfuscating an action might be, the
effects will eventually become apparent to the victim. In cases of
manipulation, the effects will remain unnoticed until the denial
takes effect.

In September 2018, the US DOD released another update of
its Cyber Strategy, reaffirming the DOD's will to fight and win bat-
tles in all its operating spheres, including cyberspace. To achieve
this objective, however, the updated policy introduced the con-
cept of ‘defend forward.” In this case, the aim is to proactively and
persistently halt, disrupt, or degrade any cyberspace operations



targeting the US as closely as possible to their sources and before
they reach national networks. In addition, DOD operations will
“seek to pre-empt, defeat or deter malicious cyber activities target-
ing the critical infrastructure that could cause a significant cyber
incident.”*

This represents a significant shift in direction regarding the
use of offensive cyber capabilities in foreign networks with neither
the consent nor the permission of the networks' owners. It needs
to be viewed in relation to another line of effort of the US strategy,
which is to “build a more lethal joint force™* by developing more
innovative and effective automated cyber capabilities. Our inter-
pretation of the ‘defend forward’ concept is that, as completely as
possible, the US hopes first to occupy key cyber terrain then to use
the advantage this affords it to search and confront any perceived
threat to their protected infrastructure.

French Ministry of Armed Forces: Cyber Defence Doctrine

With France's release of its Strategic Review of Cyber De-
fence in February 2018, the French published a cyber defence
doctrine proposing six categories of French cyber defence mis-
sions: prevention, anticipation, protection, detection, attribution,
and reaction.®® Then, in January 2019, the Ministry of the Armed
Forces went public with their “ministerial policy on defensive com-
puter warfare”® and “public elements of the military doctrine on
offensive computer warfare.”’

The defence doctrine outlined the overall objective of defen-
sive cyber operations—which the doctrine refers to as ‘defensibil-
ity’—including the defence of military systems and attenuation
of vulnerabilities. On the one hand, this acknowledged that the
risk of cyber attack needs to be considered and the consequences
to the targeted organisations analysed. On the other, its premise
that the ability to act and react is a precondition to conducting
any actions in cyberspace suggests that the final goal of defensive
cyber operations is to preserve the defenders' freedom of action.
That is, the aim of responding to a cyber attack is to prevent the
disruption of social and economic activities.

Accordingly, defensive cyber operations cover three main
missions: anticipation, detection, and reaction to threats or at-
tacks, all of which are designed to be conducted in neutral or ad-
versarial cyberspace. Defensive cyber operations are to fulfil mis-
sions of prevention, protection, and attribution in France's own
cyberspace, thus contributing to the cyber resilience of its armed
forces. Naturally, offensive cyber operations would involve the
use of cyber weapons. In compliance with international law, these
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would be designed to alter the confidentiality, integrity, or availa-
bility of data within the adversary's system. Destabilisation of the
adversary would result from effects on their cyberspace's physical,
logical, or social layers.

France's offensive cyber operations have three objectives:
evaluate the military capabilities of the adversary, then reduce or
neutralise those capabilities, possibly by distorting the adversary's
perceptions or analytical outcomes. As for offensive cyber capabil-
ities, the French doctrine lays out a sequence of three roles: intel-
ligence gathering (monitor adversaries, allowing characterisation
and attribution of their systems), defence (identify the attacker,
riposte them in cyberspace in case of intrusion, and ultimately
neutralise an attack), and action (counter misinformation and dis-
rupt adverse military capabilities).

The US and France: Descriptive Analysis

One striking observation is that both the US and France
neither explicitly mention nor use the term active cyber defence
in their respective doctrines. In our view, the US DCO-RA is one
good example of an active cyber defence measure. In the French
case, defensive cyber operations conducted in neutral or adver-
sarial cyberspace in order to anticipate, detect, or react to attacks
are clearly active cyber defence. One area of commonality between
the US and France is both countries' tendency to lead by example
in developing more active cyber defence capabilities. Both clearly
understand the need for defensive capacities in all operational do-
mains, including cyberspace, and both have prioritised the devel-
opment of related tools and measures to promote active stances
on cybersecurity. What is more, both have grouped their cyber
defence capabilities in three incremental categories: protection,
defence, and attack.

However, the main difference between these two countries
is their declaration as to how and when they are prepared to de-
ploy these capacities. Regarding the Americans, their ‘defend for-
ward’ and ‘persistent engagement’ policies indicate an intention
to tackle any relevant threat at its source, which will require them
to be virtually ‘omnipresent.” This means that these cyber defence
actions are active in nature, as they are inevitably conducted out of
their own cyber perimeter and with a clearly disruptive purpose.
The main value this approach adds is that of ‘proactively engag-
ing’ and ‘persistently contesting malicious cyber activities.” Rather
than waiting for an attack, the US armed forces will constantly be
scanning the horizon to identify and eradicate potential problems
before they pose a threat. One example is the US Cyber Command



attack against a Russian troll factory which was allegedly spread-
ing misinformation during the 2018 mid-term elections.

The French, on the other hand, have only declared that they
have cyber weapons and are willing to use them if necessary—a
more reactive application of their means. Despite their high de-
gree of transparency, though, it remains unclear as to what weap-
ons make up their actual cyber arsenal and how they intend to
use them. Habitually high levels of defence secrecy remain a major
challenge for most states. This is all the more important because,
to date, very few countries have reported their deployment of an
active cyber capability.

Active Cyber Defence: Swiss Case Study

The following section outlines the Swiss policy regarding ac-
tive cyber defence. To do so it will first delineate the relevant po-
litical and legal frameworks, from which it will distil a definition of
the concept at hand. After a brief analysis of active cyber defence
as it pertains to the Swiss context, it will conclude with general
recommendations on the topic.

Alongside ICTs' many advantages and opportunities, serious
threats have arisen. In early 2010, the Swiss Federal Council de-
clared its political will to promote the development of strategic
programmes that would protect the country against cyber risks. In
June 2012, the Swiss government adopted the first ‘National strat-
egy for the protection of Switzerland against cyber risks (NCS).”*?
Therein, the roles and responsibilities of the Swiss administration
are described. The Federal Department of Finance (FDF) has the
overall responsibility for the development and implementation
of the NCS. However, having opted for a decentralised approach,
each of the Federal Departments has a leading role in implement-
ing the measures. With regard to the protection of critical infra-
structures, Switzerland pursues a self-regulatory approach. This
means that the operators of critical infrastructures are responsi-
ble for their own cybersecurity. Nevertheless, the Reporting and
Analysis Centre for Information Assurance (MELANTI), jointly op-
erated by the Federal Department of Defence, Civil Protection and
Sports (DDPS), and the EDE, supports the critical infrastructures
operators in a subsidiary manner. Involving a “continuity and cri-
sis management sphere of action,” this strategy's Measure 14 ad-
dresses active cyber defence measures: "In the event of a specific
threat, active measures are foreseen for identifying the perpetra-
tors and their intentions, as well as for investigating the perpetra-
tors' abilities and compromising their infrastructure."®

A year later, in May 2013, an implementation plan described
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the results to be achieved with regard to prevention, response,
continuity and crisis management, and support processes. In the
Response section, Measure 14 outlined the principles of active
cyber defence as “active measures to identify the perpetrator and
possible impairment of its infrastructures in the event of a specific
threat.” To summarise Measure 14's content, if the Federal Intel-
ligence Service (FIS) of the DDPS can identify the perpetrator(s)
of a cyber attack, it should forward whatever relevant informa-
tion is legally permissible to the Office of the Attorney General,
which will then decide whether to initiate criminal investigations.
In cases where prosecution is either inappropriate or impossible,
an alternative would be to deploy an active countermeasure.

The following paragraphs describe the roles and responsi-
bilities of the Federal Intelligence Services regarding active cyber
defence of Switzerland's critical infrastructures. The question of
legality required special legislation. Accordingly, on September
1, 2017, the enactment of the Intelligence Services Act (IntSA)*
provided a corresponding legal framework.*! Article 37 of IntSA
allows the Federal Intelligence Service (FIS) to infiltrate systems
and networks located abroad if they are used to attack critical in-
frastructures located in Switzerland. Two cumulative conditions
regulate the FIS's mandate to infiltrate systems and networks.
First, these systems and networks have to be located abroad. Sec-
ond, the targeted systems and networks have to be used to attack
critical infrastructures located in Switzerland. If these conditions
are met, the FIS has the right to disrupt, impede, and slow down
the access to information.

Alongside the Intelligence Services Act, the Swiss Federal
Council also adopted the Intelligence Services ordinance,*” which
specifies more precise criteria for the use of active cyber defence
measures. Article 24 of the ordinance demands that, prior to in-
filtrating computer systems and networks abroad, the FIS must
send a formal request to the Swiss Defence Minister indicating six
essential points: the legal field of activity, the type of information
sought, the potential third parties, the period in which the meas-
ure will be used, the concerned computer systems and networks,
and, finally, the proposed measure's necessity, proportionality,
and risks.

Article 25 states that the FIS can collect information in the
domain of cyber threat exploration and critical infrastructure pro-
tection, with the objectives first to clarify the nature of the en-
gagement, including the origin and technical characteristics of the
cyber attack's means, then to implement effective cyber defence
measures. In 2016, the DDPS was the target of a cyber attack
campaign that led to the development of an Action Plan for Cyber



Defence (APCD),* which was implemented in 2017. Responding
to cyberspace threats perceived by the DDPS, the APCD identifies
protective and reactive tasks and illustrates the Federal Depart-
ment of Defence's existing legal framework for passive and active
cyber defence.

The Armed Forces offer another line of defence. Normally,
they are responsible for the defence of their own ICT systems and
infrastructures; however, in peacetime, they can also be author-
ised to launch active cyber defence countermeasures. This capac-
ity articulates the principle that, as in its other spheres of opera-
tion, in the event of a conflict, the Swiss Armed Forces should be
capable of conducting actions in cyberspace (in accordance with
international humanitarian law) against hostile ICT systems and
infrastructures.

Since the DDPS attack in 2016, the Swiss Armed Forces have
reorganised their structures in a program called ‘Upgrading of the
Armed Forces (UAF)’. In January 2018, a new Armed Forces Act
(ArmA)* officially implemented the new structure. Among other
points, its Article 100, ‘Military Security, lists the tasks the Armed
Forces should perform in the domain of cyber defence. This article
states that, in the event that their computer systems and networks
are attacked, they are authorised to take the necessary defensive
measures. These may include breaking into any computer systems
and networks used to carry out the cyber attacks and disrupting,
impeding, or slowing down their access to information.

In 2018, the Federal Council also reviewed the national strat-
egy for the protection of Switzerland against cyber risks, leading
to the adoption, in April, of an updated 2018-2022 edition.*® In
addition to specifying the roles played by the Armed Forces, the
current strategy helps ensure their operational readiness in cyber-
space. Measure 23, ‘Capability for implementing active measures
in cyberspace under the IntSA and ArmA,’ explicitly states these
capacities: The DDPS (FIS and Armed Forces) has sufficient quali-
tative and quantitative competencies and capacities to disrupt,
prevent, or slow down attacks on critical infrastructures where
necessary. These measures are used in accordance with the legal
requirements of the IntSA and ArmA.

With the IntSA's legal framework clearly defined, the ArmA
was reinforced through the Ordinance on Military Cyber De-
fence,*® adopted in March 2019. This ordinance's underlying ra-
tionale is that it is only applicable in reaction to a cyber attack.
In the event of an attack against the Armed Forces' computer
systems, it governs the measures to be taken in cyberspace for
purposes of self-protection or self-defence. Like the Intelligence
Services Ordinance, the Ordinance on Military Cyber Defence lists
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the conditions under which active cyber defence actions are to be
authorised, namely the purpose of the action, the period during
which the action will be conducted, the systems and networks con-
cerned, the maximal amount of penetration, the proof of legality
(notably its proportionality), as well as the risks related to a spe-
cific action.

Finally, it defines the relevant roles and responsibilities. Ac-
cordingly, the military cyber defence falls under the Armed Forces
Command Support Organisation (AFCSO), which in turn is also
the technical service provider of the FIS. The AFCSO has the ca-
pability to execute active cyber defence actions, while the Chief
of the Armed Forces has the authority to give the order for such
actions, and final approval must come from the defence minister.

Discussion

As used in the cited Swiss legislation, the definitions of ‘per-
turb’ and ‘impede’ differ from those provided by dictionaries. In a
defence context, their denotations are very precise, leaving little
latitude for interpretation. According to the general Swiss military
doctrine,*” ‘perturb’ means “hinder the adversary's manoeuvre
and if possible inflict losses;” and ‘impede’ means “ensure that an
adversary cannot reach or take over a determined portion of ter-
rain.” Regarding a third term used alongside these, ‘slow down’ has
no specific military meaning and standard usage applies.

However, as the statutes employing these three terms have
only recently come into force in the cyber realm, no state-wide
guidelines yet define their meanings or usage. In the context of
cyber defence, “inflicting losses [to the adversary]” more or less
matches the US concept of physical damage or destruction of sys-
tems resulting from the application of active cyber defence capa-
bilities. However, as no precise meanings are yet available from the
Swiss Department of Defence, the use of these newly introduced
terms merits caution until more in-depth analyses have been per-
formed.

One plausible explanation for the lack of clear prescriptions
regarding these terms' use is the lack of an explicit Swiss cyber
defence doctrine. While the Swiss government has adopted a Na-
tional Cyber Security (NCS) strategy, leading to the Department
of Defence's formulation of an Action Plan for Cyber Defence
(APCD), what remains to be developed is a military doctrine on
cyberspace operations. Ideally, this doctrine would define the
roles and responsibilities of the armed forces in cyberspace and,
particularly, the scope and intended uses of active cyber defence
and its related procedures. In developing a military doctrine which



should encompass active cyber defence, there are a few Swiss par-
ticularities that need to be considered.

One particularity of the Swiss armed forces is that they are
a conscription army. As the vast majority of armed forces mem-
bers are reservists, making it a ‘militia army, its permanent full-
time staff is comprised of a small nucleus of military profession-
als. Therefore, most adopted cyber strategy documents have been
focused on providing this small professional staff with the com-
petencies, authorities, and resources necessary to protect the De-
partment of Defence from cyber attacks.

A natural and logical step would be to develop a military doc-
trine designed specifically for Switzerland's militia army. From our
perspective, as many reservists are private sector IT professionals,
they embody a rich, untapped potential. It would be highly benefi-
cial to identify the most motivated and knowledgeable reservists
for cyber defence force positions. With this in mind, Switzerland
could draw inspiration from the Estonian Defence League’s Cyber
Unit.*® The purpose of this league is to empower the readiness of
the Estonian society to defend its independence and constitution-
al order. At the core of this league is ‘free will and self-initiative.’
The Estonian initiative could serve as a reference for Switzerland,
since the participants contribute to this purpose on a purely vol-
untary basis.

Against this background, promoting recruitment would re-
quire development of specific and targeted curricula for cyber de-
fence force reservists. This would include the possibility to go from
rank-and-file positions to professional careers as commissioned
officers. With respect to active cyber defence, the required skills to
plan and conduct such operations would require specific training
and exercises in order to build the necessary expertise. Therefore,
the DDPS need to develop a chain of command to plan and con-
duct cyberoperations, including active cyber defence. One step in
this direction is the recently developed cyber-training course avail-
able to new recruits.

The lack of critical mass of full-time staff and reservists also
affects another task of the armed forces: according to Measure 24
of the NCS 2018-2022, they must ensure operational readiness
across all situations in cyberspace and exert their role of subsidi-
arity in support of the civilian authorities.* However, this princi-
ple of subsidiarity entails certain challenges for the Swiss armed
forces. First, no clear boundaries delineate civilian from military
domains, since military environments are highly dependent on
civilian infrastructures. Thus, strong collaboration is required be-
tween all relevant agencies of the Swiss Federal Administration.
Moreover, the relations and interactions between the military and
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providers of critical infrastructures (e.g., telecommunications and
energy) are strategically important, not least due to the Armed
Forces' dependency on these services. Thus, well-orchestrated in-
teraction and collaboration—both between the administration's
civil and military agencies and between the Armed Forces and the
providers of critical infrastructures—will be a key determinant
for the successful management of cyber risks. Second, the Swiss
national approach to cyber risks lacks institutionalised collabora-
tion between the stakeholders noted above. In fact, even though
the NCS 2018-2022 acknowledges the subsidiary role of the Swiss
Armed Forces, the principle of subsidiarity in the cyber domain
remains only vaguely defined. The doctrine would need to first
define what the subsidiary role encompasses, even more so if the
use of active cyber defence measures is foreseen, as this notion
demands a concrete definition. Furthermore, the doctrine to be
developed will first need to depict the status quo of the military's
capabilities at hand in cyberspace, not only to defend military net-
works and systems, but also to support federal agencies and criti-
cal infrastructure providers. The question is: what types of skills
and services can the Swiss armed forces provide to the responsible
national authorities and operators of critical infrastructure? To
what extent, if any, can the Swiss armed forces contribute to the
effective handling of a major cyber incident that disrupts vital ser-
vices on a national level (e.g., communication and transportation
systems)?

In our view, the Swiss armed forces have not yet acknowl-
edged the potential benefits of active cyber defence. Until now,
the related policies have focused primarily on cyber protection in a
technical sense, such as ICT security. Moreover, all other domains
of operations (land, air, sea, and space) have long recognised the
digitalisation of the battlefield as a major consideration affecting
all operations.

Therefore, as the armed forces perceive cyber capabilities
as enablers for traditional warfare—which is true—they priori-
tise cyber protection over active defence. However, their current
stance fails to acknowledge the vital additional principle that
military actions in cyberspace produce valuable opportunities for
modern armed forces in relation to emerging threats. Therefore,
we argue that active cyber defence needs to be fully integrated into
military operations planning. One important step is to widen the
scope of cyber defensive measures to include active components.
This will pave the way for active cyber defence missions.

Lastly, active cyber defence is based largely on thorough in-
telligence gathering regarding the source of an attack. Because of
the disruptive nature of active cyber defence, the characterisation



(and possibly attribution of the attack's origin) is a criterion that
has to be met with the highest level of confidence (i.e., beyond
reasonable doubt). Consequently, with respect to the principle of
proportionality and necessity, cyber rules of engagement need to
be developed and established as a sine qua non standard.

Conclusion

In this paper, we have attempted to contribute to a greater
understanding concerning the concept of active cyber defence.
This includes outlining various definitions provided in the litera-
ture. Even though no formally accepted definitions were available,
we noted general agreements on the following features of cyber
defence: defensive purpose, real-time response, out of the defend-
ed perimeter, and disruptive effect.

One further commonality apparent in the existing literature
is the understanding that active cyber defence does not equal of-
fensive cyber operations. While the main purpose of active cyber
defence is to cease an ongoing cyber attack, thereby maintaining
the defender's freedom of manoeuvre in cyberspace, offensive cy-
ber operations seek to project power in and through cyberspace,
and may include no defensive function.

Current approaches to cyber operations have been estab-
lished through a combination of cyber defence policy and military
doctrine. While many countries have defined roles, responsibili-
ties, and procedures for the execution of cyberspace operations,
the US and France are at the forefront of cyber defence doctrine
development. The US armed forces have established a framework
upon which they categorise all conceivable cyberspace defence
operations into three groups: protective, defensive, and offensive
missions. Recently, they updated their policy to signal their will-
ingness to ‘persistently engage’ and undertake 'forward defence,
making it the most active known national cyber defence stance.

In parallel, France has developed one of the most advanced
European cyber doctrines. Similar to the US, France uses a cyber
warfare triad of protection, defence, and offence. One particular-
ity of France's position, though, is its public claim that they have
developed cyber weapons and are willing to operationalise them as
they would other weapons systems.

The Swiss case studied in this paper shows that the Swiss
have followed the trend, shaped by the US and France, as they
have recognised the importance of active cyber defence measures.
Therefore, even as a neutral country, Switzerland has developed a
political and legal framework for the use of these means.

However, until now, this remains mainly a political declara-
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tion, as a considerable gap exists between strategy and implemen-
tation. According to our analysis, the armed forces have not yet
fully integrated cyber defence principles into military operations.
This is because, in our view, many Swiss leaders still think and plan
in terms of the four conventional operational domains—Iland, sea,
air, and space—leading them to treat cyber defence purely as a
protective means to enable traditional military missions. This type
of thinking obscures not only the threats and opportunities that
accompany active cyber capabilities, but the strengths they offer
in any military mission.

In order to begin to tap the potential of active cyber defence,
we recommend the following steps. First, all involved parties need
to understand that the notion of cyber defence goes beyond purely
protective measures. According to our analysis, traditional ICT pro-
tective measures are insufficient to address sophisticated threats,
especially coordinated adversarial cyber operations. Therefore, it
is imperative to operationalise active cyber capabilities at all levels
of war, from strategic to tactical. Second, to overcome the current
lack of skilled personnel conversant in both cyber and convention-
al defence language, it will be necessary to explore alternative re-
cruitment models. One possible path would be to consider reserv-
ist staff. The Swiss ‘militia’ army provides an important advantage
available in few other countries: the armed forces can benefit from
the cyber skills conscripted soldiers have learned and practised in
their personal and professional lives. Third, as the use of force in
cyberspace is a unique state prerogative, the use of active cyber
defence of essential assets has to be placed, in a subsidiary man-
ner, at the disposal of operators of critical infrastructures. Thus,
the armed forces need to adapt their operational availability to al-
low timely provision of defensive measures to private sector op-
erators. This will require re-evaluation of modes of communica-
tion and cooperation between the armed forces, civilian agencies,
and critical infrastructure operators. Finally, while we recognise
the importance of integrating active cyber defence in cyber opera-
tions, we are also aware that this development is not without its
risks. The most obvious of these is the fact that states' increasing
need to develop active cyber capabilities will spur an arms race in
cyberspace thereby exacerbating the security dilemma.>
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SAFE AT HOME:
TOWARDS A FEMINIST CRITIQUE OF
CYBERSECURITY

Julia Slupska, University of Oxford

Abstract

Feminist theorists of international relations (IR) have long ar-
gued that binaries of public/private reinforce the subsidiary status
given to gendered insecurities, so that these security problems are ‘indi-
vidualised’ and taken out of the public and political d,;main. This article
argues that the emerging field of cybersecurity risks recreating these
dynamics by omitting or dismissing gendered technologically-facilitat-
ed abuse such as ‘revenge porn’ and intimate partner violence (IPV). I
present a review of forty smart home security analysis papers to show
the threat model of IPV is almost entirely absent in this literature. I
conclude by outlining some suggestions for cybersecurity research and
design, and reaffirming the importance of critical studies of informa-

tion architecture to the modern study of IR.

And so you're back

From outer space

Ijust walked in to find you here
with that sad look upon your face

I'should have changed that stupid lock,
I should have made you leave your key
If I'd known for just one second

you'd be back to bother me

- I Will Survive (Gloria Gaynor)

The ease of changing locks after a break-up—and the design
of homes and domestic architecture more broadly—could have
once been seen as a private matter, far from the concern of inter-
national relations (IR) and security scholars. However, the global
spread of information technologies means that information ar-
chitectures designed in one part of the world mediate the lives of
people worldwide both in the workplace and in ‘private’ spaces like
the home. For example, ‘smart home’ technology allows users to

Julia Slupska, “Safe at Home: Towards a Feminist Critique of Cybersecurity,”
St Antony’s International Review 15. no. 1 (2019): 83-100.
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control their home from an interface, adjusting temperature, un-
locking doors, controlling lights, or viewing security cameras. The
smart home market is growing rapidly and is forecast to comprise
nearly 1.3 billion devices by 2022.* Therefore, lack of diversity and
failures of imagination among designers, theorists and practition-
ers of cybersecurity have global implications.

The definition of cybersecurity is contested and in flux. Cy-
bersecurity is best understood as the set of protocols, technolo-
gies, and practices designed to protect against threats mediated
by digital technology. The question of who or what is protected is
often at the heart of definitional controversies. Early understand-
ings of ‘information security’ (which is often used interchange-
ably with cybersecurity), such as the classic ‘CIA model, focused
on the confidentiality, integrity and availability of information.?
Similarly, Kello’s The Virtual Weapon and International Order — an
influential book on cybersecurity and IR — defines cybersecurity
as “measures to protect cyberspace from hostile action,” where
“cyberspace” is defined as “all computer systems and networks
in existence.” However, as von Solms and van Kiekerk point out,
cybersecurity goes beyond information security, as the term en-
compasses not just the protection of information, machines, or
networks, but also of the humans that use them. A feminist ap-
proach to cybersecurity must be grounded by a focus on harms to
humans.

Security analysis papers — in which new technologies are as-
sessed in light of how their security architectures might be com-
promised by an adversary - are a common cybersecurity practice.*
Security analyses commonly begin by ‘threat modelling’: a system-
atic analysis of the probable attacker’s profile, the most likely at-
tack vectors, and the assets most desired by an attacker.® Threat
modelling therefore reflects assumptions about the causes of inse-
curity among technology users.

Feminist IR theorists have challenged binaries of internal/
external and personal/political violence in conventional security
studies, arguing these ignore or diminish the threat of gender-
based violence and threats to women’s security. Unfortunately, the
emerging field of cybersecurity has not incorporated these insights
and therefore risks omitting many forms of technological abuse.
In this paper, I present a review of smart home security analysis to
show how cybersecurity research fails to account for domestic and
intimate partner violence (IPV) in its threat models. This is deeply
concerning because technology is an increasingly common medi-
um for abuse; if researchers ignore the domestic threat model, it is
unlikely designers and practitioners will account for how informa-
tion architectures can both facilitate and constrain abuse.



The paper proceeds as follows: first, I briefly outline feminist
approaches to IR and security studies and argue that the emerging
field of cybersecurity risks repeating patterns of gendered omis-
sion common in these fields. Second, I present existing research
on technologically-mediated abuse in situations of domestic and
intimate partner abuse.® Using the case study of the August Smart
Lock, I show how security architectures can be bypassed and sub-
verted by abusers. Then, I present the results of a comprehensive
overview of existing smart home security analyses, which dem-
onstrates that the threat of domestic violence is almost entirely
ignored in the smart home security analysis literature. Further-
more, a closer examination of the only paper which explicitly ad-
dresses this threat model shows it is dismissive and displaces the
responsibility of protection onto potential targets of abuse. Last,
I discuss the dangers inherent in the widespread assumption that
the ‘owner’ of digital devices does not pose a threat, and how cy-
bersecurity practices could improve by incorporating approaches
developed in feminist theory.

The Private is Political: Feminist Responses to Security
Studies

Feminist IR emerged in the late 1980s among a variety of
scholars who sought to incorporate gender concerns into the
study of international politics. Notably, Cynthia Enloe's Bananas,
Beaches and Bases charted the many forgotten roles women play
in international politics as plantation sector workers, diplomatic
wives, and sex workers on military bases.” Enloe challenged her
readers to reconsider what international politics was ‘all about’,
asking them to keep a sharp eye on the ways policies made at the
most intimate level to the most distant affect women and men,
usually in different ways.

Arenas for state and military decision-making are largely
populated by men, and the same is often true of the academic
study of IR, particularly security studies.® Feminist IR theorists
connect this lack of diversity to over-narrow definitions of ‘secu-
rity’ which exclude supposedly ‘private, ‘domestic, or ‘individual’
security issues such as gender-based violence (including problems
like IPV and honour killings).? Tickner notes that while conven-
tional security studies have generally looked at conflict from a
top-down or structural perspective, feminists have generally taken
a bottom-up approach analysing the impact of war at the micro
level.!* Similarly, the analytical approach of ‘feminist geopolitics’
challenges the division between ‘high politics’ and ‘private life’ by
tracing similarities in forms of power, oppression, and resistance
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at and between multiple scales (for example the body, home, and
nation-state).™

Feminist theorists traditionally argue that the liberal no-
tion of the home as a private place protected from state power and
intervention often shields abuse ranging from casual misogyny
through to extreme violence."” Before the protests of first-wave
feminist movements in the 19th century, most legal systems did
not prohibit domestic violence, implicitly accepting wife-beating
as a valid exercise of a husband’s authority over his wife.'* Notions
of privacy can reinforce the subsidiary status granted to women’s
(in)security, so that gendered security threats are ‘individualised’
and taken out of the public and political domain.'* This observa-
tion has led to a long-standing debate on the home among femi-
nist theorists: as Sokoloff and Dupont (2005) know, this critique
of privacy comes from a position of privilege, as the situation is
more complicated for women who are minoritised or have low
socio-economic status, as they are already disproportionately tar-
geted by state intervention. Therefore, calls for the inclusion of
these threats within cybersecurity frameworks should be careful
of providing justification for unwelcome intrusions into the lives
of vulnerable populations.®

As Tickner notes, the response from the wider IR communi-
ty to feminist critics has often been ‘awkward silence.”*®* However,
in the following decades, feminist approaches have become more
integrated into the mainstream of the discipline, if only in com-
ments recognizing the discipline’s lack of diversity. For example,
Buzan and Hansen’s intellectual history of security studies notes
the “Anglo-centric (and militaristic and patriarchal) bias” of inter-
national security studies as a “blind spot,” and seeks to remedy
this by “[granting] critical approaches more space than they have
had quantitatively.”'” Arguably, characterising such omissions as a
blind spot diminishes their importance; Bilginargues the Western-
centrism of the discipline should be understood as a constitutive
practice rather than a ‘blind spot.”® The same is likely also true of
gendered practice of diminishing or excluding women’s insecuri-
ties from the discipline of security studies.

Although there is still plenty of omission and awkward si-
lence, IR and security studies increasingly acknowledged feminist
approaches and incorporated them alongside other theoretical
approaches in both IR introductory texts and teaching syllabi."
Unfortunately, the emerging field of cybersecurity seems likely to
repeat the same dynamics of exclusion. Consider the example of
‘revenge porn’ (i.e., non-consensual pornography), a technologi-
cally-mediated form of abuse which is highly gendered. Revenge
porn is rarely considered a ‘cybersecurity issue’ among cyberse-



curity experts and practitioners.?® Informally, practitioners in the
field have told me this is because it is really a ‘privacy issue.

Yet when an employee in a company shares confidential in-
formation with an unauthorised third party, this is clearly iden-
tified as a cybersecurity issue. A subfield of cybersecurity has
been developed to protect companies from ‘insider threat, (i.e.,
malicious employees who might leak company data for revenge or
profit). To combat insider threat, cybersecurity experts develop
social and technical ‘access controls’ which strictly outline who
can access information, at what time, and for how long. Cyberse-
curity teams closely monitor data flows, flagging when employees
download large amounts of data at odd hours. When an employee
leaves a company, they often immediately lose access to sensitive
files, and extensive legal punishments kick in if they somehow
manage to share them anyway.”* Why do such access controls not
exist for relationships? Instead of developing programmes which
revoke access to intimate data when a relationship ends and mak-
ing such programmes accessible to the wider public, online safety
advocates often publish guides aimed at teenagers, advising them
not to share intimate photos in the first place.?

Who codes matters: there are serious ramifications when
only a narrow section of society builds widely-used technologies.
For example, Noble shows that Google search algorithms become
racist and sexist precisely because they reflect the biases and values
of the people who create them.”® Critical theorists of technology
argue that in restricting participation in technology development,
we risk hardcoding prejudice and discrimination into the develop-
ment of everyday technologies.? Similarly, Perez documents how
countless objects—from smartphones and seatbelts to heart fail-
ure tests—are designed around biased data which excludes wom-
en, resulting in negative impacts on their health and well-being.”
Cybersecurity is a nascent field which draws on methods and ap-
proaches developed in computer science, cryptography, econom-
ics, criminology, forensics, international politics, and security
studies. However, critiques which incorporate gendered power re-
lations have rarely been applied to cybersecurity. In fact, a Google
search for ‘feminist cybersecurity’ yields only a guide developed to
help protect feminists from online harassment.?® Although femi-
nists undoubtedly need cybersecurity, cybersecurity needs femi-
nism too.

Technological Abuse in IPV

Domestic violence and IPV is a frequent cause of death
worldwide. A 2018 UN report found that women are more likely
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to be killed at home than in any other location.?” Of global female
homicide victims in 2017, about 34 percent were murdered by an
intimate partner and 24 percent by a relative. Although domestic
violence can occur between any individuals, women are consider-
ably more likely to be victims, and men are more likely to be per-
petrators.?® IPV is still highly prevalent in the UK: domestic abuse-
related crimes recorded by the police accounted for 32 percent of
violent crimes in the year ending March 2017.? These dynamics
play out differently across different cultures, and intertwine with
other forms of social stratification, such as class, race, and sexual-
ity.

As digital technologies increasingly mediate personal rela-
tions, they also become wielded in ways that perpetuate existing
patterns of control.*® Existing research on technologically-mediat-
ed abuse, or ‘tech abuse, has examined abusers’ attack strategies,*
survivors’ experiences and security practices,* and how emerging
technologies, such as smart home devices, could be used to per-
petuate abuse.®® These studies outline a distinctive and uniquely
challenging threat model. The threat actor — an abusive parent or
current or former partner - is usually highly motivated, although
not necessarily very technically skilled.** Abusers are often obses-
sive and devious in finding ways to intimidate and coerce their
victims; digital tools of abuse can range from the technologically
simple (such as social media stalking) to the highly sophisticated
(mobile spyware or ‘spouseware’, which makes exploits developed
in government espionage accessible to consumers without ad-
vanced skills).?®

People targeted by abuse find it extremely challenging to
leave abusive relationships, due to threats and intimidation, as
well as social and economic dependence on their abuser.*® Targets
are at the highest risk of violence and death when they try to leave
their abuser; however, tech abuse often escalates in the ‘living
apart’ phase, when the abuser no longer has physical access to the
target. At this stage, the disclosure of location-based information
can result in physical injury and death to the target; this makes
the use of social media and smartphones a security problem for
domestic violence charities.*’

Abusers are also aided by their close relationship with the
victim; the abuser and target may still be co-habiting, and abus-
ers are often shared or sole owners of accounts and devices. Inti-
mate photos can be posted online—sometimes alongside details
like name or address in a practice called ‘doxxing’—to humiliate
former partners.* Previously obtained access to victims’ accounts
leaves them vulnerable to identity theft, blackmail, sabotaged job
applications, or even false advertisements claiming the victim is a



prostitute with the victim’s new address and phone number. GPS
enabled apps like ‘Find My Friends’ are used to monitor location.*
Smart home appliances like sound systems or remotely-controlled
thermometers are used for monitoring targets as well as gaslight-
ing (i.e., making a target doubt their own sanity) by changing mu-
sic or temperature in the victim’s home.*°

Smart Home Security Analysis

The research outlined in the previous section builds a com-
prehensive threat model of tech abuse in the context of IPV.
However, the wider genre of security analysis — which may be ul-
timately be more likely to influence the design of security architec-
tures — often fails to consider this threat model. To illustrate this
problem, I will start with the case study of the August Smart Lock
(one of the early leaders in the smart home market) which intro-
duces the reader to an example of systems security architecture. I
then review two papers which assess this security architecture and
show that their threat modelling does not sufficiently account for
IPV. Last, to demonstrate that this is not an isolated oversight, I
present the results from a comprehensive review of smart home
security analysis papers.

August Smart Lock System

The August Smart Lock is a Bluetooth-enabled device that
attaches to the inside of a standard deadbolt and allows a user to
lock and unlock the door with their smartphone. The device also
records which users lock or unlock the door.*! Users of the August
Smart Lock are either ‘Owners’ or ‘Guests.” The Owner—effec-
tively the administrator of the system—has many more privileges
than the Guest: for example, they can view the lock’s activity log,
invite new users to be Owners or Guests, and configure when and
for how long Guest users can unlock the door (see Figure 1). As
Fuller et al point out, an Owner-level access “implies a very high
degree of trust, and would typically be granted only to, for exam-
ple, a spouse or a co-owner of the property.”*?
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TABLE IV
AUGUST SMART LOCK OPERATIONS FOR DIFFERENT USER LEVELS

Owner | Guest
Lock/Unlock Door v '
Lock Activity v
Guest List v
User Invitation v
User Level Control v
User Permission Control v

Figure 1. User permissions for August Smart Lock [from Ye et al. 2017, p. 501]

The August Smart Lock system consists of the smart lock it-
self, a smartphone app, and the August web servers (see Figure
2). Owners and Guests identify themselves by logging into the
smartphone app with their phone number or email address and
a password they chose. The smart lock communicates with the
phone app via Bluetooth, allowing users to lock and unlock the
door. The smartphone app, in turn, communicates with the Au-
gust web servers via Wi-Fi to grant access to other users or change
settings. Owners can unlock the door via Bluetooth without Wi-Fi,
but guests must communicate with the August web servers via Wi-
Fi to unlock the door.

o August Smart Lock ! August Connect

. lock / unlosk I

4 i

lock / unlock

* sync log tilese =

©) srororonen ©) vevserer |
Figure 2: Overview of the August Smart Lock system [from Fuller et al. 2017,
p-4143



Fuller et al and Ye et al both conducted a security analysis of
the August Smart Lock. Both papers prioritise a model in which a
thief attempts to gain illicit access to the house as well as a scenar-
io in which an adversary with temporary guest-level access (such
as an ‘Airbnb tenant or a household worker’) changes their set-
tings to gain access at a different time. In these cases, the Owner is
automatically assumed to be the defender, rather than a potential
threat.

Fuller et al does consider the following scenario:

1. Alice gives Bob Owner-level access.

2. Alice gets out of Bluetooth range of the lock.

3. Bob maliciously puts his phone in airplane mode, preventing it
from communicating with the August servers, but leaving Blue-
tooth enabled.

4. Alice revokes Bob's access.

In this case, because Alice cannot communicate with the lock
(as she is out of Bluetooth range) or Bob’s phone (as he has disa-
bled Internet connectivity), the lock cannot receive the message
that Bob no longer has access. This means Bob, who is no longer a
legitimate user of the lock, can enter the home at will until Alice
is within Bluetooth range. Fuller et al point out that there also ap-
pears to be a bug in the lock’s logging code, so that the log files will
not report Bob’s access during this period.

However, Fuller et al are surprisingly dismissive of this secu-
rity vulnerability, saying it is alarming in theory, but unlikely to be
a problem in practice, given that:

Owners, by definition, can revoke each other's access. In fact, if Bob

were truly malicious, he could have revoked Alice's access after he was

granted OWNER status. For this reason, the original owner should not
give OWNER status to anyone she does not trust immensely.

Both prongs of this argument are highly suspect. The fact
that a malicious Owner can immediately and effortlessly revoke
a legitimate Owner’s access to the house should be considered a
potential threat. Similarly, in the context of a relationship ending,
it is unfortunately the case that immensely trusted parties can
suddenly become adversaries with the intention to cause harm.
Saying that Alice should not give Owner status to someone she
does not trust also places responsibility on her (rather than the
manufacturer) to prevent her own abuse.

Of course, in any scenario in which cohabitants lose trust in
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each other, the question of which inhabitant is a legitimate owner
is much more morally and legally fraught than in the examples of a
thief or an errant Airbnb guest. However, security system policies
cannot simply ignore these issues, given the serious harm that can
result from domestic abuse and stalking.

Review of smart home security analysis

The following section presents the results of a review of the
wider smart home security analysis academic literature. To gather
a comprehensive data set, I conducted a search in the SCOPUS
academic database and collected 40 smart home security analysis
papers.44 I coded each paper according to what artefact it ana-
lysed and which threat models it considered (see Appendix I). The
papers varied in specificity, with some analysing a specific product
(like the Samsung SmartThings platform) while others considered
‘Internet of Things’ (IoT) or ‘smart home’ devices more broadly
(see Table 1).

Artefact

Home
Grid/meter
IoT
Platform
Medical
Card

Lock
Vehicle parking/charging
Server
Television
Total
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Table 1: Artefacts Analysed in Sample Papers

Attacker-centric threat modelling begins by elaborating
‘threat actors’ (i.e., potential adversaries which target the system)
before elaborating ‘threats’ (i.e., attacks which might be conducted
by threat actors to compromise vulnerabilities in the system).45
However, many of these security analyses did not clearly identify
threat actors or distinguish between threat actors and threats. 16
papers explicitly mentioned potential threat actors (either in the
introduction or as a formal part of the threat model), resulting in
29 threat actors identified in the sample (see Table 2).



Threat actor Count

Remote network-based attacker 7
External adversary
Internal adversary
Burglar/thief

Privileged insider

Arsonist

Bad manufacturer

Home intruder

Malicious user
Physically-present attacker
Revoked attacker
Suppliers and drivers

Total
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Table 2: Threat Actors Considered in Sample Papers

The representations of threat actors in Table 2 and threats
in Table 3 below do not seek to categorise threat models, but rath-
er to show how they were represented in the sample papers. For
example, the most common threat actor, (i.e., a remote network-
based attacker), could be grouped with the similar ‘External adver-
sary. These papers often used ‘External adversary’ to distinguish
from an ‘Internal adversary’ (internal to an organisation); external
adversaries could be thieves who are not necessarily remote- and
network-based. Likewise, some of the more specific threat actors
mentioned, such as ‘Arsonist’ or ‘Home intruder’ could be grouped
as external adversaries; however, I have included them to retain
the level of specificity in the papers. Table 3 outlines all threats
listed in these papers’ threat models.

Havesdropping 14

Heplay 140

=i

[3pmial nf service

Impersnonation
Man-in-the-Middle
Offline password guessing
Identity breach

Insider attack

lampering

lirawd

Privacy breaches

Brivileged nzider

smart card security breach
Blarkhole attack

Cache modification
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LYamage to property

[Femning-Saccn attack

¥isahled wacation mode of the home

liake fire alarm

lirmware manipulation

linTgery
Handshalee key lealeape attack

Home intruder

Inteprared attack veceor and feature distriboced malwarse

Intarnzl advarsary

Lacal area attack

Metwork based rempee attack
Metwork Interface Card (MIC) firrmwars
M onlinear madificacion

Mode capture and physical damages

Made contrelling ar destroing

Offline guessing attack

Frinter

Helay

Remaote arcess becauss of stolen or lost smart card

Hemote contral
Hevnked access attack

Hpouter mpdification
Secrethy planted doar lock codes
Specific firmware attacks using USE

Stale existing door lack codes

Theft and counterfeiting of fingerprine

Lzer info change and disclasure attack
Virus attack
Teatzl 10k

Table 3: Threats Considered in Sample Papers

Domestic violence or an abusive partner or family member
was not mentioned explicitly in any of these papers. Arguably,
some of the listed threat actors—such as ‘Internal adversary,
‘Privileged insider,” or ‘Malicious user'—could include the domes-
tic violence threat model. But closer inspection shows this is not
the case, as all seven papers which consider ‘Internal adversaries’
or ‘Privileged insiders’ discuss ‘insiders’ as employees of the or-
ganisation which sells or operates the device. Furthermore, the
paper which discusses the ‘malicious user’ threat actor conceives
the user as a threat to the manufacturer (rather than other mem-
bers of the household) as the user might “learn the secrets of the
manufacturer, ... sell secrets to third parties, or even attack similar
systems.”*¢

The threats considered also reinforce the assumption of a
remote, network-based attacker or an external threat such as a



thief. The most common attack—eavesdropping—was described
as remote attack (rather than eavesdropping resulting from physi-
cal tampering) in all but one paper. Replay, DoS, and Man-in-the-
Middle attacks also refer to network-based subversion of security
infrastructure. While a domestic abuser could of course theoreti-
cally launch any of these attacks, existing research shows that
such abusers often use attacks which require only basic comput-
ing skills and are unlikely to rely on sophisticated methods.*” In
contrast, the threats associated with the domestic violence threat
model - such as privacy breaches or illicit attempts to enter the
home - appear very rarely in the literature. Fuller et al’s security
analysis of the August Smart Lock, despite its somewhat dismiss-
ive treatment of this threat model, is therefore actually the only
paper in this sample which considers a home intrusion by a re-
voked owner of the device.

Limitations

The academic security analysis literature is not the only source
of information on the design of security architectures; in fact, oth-
er sources of knowledge like blog posts, news articles, and presen-
tations at security conferences like Black Hat and Def Con may be
more influential for cybersecurity practitioners. Therefore, future
research should examine which threat models are considered in
these venues. Furthermore, the search terms—‘smart home’ and
‘security analysis’™—did not capture some relevant work, such as
Ur et al’s useful analysis of access controls in commercial smart
devices.*® Including search terms like ‘audit’ and ‘security policy’
would allow future literature reviews to be more comprehensive.

Lessons for cybersecurity research and technology design

Despite its enduring prevalence in society, domestic abuse
is almost entirely ignored in security analysis research on smart
home devices. Instead, the threats that most analysts imagine to
endanger the home are remote network-based attackers, thieves,
domestic workers, and even company employees. The design of the
devices described in these papers mostly assume that the ‘Owner’
of the device does not pose a threat to other users of the device.
This omission reflects what feminist theorists have long criticised,
namely the internal/external binary in which the home is imag-
ined to be a place of safety under threat from external adversaries.
Unfortunately, this assumption is far removed from reality. A re-
cent wave of interest in the home among critical and feminist the-
orists has reaffirmed the home as an ‘intensely political’ site.*® As
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a result of differences in age, gender, and personality, homes con-
tain hierarchies of power. Just as states or companies have power-
fulleaders, homes often have ‘hegemons’ with dominant influence
or authority over others.>® Of course, this authority is constantly
negotiated, and most often tempered by familial love, devotion,
and affection. But when such bonds break down into abuse and
violence, the members of the household with less power suffer
disproportionately. The home’s ostensible position as a place of
safety and privacy can obscure cases in which domestic relations
break down into abuse. My review of smart home security analysis
suggests that cybersecurity research risks repeating these dynam-
ics, as targets of IPV are not considered in the design process. The
micro-politics of the home need to be incorporated both into tech-
nology design and cybersecurity research to challenge this issue.
Empirical research has repeatedly confirmed that women report
lower computer ‘self-efficacy’—(i.e., confidence about succeed-
ing at a specific task), which influences a person’s use of cognitive
strategies, persistence, and strategies for coping with obstacles.”
Recent news reports have suggested that connected home devices
are often installed by men; the partner who considers themselves
‘less technical’ may not know the passwords and functions of vari-
ous devices.” Future research on the security of smart home de-
vices should empirically answer questions such as: Who installs
the smart lock in the household? Who gets Owner status? How
is this shaped by gender and other power dynamics in the house-
hold? How easy is it for a user to navigate a company website to
report that they have been locked out of their home? How do tech-
nology providers settle disputes between cohabitants who rely on
their designs?

Inequalities in technical ability may exacerbate inequalities
in capacity to access shelter or retain a house. For instance, in
the example of the Bluetooth-connected smart lock, a legitimate
home inhabitant may not know they only have Guest status on
the lock (if they have permanent access) and in fact may not know
that Owner/Guest statuses exist. This fact will make it extremely
difficult to revoke permission or ensure access to the house in the
event of a break-up. The rise of ‘smart assistants’ like Amazon’s
Alexa and Google Home pose similar problems, as targets of abuse
may not be aware that their questions are recorded and can be ac-
cessed by the owner of the account.*®

To secure the home for all its inhabitants—even those who
do buy the devices or think of themselves as ‘tech savvy’—cyber-
security must account for threat models where the nominal owner
of a device poses a threat to other users. Researchers at the I[PV
Tech Research Team have suggested that designers should consid-



er how to develop user interfaces (Uls) that hamper usability for
potential abusers, for example by avoiding default location shar-
ing among users.**

Feminist principles of consent and autonomy could help
guide such design. For instance, in the example of the Bluetooth
smart lock, an app which better accounted for consent, and hon-
oured the agency and safety of all its users, would clearly inform
users if they are Guests or Owners, and what that status means.
It might also allow users the option to not share data about their
movements with the company or the ‘Owner’ of the device. Un-
fortunately, this is not true in many existing smart home designs.
Feminist studies of human-computer interaction have highlighted
ways in which norms around issues of accessibility and inclusivity
can inform design; however, further research is needed to elabo-
rate how these principles can lead to better cybersecurity design.*®

Lastly, cybersecurity education should not focus solely on
potential targets of digital attacks, as this makes them responsible
for preventing their abuse. Education should also be targeted at
abusers and sellers of abuse tools, who bear the primary respon-
sibility for the harm the tools cause. While most purveyors and
clients of abuse tools may be beyond persuasion, some may not re-
alise their actions are unethical due to a social environment which
is friendly to surveillance practices. Feminist principles of consent
and respect for individual autonomy could be incorporated into
digital ethics and taught from an early age.

Conclusion

The prevalence of technologically-mediated abuse makes it
critical that designers incorporate this threat model into the cy-
bersecurity design of their devices. However, despite an increas-
ing body of evidence on gendered tech abuse by ground-breaking
researchers, like the IPV Tech Research team at Cornell Tech and
the Gender and IoT project at UCL, security analyses of new de-
vices often fail to account for the IPV threat model outlined in
this paper. This reaffirms the relevance of the critiques developed
in feminist IR, which point out the subordinate status granted to
women’s (in)securities, and how this status is reinforced by public/
private binaries in security research.

Just as feminist theorists critiqued the public/private binary
that shielded violence in the home from outside scrutiny, we now
need a feminist critique of cybersecurity. Feminist cybersecurity
will ask necessary questions: For whom are these technologies
made? Where could interventions take place? What trade-offs are
made in technology companies when concerns do arise? Whose se-
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curity is cybersecurity? Existing cybersecurity practices, technolo-
gies, and concepts need to be examined and critiqued. However, as
technological innovation continues, such critiques must also pro-
vide positive principles—such as consent and egalitarianism—for
the design of secure technology.

Lastly, this article reaffirms the importance of the critical
study of information architectures and cybersecurity design to the
modern study of IR. As the architectures discussed in this paper
will be shared by populations across the world, the principles and
assumption which underlie their design have direct implications
for global security.
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INTERNET, SOCIAL MEDIA AND
CONEFLICT STUDIES:

CAN GREATER INTERDISCIPLINARITY
SOLVE THE ANALYTICAL DEADLOCKS IN
CYBERSECURITY RESEARCH?

H. Akin Unver, Kadir Has University

Abstract

In recent years, computational research methods, digital trace data, and
online human interactions have contributed to the emergence of new technol-
ogy-oriented sub-fields within International Relations (IR). Although cyber-
security scholarship had an initial promise to be the primus inter pares among
these emerging fields, the main thrust of this new methodological innovation
came through the digital conflict studies’ sub-field. By integrating Internet
and social media research tools and questions into its core topics of sub-na-
tional violence, terrorism, and radical mobilisation, digital conflict studies
has recently succeeded in addressing some of the data validity and methodol-
ogy problems faced by cybersecurity scholarship. This article begins by briefly
reviewing some of the persistent data and method-oriented hurdles faced by
cybersecurity scholarship. Then, it moves on to a more detailed account of how
digital conflict studies have been addressing some of these deadlocks by focus-
ing individually on the literature on onset, mobilisation, targeting, intensity/
duration, and termination phases of conflicts. Ultimately, the article concludes
with the suggestion that cybersecurity scholarship can move past its own
deadlocks by building more granular and dedicated research datasets, and also
by establishing mechanisms to share event data with the scientific community.

The long-touted theoretical slumber of International Rela-

tions (IR) as a discipline® was markedly disturbed by the advent of
cybersecurity scholarship. Described by many schof’ars as the ‘real
fourth domain,” even surpassing the importance of space, digitisa-
tion of human power re{)ations, and their competition across an
entirely new ground, cyber opened up the way for the ‘revival’ of
IR.? Pre-cyber IR was deadlocked for two main reasons. First, in
the aftermath of the Cold War the field had lost its connection
to the very origins of its existence—likelihood of large-scale glo-
balised war. With no pressing global threat to study and theorise,
the field was split across deconstructivist and post-positivist sub-
strands that ran into their own set of limitations.® Second, the
post-9/11 turn in IR had lowered the analytical lens of the bulk
of the discipline into terrorism and sub-national violence, makin

IR more of a surrogate mother of a comparative civil war or rebe
dynamics offspring. The field of conflict studies has exploded so
much in the last decade that it has ended up almost swalFowing up
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IR. Yet, it focused more on insurgency and the micro-dynamics of
violence, as well as on dyadic socio-political interactions between
state and non-state actors, none of which are the central thrust of
IR as a discipline.

Cybersecurity promised salvation to IR from being sucked
up into the vortex of conflict and terrorism research. It offered
scholars a truly global network of state and non-state interactions
(both benign and malicious), made some of the more classical con-
cepts of the field (such as bandwagoning, hedging, deterrence, re-
taliation) relevant again, and offered a new research agenda that
went beyond conflict and violence. Attribution problems neces-
sitated a more international and cooperative approach to cyber-

security and brought a new cyber-institutionalist tradition.* ‘At-
tacker’s advantage’ in cybersecurity re-introduced the question of

alliances, balancing, and confidence-building measures.® The fluid
and largely uncharted nature of cyberspace reminded scholars of
the importance of the anarchy and hegemony debate, as well as
the centrality of the rules and norms literature in IR. While cyber
hasn’t yet influenced the field as much as either conventional or
nuclear weapons did back in the Cold War, it has undoubtedly in-
troduced a new wave of issue-broadening nudges, briefly widening
the discipline’s obsession with sub-national violence.

However, cyber research also ended up in a cul-de-sac of
sorts. Due to the sheer magnitude of ‘events’ in cyber research,
it raised a range of conceptual and measurement problems. These
problems have led to some unforthcoming answers to essential
questions about how to study the field: Wl%at constitutes a cyber

‘attack?”® How do we disentangle offensive and defensive capabili-

ties in cyber?” How do we acquire and catalogue event data, given
the sheer magnitude and near-impossibility of reliably measurin

cyber competition? How do we verify the accuracy of attribution?
Given attribution problems, how do we reliably establish norms
and minimise commitment problems in compliance? Who are we
establishing norms for, and who are we rallying against? On the
other end of the debate is the ‘megafauna’ argument that criticised
the field’s over-emphasis on a small number of politically critical
cyber events (usuaﬁy with physical implications), overlooking the
importance of the large volume of ‘smaller events’ that don’t have

a measurable or visible impact on infrastructure or systems.® Both
ends of the debate present us with a different hurdle facing cyber
research: do we have too much, or too little measurable data to
work with? All of these data availability and quality issues of cyber
haven’t prevented theorising about it in IR, but made empirical
tests of those claims highly difficult.

Ultimately, IR’s cybersecurity scholarship ran into two dif-
ficulties: first, an inability to grow beyond the confines of tradi-
tional IR and second, dangerously treading on ‘purely theoretical
territory. Even when thinﬁing solely in terms of the disruptive ef-
fects of cyber, the nuclear analogy ran into a number of problems.
After all, nuclear weapons had a binary nature—they are either
detonated or not detonated. Their deterrent nature came from the
possibility of detonation. Cybersecurity, on the other hand, is any-



thing but binary. DDoS, MitM, spear phishing, SQL injection, and
XSS are different attack types that serve a different purpose. Of-
ten, the target learns about the fact that it was attacked weeks af-
ter the actual incident. More sophisticated forms of cyberattacks
are also hard to notice, measure, and turn into event data, and are
even harder to attribute to an actor. Its twists and turns, intensity,
and type all require a much more nuanced understanding of the
engineering aspects of the field compared to nuclear weapons. It
also rendered a truly multi-method approach, through combinin
the forces of computer engineers, data scientists, and IR special-
ists, but this kind of sustained interdisciplinarity is still rare in
the scholarship. Furthermore, persistent problems in generating
a statistically meaningful, let alone representative, dataset make
cybersecurity theories difficult to test empirically.

As cybersecurity scholarship dealt with these structural
problems, Internet and social media studies began solving some
of those persistent problems in harvesting trace %ata to help build
new theories on technology and IR. The power of social media,
both as a form of real-time communication and also as a network-
ing hub, has been demonstrated most visibly during the Arab
Spring demonstrations in the MENA region and in the Occupy

movements across Europe and North America, as well.® Then with
the onset and intensification of the Syrian, Iraqi, and Ukrainian
civil wars, the power of digital interconnectedness as an enabler
of mobilisation, resource generation, propaganda, and issue fram-

ing has been further bolstered.'® The highly interactive and public
nature of social media platforms not only increased the speed of
communication between actors, but also rendered this communi-
cation visible to the broader social media community all around
the world. Social media has become a new marketplace of ideas,
equally disliked and needed, by politicians, diplomats, interna-
tional institutions, civil society groups, and violent groups alike.

Compared to cybersecurity, where data is both uncontrol-
lably large, elusive, and fast, Internet research has rendered the
study of human interactions in digital space more manageable. Al-
though data size and speed can still be an issue, social media data
is less elusive compared to cybersecurity data, and depending on
the platform and topic, scraping entire sets of public data can be
far easier compared to cataloguing cyber event data. The secrecy
and covertness of cybersecurity research can be a deterrent fac-
tor for social scientists, which might explain why more of them
are switching to the open source nature of social media research.
Furthermore, although cyber research is significantly important
for IR theory, it lies distant to the wider empirical debates on sam-
ple size, representativeness, measurement, causal effects, and be-

havioural variances.™ Ultimately, until cybersecurity researchers
solve the riddles of data extraction, dataset sharing, and meas-
urement, cybersecurity research risks the danger of remaining an
elite-focused, small-N field, compared to the large-scale ‘social’
scope of social media research. This has led to a rapidly developing
ﬁelg of computational social science: the use of coding and pro-
ramming tools to study social dynamics, behaviour, and choice."?
espite enriching other sub-fields in IR, however, Internet and so-
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cial media studies have primarily benefited the conflict and politi-
cal violence discipline. To that end, when exploring how Internet
Communication Tools (ICTs) affect IR, the bulk of the scholarship
again comes from the conflict studies camp.

The remainder of this paper will discuss how the ‘digital con-
flict studies’ field has incorporated the ‘technological turn’ in IR
into its main theoretical thrust, by building upon and expanding
the framework used by Lars-Erik Cederman and Manuel Vogt™ on
the main phases of conflicts: onset/initiation, resource mcﬁailisa—
tion, target prioritisation, duration/intensity, and conflict ter-
mination, peacebuilding, and re-integration. Although a similar
phasing or periodisation is hard to model exactly on cybersecurity
scholarship, this review aims to provide a more structured frame-
work for the empirical study of cybersecurity. Furthermore, this
periodisation may help future cybersecurity scholars to structure
their data observation, extraction, and sharing mechanisms to
test existing IR-related cybersecurity theories and build new ones.

Internet, Social Media, and Conflict: Primary Analytical
Foci

As outlined in the critical review articles by Anita Gohdes14
and Thomas Zeitzoff," there is quite a rapid development of ro-
bust, empirically sophisticated studies on how digital interconnec-
tivity impacts contentious politics and human conflict. The earlier
studies inspired by the Arab Spring and the Occupy movement fo-
cused on tﬁe effect of digital med%a on protests, focusing mainly
on onset and state responses against digital mobilisation.'® As pro-
tests evolved into deadlier conflicts, the field has also evolved into
explaining how ICTs affected violence in civil wars like in Syria,
Iraq, and Ukraine.'” Important studies, some of which will be ex-
plored in this paper, have primarily focused on conflict initiation,
recruitment, propaganda, terrorist attacks, narrative-building,
branding/marEeting of armed groups, and state responses.

However, there are several fundamental conflict dynamics
that are still understudied, such as conflict duration, bargaining/
negotiation and conflict termination, group disbanding, and po-
litical transition of violent conflicts. Furthermore, although there
are ample studies on how social media radicalises individuals,®
there is an insufficient body of empirical investigation on how
digital interconnectedness de-radicalises or moderates users. This
section is divided into five sub-sections that deal with some of the
main works in their respective sub-fields, and the current analyti-
cal limitations of those respective sub-fields. These are namely:
conflict onset; resource mobilisation; target selection; intensity/
duration; and conflict termination, peacebuilding, and reintegra-
tion.

Onset: Grievance/Greed Framing

Social media has expedited the dissemination of frames relat-
ed to sustained political grievances and opportunities.’ Its scope



and speed led to the emergence of non-geographical communities
of grievance, all receiving information about repression, disenfran-

chisement, and oppression respective to their areas of concern.?
Similarly—this strategy best employed by ISIS—opportunity
structures in conflict, such as wealth, prestige, and social accept-
ance are now transmitted across the world, leading to the mobili-

sation at an unprecedented level of diversity in recruits.?* Much of
the digital recruitment tactics popularized %y ISIS were later used
en masse across the world, including Western far-right groups. Of
course, social media is not the only medium through which such
frames have been disseminated in the past. Newspapers, novels,
and motion pictures have all helped communicate grievances and
greed narratives in the past. What makes social media novel, how-
ever, is its speed and size. Compared to older forms of media (per-
haps, with the slight exception of live broadcasting technologies),
social media and the Internet offer real-time dissemination og nar-
ratives to a far larger audience. Some of the time-lag and media ac-
cess (urban/rural, rich/poor) constraints that were the hallmarks
of older examples of grievance/greed narratives’ diffusion are less
relevant in the case of social media. Owing to the lowered barriers
of entry, digital communication thus increases the speed and size
of both the responses to framing stimuli and also the materialisa-
tion of counter-narratives.

In addition to speed and scale, ICTs also offer a permanent,
non-physical, and omni-accessible archival function for users.??
This is especially valid for grievance diffusion,? which is a crucial
driver of early mobilisation. By both spreading and permanently
recording events and narratives in digital space, users bestow an
archival power to digital media. This, in turn, allows grievances to
be not only communicated more quickly, but also consumed in a
sustained and at-will manner. In addition to enabling masses to
mobilise quickly, this sustained grievance effect of ICTs also inten-
sifies existing social, ethnic, and religious tensions, through daily
access and consumption of grievance-related content.”* This does
not only impact the likelihood and frequency of conflicts but also
determines the size and social support for these conflicts. In a way,
the real-time archival utility of social media both drives violence
onset likelihood, as well as how intense these acts of violence be-
come. This is true both for the digital content disseminated by a
single source to multiple individual users (propaganda and infor-
mation cascades), and also content sought and acquired by the us-
ers themselves (information-seeking).

ICTs and conflict onset are relatively well-studied as a dyad.
Currently, some of the frontiers in this sub-field are the use of
fake news, trolls, and bots—deliberate information manipula-
tors—and identifying how they impact greed/grievance dynamics
differently than the flow of accurate information.? Does disinfor-
mation, for example, enable the spread of emotional and mobilis-
ing content better than deliberate and accurate information?” Do
non-state actors use disinformation as part of their extensive stra-
tegic logic, or do they find disinformation as a potentially trust-
mitigating factor?
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Much of these research questions were tested overwhelm-
ingly with ISIS, rendering the group as a litmus test of some of
the most prominent political communication theories in digital

space.?’ Yet, the scholarship that lies at the intersection of cE)oliti-
cal communication and computer science fields does try to address

a broader range of cases beyond ISIS. Purohit (et al.)*® and Karuna

(et al.)®® use text-mining tools to look at how digital frames on

ender-based violence are disseminated online, using a corpus-
Eased latent Dirichlet analysis (LDA). Both studies find a greater
collaboration between grievance campaigns in geographically
distant communities an§ discover a significant degree of ‘digital
cross-pollination’ between physically disconnected online cam-

paigns. De Choudhury (et al.),*° on the other hand, explore how
images and videos on social media contribute to the intensification
or de-sensitisation of emotions in Mexico, related to cartel-based
violence. They focus on sub-district level digital content across two
years and find that both the state and cartels strategically deplo

images to deter and assert psychological dominance against eac

other, as well as the local populace, in a methodical way. Similarly,

Monroy-Hernandez (et al.)*! dissect to what extent ‘civic bloggers’
(locals who document cartel violence on weblogs and social me-
dia) have any effect on conflict awareness and mobilisation. They
discover that districts that contain more public media bloggers,
and are thus exposed to greater volumes and frequency of conflict
reporting, have a greater tendency to be desensitised and are less
likely to participate in violence.

Wang (et al.),?” on the other hand, explore the digital impact
of the Sandy Hook shooting on users’ sentiments on gun control,
discovering that anti-violence (pro-gun control) sentiments linger
on much longer compared to anti-gun control content in the after-
math of the shooting. They also demonstrate that these pro-gun
control sentiments linger on longer in Connecticut (the incident
state), compared to other states in the United States, invalidat-
ing the main premise of the ‘terror management theory.’ In the

same vein, Ayers (et al.)* conduct large-scale scraping of websites,
forums, social media sites, and online advertisements in the US,
revealing that online awareness-building campaigns and tailored
ads on ﬁi ital platforms could measurably mitigate gun-related
deaths. While most of the ‘images and frames’ literature rely on

text-based methods, Won (et al.)** focused on images shared on
social media websites to draw a causal link between emotions that
those images trigger and the actual intensity of the relevant pro-
test event. Drawing on more than 40,000 geotagged protest imag-
es, the researchers find that greater protest duration and intensity
are correlated with the emotional triggering capacity of the images
shared from the protest area. Finalig, Muller and Schwartz dem-
onstrate a causal relationship between anti-refugee sentiment in
German-speaking Facebook and physical anti-refugee violence in
Germany at the municipality level,*® while Patton (et al.)®* draw di-
rect links between ‘Internet bragging’ and the tendency to exhibit
gang violence-related behaviour in Chicago. Building a predictive
model, Patton (et. al.) demonstrate a high level of reliability in



enabling social workers to recognise gang violence-related themes
and engage in better targeted preventive action.

These studies push the field strongly into the domain of au-
tomated-recognition and prediction foci. Most of these studies are
also heavily concentrated on the US or the UK, requiring a sig-
nificant broadening of the cases beyond the Global North. Some of
the untapped research questions include how regional inequality,
linguistic or ethnic fractionalisation, and regime type influence
the ICT-onset literature.

Resource Mobilisation

Not all successful cases of greed/grievance communication
lead to violence. Without pre-existing social forces and trust rela-
tions, purely digital networks have a low level of success of mo-

bilising or remaining mobilised for an extended period.>” One of
the main drivers of the staying power of movements is how well

they mobilise resources.® This mobilisation is not just limited to
manpower or financial resources, but also includes sustenance of
frames, attention, alliances, commitment, and organisational co-
hesion. To that end, the advent of Internet and social media are
primarily thought as positive drivers of resource mobilisation. Af-
ter all, this was one of the main reasons why the early works on the
Arab Spring and the Occupy movement were quick to call them ‘so-

cial media revolutions.® When dissidents discovered their latent
power through digital interconnectivity, they were able to come
together and challenge hegemony, or so the logic went. However,

later studies have proved that this was not always the case.*® Social
media was a signigcant development but was also exaggerated in
its effect on social movements. ICTs did drive attention and aware-
ness, but these two variables had a mixed effect on actual mobili-
sation, commitment, and staying power. Rather, ICTs’ effects re-
lied on pre-existing traditional networks and trust relations.

This necessitates a greater empirical focus on the analytical
sweet spot that delves into how traditional social networks use
and deploy ICTs to generate sustained framing and identity-build-
ing resources. Mostly, studies omit this context and try to draw
a straightforward causal link between how much movements use
social media and how well they mobilise as a result. Furthermore,
past the onset and mobilisation mark, few studies explore how
movements sustain both ideological and material resources, espe-
cially when the rival actor is also a non-state actor.** To that end,
most scholarship focuses on how protestors, rioters, militias, and
terrorist groups utilise ICTs against state actors, but not as much
on how this interaction materialises between and within non-
state actors themselves. Some of the most novel ways of studying

mobilisation dynamics can be seen in Gahot (et al.)*> where the
authors use epidemiological modelling to visualise the diffusion
and sustaining of the 2005 French riots. This is one of the bet-
ter experiments in bringing greater interdisciplinarity into social
research, as the authors pay specific attention to social dynamics
(neighbourhood relations, district social networks, and protestor
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community proximity) in their contagion model. In a similar vein,

Davies (et al.)*® explore how the 2011 London riots have been
mobilised against police crackdown, using digital communication
tools to build a contagion dataset of both onset and sustained re-
source-generation dynamics. Ultimately, the authors discover that
there is a Pareto-optimal level of police presence per each riot dis-
trict that deters rioter resource mobilisation; any less or more po-
lice deployment causes greater protest mobilisation and resources
deployed in the riot.

The ICT-religion nexus is a potentially helpful disciplinary
link to conflict studies, especially in terms of exploring how loose
belief networks retain membership, income, and resource-gen-
eration practices in digital space. Heidi Campbell demonstrates
how Christian congregations that are geographically distant can
retain ‘online congregations’ through live—%eeg sermons and chat
ﬁroups.44 These online congregations not only build awareness and

isseminate frames, but also play a significant role in the material
domain, in terms of fundraising and mustering numbers for pro-
tests and social responsibility projects.*” In the same vein, Ellison
and Boyd illustrate how this ‘online congregation’ dynamic can be
observed in Islam and Judaism as well, as individuals discover and
often at times identify with their digital congregations more than
their physical ones.*® Mellor and Rinnawi focus specifically on the
Islamic use of ICTs and exemplify how digital congregations are
more important drivers of resource mobiﬁsation in diaspora Is-
lamic communities in Europe and the United States, whereas in
predominantly Muslim countries too, the effect of social media

leads to the emergence of diverging loyalties.”” Such diverging loy-
alties create an ‘a la carte Islam wﬁere the pious can choose from
different sermons and fatwas issued by the online or offline imams,
demonstrating hybrid loyalties based on which congregation or
imam supﬁlies the version of theological interpretation they re-
quire. In the case of Judaism, Nathan Abrams demonstrates how
social media leads to ‘post-denominational Judaism,” where iden-
tity construction and mobilisation dynamics display the similar

congregational hybridity that we see in Islam.*

Target Prioritisation

Once movements attain critical mass and are directed in uni-
son towards a common goal, the next step becomes target selec-
tion. In the case of non-violent movements, this target becomes
a key building, central square, or a historic site to occupy or con-
duct a sit-in at, whereas in violent movements these range from
military installations/checkpoints, critical infrastructure, or (with
terrorist groups) civilian areas. What is the role of social media
on how groups pick their targets and guide their followers to that
target? Some of the earlier works on this question had a slight

reporting bias around areas of high Internet connectivity,*® al-
though newer forms of scholarship%jave begun developing unique
ways to disentangle violence occurrence from violence reporting.>
Some of the most prominent studies on violence targeting empha-



sise four trends: strategic area/zone focus, critical infrastructure
focus, political focus, and intimidation focus. There is currently
no major work on how ICTs affect any particular focus. Rather,
most target-related studies explore how social media sustains and
intensifies ongoing conflict dynamics, evidenced best in Thomas

Zeitzoff’s work on the 2012 Gaza Conflict.>! Also, Jibon Naher and
Matiur Rahman Minar look at how social media posts drive chat
groups or page followers to particular types of violence, including

the target(s) of such acts in Bangladesh.”® They demonstrate how
ICTs not only impact the speed and size of violent mobilisation,
but also drive users towards key ethnic or religious targets.

Targeting presents a very specific causal problem in the ICT-
conflict nexus. The majority of existing studies can explain how
ICT use can guide mobilisation, intensity, polarisation, and radi-
calisation, but there is not much robust evidence on whether the
Eogularity of particular target types on ICTs really affect targeting

ehaviour on the ground. This is a challenging puzzle to solve, be-
cause it is hard to disaggregate targeting choice as a result of its so-
cial media popularity, f%om its choice as the order of a command-

ing superior.”® Further problems arise in determining whether
IC%‘S influence commanders or troops on the ground in hand pick-
ing a particular set of targets. Especially with regard to communal
violence, the role of ICTs in instigating certain ethnic or religious
érou s using targeted messaging and imagery is under-explored.
imilar to military targeting, there is much to be done on exploring
whether the decision to attack a particular target or communit
follows a strict hierarchy (i.e., communal elders or propa andistsg
or to generate a mob mentality (autonomous crowd ge%aviour).
Some tangential journalism work on this is done through What-

sApp-related gang violence in India.>* Some of the most relevant
findings on this line of inquiry are that digital targeting practices
through text or images contribute substantially to the unearthing
of dormant social tensions, leading to attacks on women specifi-
cally. This gender dimension in violent group targeting prioriti-
sation is an important avenue for further researcl% andg connects
somewhat to another strand of literature on digital shaming and

harassment.>® Furthermore, due to the real-time effects of ICTs,
the time gap between designating a target in digital space and the
actual mc?)gbiEl)isation of the masses around the designated target is
much less.

My co-author and I have discovered this targeting effect of
ICTs when exploring the mobilisation dynamics during the failed

coup in Turkey in July 2016.% Sharing videos, ima%es, and text in
large numbers, anti-coup protestors were extremely quick in mo-
bilising and overwhelming checkpoints, military installations, and
other hotspots of conflict. In most cases, it is possible to draw di-
rect linkages between the emergence of a particular hotspot or tar-
get on social media, and the masses of crowds gathered around it
within an hour or less. We also, however, warn against the existing
social network dimension of these targeting preferences. It is not
only ICTs that guided people to specific locations—rather it is the
dissemination of these targets by family members, friends, or re-
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ligious congregation channels (all trusted pre-existing networks)
through ICTs that created the trust networ]g required to march to-
wards designated spots. Future ICT-targeting studies have to take
this digital-physical interaction into account.

Intensity and Duration

Scholarly research on conflict intensity and duration has
grown increasingly popular in the last decade, owing to new data-
sets and measurement types that allow greater analytical focus.
The primary thrust of the conflict intensity/duration literature has

been to inform policy on the ways of shortening conflicts.”” By re-
ducing conflict duration, as the conflict literature asserts, conflict

intensity would also be reduced.”® However, premature freezing of
conflicts due to external pressure(s) also frequently leads to a re-

escalation of those conflicts once international attention wanes.*®
Therefore, the causal relationship between duration and intensit

is still being negotiated in the literature, as this link works dif-
ferently in various political contexts. Although conflict intensity
(measured as casualties) and duration (measured as months) have
been explained most popularly through combatant motivation,

financing, public commitment, capacity, and external support,®
the role of ICTs has been a relatively nascent inquiry. The com-
mon consensus in the conflict literature is that ICTs make conflicts

more intense.®* This finding is being increasingly challenged by a
new scholarship that focuses on the availability bias and measure-
ment level problems of these findings. Nils Weidmann, for exam-
ple, asserts convincingly that access to ICTs creates a reporting

bias.®? This reporting bias is related both to the communication of
violent cases that would remain uncommunicated without ICTs,
and to the oversharing of violent events over non-violent events
that occurs among those with access to ICTs in conflict zones. This
highlights the need for interdisciplinarity to solve some of the
availa%ility bias and data-gathering problems related to proximity
to ICT infrastructure.

Guo (et al.),® for example, demonstrate how betweenness
centrality can offer a better explanation on why certain geogra-
phies become more conflict-prone than others. They emphasise
cities as hubs of communication, and thus bestow greater impor-
tance on the cities for their narrative and frame-dissemination
capacity that in turn influence conflict intensity and duration pat-
terns. In their view, conflict intensity and duration are both pro-
portional to their distance to major cities, and also the between-
ness centrality measure of major cities themselves. Walther (et

al.),** on the other hand, focus on the Sahel-Sahara to aggregate
digital and pre-digital communication and archival data, generat-
ing a militant attack database. Using this database, they are able
to infer which national communication and counter-insurgency
policies worked better in terms of mitigating the intensity and du-
ration of Al-Qaeda in Mali (AQIM)’s violence in the Sahel region.
However, with the exception of these few examples, the ICT-dura-
tion or intensity literature is still very young. A potential analyti-



cal field to approach the intensity/duration problem would be to
engage more with the digital political communication literature.

Echo chambers and polarisation are proper proxy measures

to solve this deadlock. Barbera (et. al)® demonstrate how politi-
cal preferences are disseminated across accounts that are similar
in 1political ideology, but that such similarity disappears in non-
olitical issues. This could be an inspirational point of departure
or conflict studies as the dissemination of conflict-related infor-
mation along ideological or identity lines would potentially have
a significant influence on conflict intensity. Del Vicaro (et al.),®®
on the other hand, demonstrate how the dissemination patterns
of disinformation is especially contingent upon network ideol-
ogy. Focusing on how conspiracy theories flow on Facebook, the
authors demonstrate that polarisation becomes more observable
in the dissemination of false narratives rather than accurate in-

formation. Bastos (et al.)®” test the same hypothesis in the Brexit
campaign and discover that both accurate and inaccurate types of
content were shared across a more dense and central network in
the Leave camp, and followed a looser and less dense network in
the Remain camp. This finding is important as it hints at the role
of political ideology in the dissemination of accurate and false-
type conflict-related content. In a more recent study, Cota (et al.)®®
looked at a large dataset of Twitter messages from Brazil related
to the impeachment of President Dilma Rousseff and discovered
that more extreme content was disseminated across a broader au-
dience, compared to less extreme and more moderate content that
had a lower level of spread. This study sheds some light on po-
tential conflict communications literature on the degree to which
extreme versus moderate content becomes popular during emer-
gencies, escalations, and critical political moments.

Termination, Peacebuilding, Re-integration

How do ICTs impact the decision to end a conflict? The lit-
erature is skewed so much on the initiative and sustaining dynam-
ics of ICTs on conflict that the analytical ‘wave’ hasn’t yet reached
the final stages of the violence cycle. This is due partly to the fact
that recent years have witnessed much more conflict initiation

and escalation compared to conflict termination.®® Most conflict
termination scholarship focuses on tangible factors, such as the
decline of manpower, funds, or other resources to explain de-es-
calation and termination dynamics.”” Other studies explain how
external interventions, infighting, leadership change, and social

shifts might lead to similar outcomes.” However, there have been
no empirical studies yet on how ICTs impact the de-escalation and
termination aspects of conflicts.

Earlier hypotheses on how ICTs might influence conflict of-
fered promising notes. Most of them thought greater intercon-
nectedness and on-hand information availability have a normalis-
ing effect on violent interactions. Importing from more traditional
theories on media and conflict, the early ICT literature suggested
that warring factions or mobilised masses could be ‘convinced’ to
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stand down and attain g;eater mutual understanding with rival
groups (or governments) by digital messaging (i.e., ICTs), resulting

in conflict termination.” Most of the peacebuilding initiatives in
the 1990s thus emphasised ‘greater communication’ and frequent
socialisation between the opposing sides, and by the 2000s most
of these initiatives Welcomeg the idea of digital communication

as a peace enabler.”® However, the evidence yielded a more com-
plex and nuanced picture. One main misjudgement about the ICT-
peace link was the fact that ICTs grew into multi-directional media
systems, as opposed to the uni-directional nature of television,
motion pictures, or the radio. This meant that ‘feeding content’ to
warring factions, in the same manner that propaganda dissemi-

nation worked in the past, was impossible.” Content consumers
are now also content producers and curators, causing far too many
narratives to spread online for any single actor to dominate the

mainstream media.” The prevalence of multiple and competing
narratives, along with the ever-present shadow of disinformation,
also have the potential to intensify existing divisions, rather than

heal them.” To counter these effects, along with attempts to skew
these discussions by combing out ‘unwanted content,” govern-
ments have also become increasingly reliant on censorship, Inter-
net restrictions, and the strategic deployment of bots and trolls to

further contaminate the information ecosystem.”” However, these
tools are still not in dominant use in most conflict-prone countries
as instability prevents the establishment of functioning Internet
infrastructure. This severs the link between ICTs and affected
communities in rural areas or poor urban districts, rendering any
uni-directional move towards mediation inefficient.

From existing empirical evidence, it is hard to hypothesise
whether ICTs will have any standalone effect on conflict termina-
tion and peacebuilding, without interacting with material factors
on the ground. Some of these material factors are already well-
covered by the non-ICT conflict termination literature: external
intervention, combatant resolve, leadership change, resource de-
Eletion, social change, and so on. ICTs may indeed bolster peace-

eeping efforts, provided that the material resources of peace-
keeping are sufficiently in place.

The final link in the conflict chain is attaining sustained non-
violence and community-building in the affected territories. Cur-
rently, there is no significant work in the field of how ICTs impact
peacekeeping and community-building, leaving a sizeable analyti-
cal gap in the literature. This originates from the overwhelming
focus on the earlier onset/mobilisation aspects of violence, leaving
a plethora of untapped topics on the later phases of violence. Yet,
the literature will inevitably gravitate towards the more positive
and constructive aspects of ICTs on conflict. Community-building
and re-integration phases of the conflict cycle have a higher likeli-
hood of being impacted by purely ICT-led efforts. When willing-
ness to fight is diminished and the societal-political consensus is
in place, then ICT tools can work through a multitude of ways to
help bolster peace agreements and their enforcement. The most
direct and visible use of ICTs in this phase has been the monitor-



ing of ceasefires and other commitment violations, enabling all

parties to ke? an eye on the other in a more direct way.”® When
the speed and scale advantages of ICTs are deployed a%,ter eace
is attained, then these assets can significantly bolster confidence-
building measures and render community-building and re-inte-
gﬁation efforts more robust. In other words, ICTs will work when
there are ‘physical’ attempts towards reconciliation, and will re-
main ineffective without any social consensus or driver towards
mediation.

Conclusion

This article has sought to trace some of the current analytical
fronts of digital conflict studies to offer a framework for IR’s cyber-
security scholarship on how it can escape some of the short-term
methodological and conceptual deadlocks. Specifically, the cyber-
security ﬁe%d suffers from an absence of granular andy representa-
tive (or even indicative) data generation, and a sharing mechanism
for the purposes of the scholarly community. This prevents an
empiricaH testing of the majority of the claims made in cybersecu-
rity theory, as well as impairs how much we can import from the
oft-mentioned ‘nuclear analogy’ in IR for the purposes of cyberse-
curity scholarship. One of the main reasons why the digital con-
flict studies discipline could surmount most of t¥1e hurdles posed
by the emerging technologies is that the field has been building
gﬁanular and representative event datasets since the 1960s. From
the founding blocks of the Correlates of War Project in the 1960s,
UCDP/PRIO and START-UMD datasets emerged, leading the way
for the emergence of many other dataset projects, including the
ICEWS, ACLED, ViEWS, and GDELT projects. Multiple long-term
open source scientific research datasets have helped to advantage
the conflict literature as it adapts to the requirements of the tec%—
nological turn in IR. The absence of a long-term scientific event
dataset has steered cybersecurity researchers of IR to work with an
ambiguous sample of cybersecurity events that will remain struc-
turalf%/ insufficient for robust theory-building and theory-testing.

A second major difference is that digital conflict studies has
developed far more interdisciplinary and collaborative ties than
cybersecurity scholarship has. By focusing on human trace data
to infer human conflict dynamics, digital conflict literature has
largely retained the social and human prerogatives of the field. In
contrast, cybersecurity scholarship is still largely distant to the
core questions of political and social fundamentals of digitalised
human interactions, so far refraining from directly dealing with
the role of psychological, sociological, and ethnographic aspects
of cybersecurity. One recent exception is Nadiya Kostyuk and Yuri
Zhukov’s exploration of how cyber-attacks influenced conflict dy-
namics on the front lines in Ukraine.” This article provides one
of many potential trajectories for cybersecurity scholarship in ad-
dressing the data availability and validity issues.

ICTs bring a set of welcome challenges and opportunities
for conflict research. However, the most immediate task for IR in
general is to escape yet another conflict studies entrapment when
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successfully adapting to the question of how emerging technolo-
gies impact worll:()i events. ICTs bring a wide array ofg analytical op-
portunities to test IR’s existing mainstream theories, as well as de-
velop new ones, as digital communication enables the harvesting
of both more abundant and more granular data types. These data
types will not only improve our understanding of l}dlow states inter-
act with their societies and other states in the digital domain, but
will also lead the way to the formulation of more advanced types of
international institutions and cooperation architectures. Regard-
less, conflict studies will likely continue to spearhead IR’s broader
disciplinary focus on the ICTs.

While there is quite an abundance of attention on the earlier
phases of social movements and violent events, there is currently
a gap in the more advanced phases of such phenomena. The field
is still burgeoning in explaining how ICT use affects target selec-
tion, intensity/duration, and peacebuilding efforts, but holds a
relatively more robust set of findings on the onset and mobilisa-
tion phases. To remedy this gap, digital political communication
literature seems to be the most apparent linkage for the conflict
studies community. Some of the most prominent works in PolCom
already have theoretical answers to how violence affects attention,
emotion, and mediation in critical political events and debates.

Yet, the bulk of that literature focuses on American or Euro-
pean contexts, where both Internet penetration and social media

use are significant enough to yield robust results.® The challenge
of the conflict studies literature is two-pronged: first, tackle data
availability and parity issues in comparative works on countries
with uneven access to ICTs, and second, disentangle conflict re-
Forting frequency from conflict occurrence frequency. Both prob-
ems may eventually solve themselves as global interconnectivity
widens and ICT data becomes more representative and compara-
ble. However, studies can still benefit significantly from explor-
ing how flearly, %;anerational, or geographical changes in ICT use
impact all five phases of conflicts discussed above. Rather than
waiting for ICT data to become eventually representative, scholars
may find a plethora of topics to dig into across cases in areas with
dlff}érent levels of digital access. Greater interdisciplinarity across
the fields of computer science, physics, biology, and complexity
fields will enable conflict researchers to generate more sophisti-
cated models and more robust findings on this emerging frontier.

Another largely untopped topic is the role of technology
companies in driving/mitigating conflict. Platform architecture, as
well as the increased relevance of big tech companies during crises
and emergencies, render them de facto actors in all conflicts.® Di-
rect effects of platform influence on conflicts, such as the decision
to censor and emphasise certain types of content, or decisions to
partner with governments or certain civil society actors will have
an increasing influence on all phases of conflicts. However, indi-

rect effects, such as algorithmic bias,® attention economy,®® and

rent-generation structures of social networks® will also impact
conflicts and conflict actors significantly. Given the fact that plat-
forms run on advertisement revenue and those advertisements



target engagement metrics, it will be inevitable for platforms to
push more extreme content that elicits an emotional response,
thus generating more revenue.

The success of the emerging field of digital conflict stud-
ies can offer three main lessons for the developing cybersecurity
field. First, ‘cyber IR’ has to prioritise building event datasets that
strike a balance between data size and quality. Given the fact that
conflict studies has several important 3atasets and data process-

ing projects unique to the field (UCDP/PRIO,* ICEWS,®* ACLED,*’

UMD-START,® or ViEWS®), the field is better-suited to incor-
porate digital media and communication-related data types. Al-

though the Center for Strategic and International Studies®™ and

the Council on Foreign Relations® have their IR-specific ‘major
events’ data, the cases are a very unhelpfully small fraction of
cybersecurity events that happen on a daily basis. Furthermore,
both datasets bring in the question of ‘major event according to
whom?,’ given the heavy bias in favour of attacks against Ameri-
can infrastructure. Even data from Norse Corporation, FireEye,
Kaspersky, Fortinet, or similar cybersecurity companies, are b
no means representative or transparent in terms of the method-
ology behind data generation. Furthermore, their full datasets
aren't available for public use, which brings its own set of replica-
tion problems. Second, cyber IR scholarsﬁip has to reach beyond
the confines of traditional IR theories and begin engaging more
with the techno-sociology and techno-politics literature. How do
states and societies perceive and prioritise the dangers of threats
originating from the cybersecurity/defence domain? What is the
imgact of organisational, political, and social differences between
and within countries in politicising and securitising cyber threats?
How do we incorporate disinformation, information overload, and
digital distraction into IR’s threat spectrum? How do the ‘modes of
production’ of digital hardware, software, and data impact balance
of power between countries and alter state-society relations on a
lobal scale? Should the field deal primarily with the threats faced
y states (infrastructure damage, nationaf,secrecy, and confiden-
tial data hacking), or society (surveillance, data capitalism, private
data protection)? Finally, cybersecurity scholarsﬁip will have to
broaden its focus of interest beyond what the major powers are
doing and study the impact of major power rivalry on the rest
of the world, with s ecigc emphasis on inter-state and sub-state
inequalities. Given the fact that access to advanced cybersecuri-
ty technology is a distinct privilege of only the wealthiest of na-
tions, it is expected to create another form of hegemonic balanc-
ing and counter-balancing behaviour. How do we study regional
and systemic inequalities in access to cybersecurity hardware and
software infrastructure and how do these inequalities shape state
behaviour and state-society relationships across different regimes
and security cultures?
Ultimately, ICTs will occupy a more important place in the
media-conflict nexus compared to the historical effects of the tele-
ram, radio, television, or motion picture. This is because access to
CTs are more intimate (i.e., through smartphones that are always
nearby), real-time, multi-directional, and at-will compared to all
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previous forms of mass communication. This will also render ICTs
a key analytical topic in all aspects of human relations, including
conflict. More focus on the communicative aspects of mobilisa-
tion, movements, and violence will ultimately unlock new ideas
and theories of human behaviour. To do this, however, this article
argues in favour of the analytical value of greater interdisciplinar-
ity and more risk-taking across fields.
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FEATURE INTERVIEW:
MSs STEPHANIE SNYDER

In this feature interview, STAIR speaks with Stephanie Snyder,
Senior Vice-President and Commercial Strategy Leader for Cyber So-
lutions at Aon, to gauge some of the top concerns facing private sector
actors in cyberspace. Aon is a professional services firm that provides
risk and insurance consulting services to companies around the globe.
Ms Snyder works with businesses to adapt to a new digital economy
and manage cyber risk. She talks with STAIR about innovative ways
that her clients are building cybersecurity risk management strategies
to face an ever-changing landscape of threat.

STAIR: Thanks for speaking with us. Could you just start by just
telling us a bit about your role?

Stephanie Snyder: My title is SVP and Commercial Strategy
Leader for Cyber Solutions at Aon, a professional services firm,
and my role is twofold. I am an insurance broker for cyber insur-
ance for large commercial organisations, which means my exper-
tise, with regards to cyber risk and cybersecurity, really comes
from a risk standpoint, because I work with many first-time buy-
ers of cyber insurance. Cyber insurance has been around roughly
since the year 2000, and it's been rapidly evolving, [just] as cyber
risk has been rapidly evolving. So, we are seeing a ton of inter-
est by organisations in purchasing a stand-alone cyber insurance
policy. But even in 2019, only about thirty to forty percent of or-
ganisations of all sizes and industries do purchase a stand-alone
cyber insurance policy.

Because of that, we are doing a lot of first-time placements,
where we sit down with clients and talk to them about their or-
ganisations from a cyber risk exposure standpoint, and how we
look to insurance to transfer some of that risk off of their balance
sheets. So that is my more technical role. I also serve as commer-
cial strategy leader for our cyber solutions team, which not only
includes our brokerage services, but also our proactive and reac-
tive cybersecurity solutions, as well as our assessment and quanti-
fication tools, relative to cyber risk and cybersecurity.

STAIR: From your perspective, working specifically on cyber in-
surance, what are the top three challenges that you see today for
cybersecurity risk management?

“Ms Stephanie Synder,” St Antony’s International Review 15 no. 1 (2019):
125-132.
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$S: I would have trouble narrowing it to three. I would say first
and foremost—ryou use the term ‘cybersecurity risk management’.
There really is no true field of cybersecurity risk management;
there are a lot of silos within commercial organisations that are
addressing cyber risk in different ways. There’s not one individual
that is addressing it across the organisation. We see the IT secu-
rity professional or the Chief Information Security Officer (CISO),
who's looking after protecting the network, and partnering with
various entities industry-wide to try to get threat intelligence.
There's a lot that falls onto a Chief Information Security Officer
because he or she is really tasked with looking after cybersecurity
for the firm.

Yet, sitting over across the other side of the firm, you have a
Chief Financial Officer (CFO) or General Counsel or a Risk Man-
ager who's tasked with protecting the firm from risk. They may
be responsible for the insurance purchase, and cyber insurance
may be a part of that portfolio of insurance policies, or it may not
be. The risk manager may be trying to use a property insurance to
pick up the potential business disruption associated with a breach.
Then you look across the firm in another way—what HR is do-
ing in terms of employee on-boarding, in terms of ways employees
leave the organisation, so that there’s no [intellectual property]
leaving with that employee.

You have the board—trying to make sure that they know
enough about cybersecurity to be able to provide oversight and the
right budget to the CISO, Risk Manager, and to HR. And then you
have different parts of the organisation that may be looking after
business continuity and disaster recovery. So, [ like the term ‘cy-
bersecurity risk management’. I think one day we will get there. I
think in commercial organisations, we're slowly seeing IT security
and risk management coming together. I would say in the financial
institutions industry today, [and]at a lot of the large banks, these
roles are one and the same. Also, for a lot of large banks, they are
probably the most sophisticated, from a cybersecurity standpoint,
relative to other industries. We're seeing a lot of industries at very
different levels of sophistication when it comes to addressing cy-
bersecurity risks.

STAIR: One of the most contested aspects in this field is reporting
structure. As you have said, in cybersecurity risk management—
or the way that we think about IT security—there are so many
different pieces. You can look at a different firm that you might be
working with, and it is structured in so many different ways where
those reporting structures would work differently. Do you think
every company needs to do this differently? Do you think Chief



Security Officers need to report directly to the CEO or the board?
Or do you think it is industry dependent?

$S: I have worked with a lot of different organisations in different
industries, and most of them are structured differently. Often-
times, we'll see Chief Information Security Officers report to the
audit committee, or report to the Chief Information Officer. Cer-
tainly, it's important that CISOs have time to be able to educate
the board on the risk. Certainly, for publicly traded organisations
in the US, the Securities and Exchange Commission (SEC) has
become very active around not only ensuring that cybersecurity
risk factors are included in public filings, but also, they have begun
fining companies relative to breaches. So, the board needs to stay
involved.

I think that it depends, frankly, on the size and complexity
of the organisation as to what makes sense for a reporting struc-
ture. You really see it in a lot of different ways. The most important
part is that there's some degree of collaboration across the various
stakeholders, in whatever way that that happens.

Sometimes we see a lot of collaboration come out of cyber-
security table-top exercises, where the organisation is pulling vari-
ous stakeholders across the organisation to test their incident re-
sponse plan. It's during the course of that table-top exercise that
they can identify that ‘it doesn't make sense that we're doing it
this way, we could do it that way’. Whether that's reporting struc-
ture, or whether that's purely how they respond to an incident,
that is the one time that we see a lot of those stakeholders come
together. But I think collaboration is definitely the key.

STAIR: What were your other two challenges in this field?

8S: Cybersecurity risk is evolving, and many organisations are just
trying to play catch up. A real trend that we see for organisations
in 2019 is the idea of digital transformation. So many organisa-
tions are moving and changing their business models to embrace
the digital, and frankly trying to modify what they're able to do,
whether that's through using greater amounts of data, through ac-
quisition of smaller technology firms, or through new operations,
such as software-as-a-service. We're definitely seeing a shifting
dynamic for a lot of organisations as they employ greater uses of
technology and try to monetise it. I think that is additionally chal-
lenging to be able to address that across the firm from a cyberse-
curity standpoint. It's really changing the risk profile of the com-
pany, at the same time that we're seeing the hackers continuing to
update their tactics.
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STAIR: Looking at Aon’s 2019 Cyber Security Risk Report, one of
the risks that you highlight is these governance and responsibility
issues. There's a quote about the proliferation of overlapping cyber
regulations, and how that's actually creating more cyber risk, not
less. How are US companies are navigating this shifting landscape?
Just as you said, the US government and other governments are
playing catch up in this field too and trying to figure out ways to
regulate this space.

$S: The challenge for a lot of organizations—and the details are in
that report—is keeping up with these regulations. It's kind of an
alphabet soup of regulations. You have the European Union’s Gen-
eral Data Protection Regulation (GDPR), the upcoming California
Consumer Privacy Act (CCPA) — and then overlay that for US
companies, all 50 states have different notification laws in case of
a breach, with many states following California in introducing ad-
ditional privacy regulation. I think that the CCPA is concerning for
a lot of US companies, in the way that GDPR may not have been,
because some US companies don't have information on European
citizens, and therefore were not exposed to the GDPR. And the
CCPA is still evolving; it's not going to be set in stone in terms of
what that regulation is until we're closer to 2020, and we're seeing
movement in that regulation. California has also introduced an In-
ternet of Things (IoT) law which is going to be effective in 2020,
which requires that connected devices have ‘reasonable cybersecu-
rity’. The big question is, will this need to be solved through litiga-
tion, as to what constitutes ‘reasonable’?

It's very difficult, and it is only getting more complex, because
we don't have a federal law in the US. And then you go outside the
United States and various countries have different laws. Certainly,
GDPR is the most onerous in terms of the 72-hour reporting and
potential fines. It’s introducing another layer of compliance into
what is already a very difficult challenge that these organisations
face, in terms of their own IT security and staying ahead. There's a
lot of organisations that we're working with that have introduced
bug bounty programs, because they are like, ‘Hey, if you can't beat
them, join them’. They think, ‘let’s at least pay people to be white
hat hackers who can find these vulnerabilities before the bad hack-
ers do’. A lot of organisations are getting creative in terms of try-
ing to figure out how they can stay ahead.

STAIR: In addition to bug bounty programs, a lot of US companies
have established their own threat sharing intelligence platforms,
particularly because there's a lot of vulnerability associated with
sharing with the government, with the number of hacks and ex-



posure. I'm wondering if you have any thoughts about that. Is it a
useful tool or does it just add additional compliance issues?

8S: There are industry ISACs (Information Sharing and Analysis
Centres). Almost all of the clients that I deal with are large com-
plex organisations and they participate in an ISAC as a way of
gathering threat intelligence and getting information. We see a lot
of that; certainly, there are a lot of vendors out there that can be
helpful with threat intelligence, but I think that ISACs are particu-
larly helpful.

STAIR: Do you think that there's a chance to build something like
that with governments or is that a non-starter?

$8:1 don't have much perspective from speaking with various CIS-
Os in terms of how they feel about partnering with public entities.
I'm really speaking from my experience, in terms of what informa-
tion my clients are sharing, and where they look for organisations
and knowledge sharing.

I see a good number of CISOs that have previously worked
in the federal government, so they have those relationships that
don't necessarily go away when they move over to the private sec-
tor.

STAIR: Cybersecurity risk management may not be an established
field, but there's certainly a lot more need for people to be going
into this. What kind of training is useful for going into this space
and being able to actually help companies figure out how to do this
in a way that's not just playing catch up, but being more proactive?

S$8S: First of all, there are not enough individuals to fill all the cyber
security positions. A lot of organisations do rely on third party
vendors to help them in terms of being proactive. And that's one
of the things that we do within Aon; we have a lot of proactive ser-
vices in terms of testing, table-tops, and incident response plan-
ning. We recognise that you need to be able to address things as
proactively as possible. But that's where I think a lot of the third-
party vendors are filling in, in helping companies build out their
proactive strategy. That being said, many organisations may only
have hired a CISO a couple of years ago.

For many organisations, cybersecurity was traditionally un-
der IT. And it's only in recent times that organisations have built
out a formal cybersecurity vertical and recognise that they need
to be proactive and need a team of individuals to execute. [ mean,
frankly, for many organisations, IT security is still a capital ex-
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pense, not an operating expense. And it changes once a company
has a breach. All of a sudden, the CISO gets the budget so that
they can go out and do what they always wanted to do from a cy-
bersecurity standpoint. So, while the approach to cybersecurity is
changing, it's changing, frankly, a lot more slowly than it should.

The prevalence of ransomware attacks that we're seeing, it's
not slowing down. In 2019, if an organisation doesn’t have appro-
priate cybersecurity controls and infrastructure, and they have a
ransomware attack, then they’re in a situation where they almost
have to pay that ransom to be able to secure their network, be-
cause they may not have the appropriate backup tools. They may
not have the appropriate cybersecurity infrastructure. There's
NIST, and there are other cybersecurity frameworks that are out
there. But I think that organisations need to focus on building out
roles that look at cybersecurity on a holistic basis across the or-
ganisation. Because that's how the risk exists in the organisation,
yet everybody has their own pockets and silos. So, you're trying
to address this unbelievable risk, but the best way you can do it is
have one quarterback who can run a team of people to be able to
attack it.

A lot of organisations still have this siloed way of thinking
in terms of who's doing the blocking, tackling, and so on and so
forth. The whole concept of ‘Cybersecurity Risk Manager’ is some-
one who works hand-in-hand with all these different stakeholders
within the organisation to ensure that everything is addressed as
it should be because you have different silos that address things
and the concern is that things get missed somewhere. And then, lo
and behold, an organisation has a breach, and it's very expensive.

STAIR: A lot of people talk about ‘baked-in versus bolted-on’ se-
curity. If you are a rapidly growing start-up, it wasn't in your inter-
est to be worried that much about security until a few years ago.
You were much more worried about getting as many users as pos-
sible and launching on as many platforms as possible. Is Aon ever
brought in early enough where you can help build a holistic cyber-
security portfolio? Or are you more on the troubleshooting side,
where it's a well-established organisation that already has all of
these stakeholders and has to do more of a ‘bolted-on’ approach?

8S: As a professional services organisation, we're really helping
organisations to assess or quantify, or proactively or reactively ad-
dress their cyber risk, through various product solutions that we
have. But I think what I hear you talking about is a whole concept
of ‘security by design’ which is interesting. I agree that so many
organisations are moving so fast that security is often an after-



thought. Even for organisations that are moving onto the cloud,
security can also be an afterthought. And I think that that's chang-
ing. Again, is it changing as fast as it could be? No, I think that de-
pending on the organisation, if you have a fifty-year-old organisa-
tion, they have legacy systems, and they're trying to build a digital
overlay on these legacy systems just to make sure that they're not
going to be hacked. So, for younger organisations, absolutely, they
should be baking security in as they're growing. Are they moving
too fast and not baking in enough security? Probably. But the chal-
lenge really is when you have more established organisations and
more established technology infrastructure, that are then trying
to overlay security at that point. And then you think about or-
ganisations that go through mergers and acquisitions over many
years, which has the potential to produce a lot of different bolted-
on network systems. So, the ideal would be for every organisation
to use security by design, certainly when they can, although for
many organisations, it’s not necessarily possible. But for organisa-
tions that are implementing new technologies, or where the Chief
Information Security Officer has a seat at the table, that's where
we're seeing things start to shift, because their job is to drive secu-
rity in the workplace.

STAIR: What about hacking back? Many CISOs, especially on the
legal side of companies, will say, ‘Oh it's really not a good idea; it
opens a company, and particularly a U.S. company, to so much li-
ability’. But there's a growing field of public sector active defence
or ‘hacking back’. Is it a useful trend to think about a public sec-
tor role for protecting companies while insulating them from the
liabilities of actually being involved in hacking back against the
black hat hackers out there? Or is that something that you would
just prefer not to touch?

8S: If you look back to Target, Home Depot, Anthem - those
breaches were very much done by hackers to make money off of
personally identifiable information. Instead, now we're seeing the
hackers shift into more ransomware-driven attacks. Again, it's
because it’s a money-making business. But then you have these
significant disruptions such as 2017’s WannaCry and NotPetya at-
tacks. These are question marks because we don't necessarily know
the full facts of who's behind those attacks. But the amount of
destruction and the amount of financial loss that they caused to
private sector organisations was significant. This begs the ques-
tion of what role the government should play when it comes to
protecting commercial organisations.
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STAIR: Going back to the idea of cybersecurity education—there
are just not enough people working in this field. What advice do
you have for young professionals who want to enter this space?

8S: There's few people that have been working in cyber insurance
for twenty-plus years because it hasn't existed for twenty-plus
years. We have trouble trying to find people to fill roles because it
is a newer type of insurance. And that it is probably one of the best
areas to get into. [ would say cybersecurity and/or cyber insurance
is such a great area because there's a lot of job security. The fact is
there is a lot of change going on in terms of the digital transforma-
tion of organisations; the continuing risk that bad actors or even
employees cause; the potential for cyber terrorism or warfare and
the associated disruption, etc. All of this is early days [and] the
challenges are only going to become more complex.

How organisations address these risks is going to be more
at the forefront and I believe that there is going to need to be a
cybersecurity risk management role. Things are not going to slow
down in any way, shape, or form because the risk only continues
to be more complex.

STAIR: Is there a background that you wish you saw more of when
you're thinking about filling these roles? Obviously, we need more
experts in cybersecurity, [but] for new academics who are inter-
ested in working in this field, what is really missing?

8S: It's more of the business education that is missing: being able
to talk to people and collaborate is huge. A lot of what I do in my
role is just sit down with a risk manager, a CFO, and a Chief Infor-
mation Security Officer, and explain to them why I think they have
a significant amount of cybersecurity risk within their organisa-
tion and how they can use insurance as a solution. Alternatively,
they can use other various proactive cybersecurity solutions, and
that really takes not necessarily understanding the hyper techni-
cal, but really understanding okay, what are the goals of the CISO,
what are the goals of the risk manager or the CFO? Why do we
need to bring them together, why do we need them to collaborate?
That goes back to the concept of cybersecurity risk management.
You need that one person at an organisation who's going to be able
to pull people together and get them to talk to each other so that
they can say, ‘Oh yes, we do need to work together, because to-
gether we're going to be able to solve this better than if we just sit
in our individual silos’. I think it's a mix between not only having
that technical cyber security risk education, but also having busi-
ness acumen and the ability to communicate and collaborate.
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IMPLICATIONS OF MIGRATION FOR THE
CONTEMPORARY STATE: PARADOXES OF
CONVENTIONAL STATEHOOD IN LIBERAL
WORLD ORDER

Hassan Fiaz, SOAS University of London

Abstract

Predominant theories of international relations have conceptu-
alised the state as a self-evidently autonomous legal entity, primary
source of world power, and the predominant if not exclusive arbiter of
authority over its populace. This specific and somewhat static concep-
tion of the state has considerably influenced ways in which contempo-
rary migration has been constructed in literature and referred to in pol-
icy circles. Beginning with a literature review of the ways in which more
nuanced and complex understandings of the state have evolved beyond
this conceptualisation, as well as the significance of these understand-
ings for scholarship on migration politics, this paper contextualises
the state-migration paradigm within a wider backdrop of liberal order
and globalised economic forces, in order to evaluate the migratory im-
plications for contemporary statehood. This critical juxtaposition will
illustrate the relationship between migration and the contemporary
state as providing a potent framework for exposing a ‘liberal paradox’,
in which competing global economic and domestic security issues vie
for prominence. The functional implications arising from the different
ways in which states navigate this paradox will be explored through
case studies focussing on sovereignty and national identity, economic
development, and subversive transnationalism, in which divergent eco-
nomic and political considerations have driven state responses to mi-
gration.

This paper demonstrates that migration creates complex and in-
terrelated implications for each of the main components of statehood
— a territory defined by physical borders, a distinct population subject
to its control, and a sovereign capacity to govern its citizens. Challeng-
ing the notion that these characteristics represent immovable virtues of
the state, this paper will use migration as a framework to explore their
malleability, alongside a critical analysis of how these characteristics
have influenced the ways in which governments understand and con-
struct migratory implications as problems to be navigated.

Hassan Fiaz, “Implications of Migration for the Contemporary State:
Paradoxes of Conventional Statehood in Liberal World Order” St Antony’s
International Review 15. no. 1 (2019): 133-152.
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Literature Review

Shifting Conceptualisations of the State and its Role in Global
Political Economy

International relations scholarship has continued to make
significant strides in positing more nuanced and complex under-
standings of the ways in which international politics and global
events are driven by forces external to state institutions and pow-
er. However, predominant applications of international relations
theory have tended to assume and interpret the state as the cen-
tral component in world politics, with the coexistence of sovereign
states serving as the foundation of international law and order.!
Worldviews in which states act as the focal point around which
‘power and authority continues to revolve’ have prevailed since the
Peace of Westphalia in 1648, from which the notion of the ‘invio-
lability of the nation state’ became widespread, concurrent with
the global rise of European influence.? This ‘inviolability’ is encap-
sulated within the essential requirements for a prospective state
outlined in the 1933 Montevideo Convention, which codified the
declarative theory of statehood. These include “a territory, with
a permanent population, subject to the control of a government,
and the capacity to conduct international relations (sovereignty.)”

This emphasis on territorial sovereignty and the state’s ca-
pacity to wholly and effectively manoeuvre its influence in the
world whilst exerting authority over its citizenry has resulted in
the state being defined within international relations primarily in
terms of its security or military function. The conventional char-
acteristics of the Westphalian state are thus synonymous with the
description of a “garrison state”,* correlating with understandings
of the state as a masculine construction and a projection of patri-
archal society, in which state officials take on the stance of ‘mas-
culine protector’ against external ‘threats’ for the safety of the
motherland, as part of what Young describes as an “authoritarian
security paradigm.”

However, the singularity of this ‘garrison state” has been off-
set to a large extent by what Rosecrance describes as the ‘trading
state’, which arises out of economic openness, stimulated by the
need to facilitate the securement of material wealth to reinforce
economic and political power.® International relations theory has
in recent times consequently moved away from the classical realist



tradition, developing a more complex and nuanced understanding
of the state which acknowledges that power is manifest to varying
extents in ‘hard’, ‘soft’, and ‘smart’ capacities.” At the heart of this
diffusion of power are globalised policies of free trade and the in-
creasingly interdependent world created through linkages of trade
and finance, which force states to “alter their grand strategies and
seek new ways to cooperate.”®

Introducing the ‘Liberal Paradox’

Hollifield concludes that as a result of this interplay between
security and economic imperatives, “states are trapped in a liberal
paradox,” referring to a specific manifestation of some of the “con-
tradictions inherent in liberalism.” These contradictions relate to
opposing forces at play since the end of the Second World War, in
which globalisation, the proliferation of neoliberal policies and in-
stitutions, and economic forces such as trade and migration have
pushed states towards greater openness, whilst powerful domestic
political forces empowered via the international state system con-
tinue to enforce closure within and between states. This conflict
has stimulated a paradigm in which global mobility has increased
parallel to the intensified securitisation of borders.'® It is how
states have chosen to navigate this liberal paradox that has largely
informed their problem construction of migration and policy nar-
ratives.

The State in Migration Politics

Taking into account the above analysis of the changing con-
ception of the state and the juxtaposition between the power
of states as sovereign actors and globalised economic drivers, a
number of migration theorists have endeavoured to fill scholastic
gaps in relation to the role of the state in international migration
trends. Weiner makes the case that questions of how “state actions
shape population movements” and what “governments do in their
domestic policies to adjust to or influence population flows” are
issues that have been largely neglected in international relations
and international migration discourse.'* Addressing this deficit,
Wiener considers state sovereignty as the central consideration in
developing theories of international migration, noting dissonance
between the perspective that sovereignty is critical to understand-
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ing the role of states in relation to migration and the perspective
that state sovereignty is an eroding concept.

Understanding the latter position is crucial to comprehend-
ing the relationship between international relations and interna-
tional migration.’” Wiener concludes from his analysis of entry
rules and migration policy that with the exception of a few coun-
tries such as the United States, “entry rules are only marginally
shaped by economic considerations even for those countries that
are relatively open to the flow of trade, capital, and technology,”
and that it is “how a people define their national identity and their
receptivity to other peoples with different identities” that condi-
tions how governments respond to labour demand changes.*?

Teitelbaum also notes surprising deficiencies within theo-
ries of international migration when assessing the role of states
in “initiating, selecting, restraining, and ending international mi-
gration movement.”** In analysing the dissonance encapsulated by
international migration between state autonomy and ‘overwhelm-
ing’ economic, social, and political forces which drive internation-
al flows of people, Teitelbaum concludes that “in reality, all mod-
ern states do intervene—with greater or lesser effectiveness—to
influence the size and composition of international movements,”
with varying policy trends between types of ‘sending’ and ‘receiv-
ing’ states.’® Whilst acknowledging the power of globalisation
trends and international human rights conventions to limit states’
control over transnational population movements (including re-
strictive measures on migrant populations), Teitelbaum concludes
that “claims that increasing potentials for international migration
are so powerful that states cannot affect them seem greatly over-
stated.”*®

Read in conjunction with the work of Weiner, Zolberg pro-
vides important perspectives recognising sovereignty as a central
theme within international migration theory. Starting with the
formation of the modern state as “the political organization of
world space into mutually exclusive sovereignties that delineates
the specificity of international migration,” Zolberg identifies the
distinctive feature of international migration as the “transfer from
the jurisdiction of one sovereign to another,” which, particularly
if permanent, represents “a deviation from the norm in terms of
which the world is politically organized.”” Whilst this deviation
has overt implications for states which project ethnic or civic na-
tionalism as the basis for boundary-marking and social cohesion,



migration also tests the limits of contemporary liberal democratic
states, which are often assumed to foster greater openness and
pluralism.'®

Adamson, Triadafilopoulos, and Zolberg provide an interdis-
ciplinary understanding of the ways in which migration stretches
the limits of the ‘liberal state’. They argue that liberal norms are
deployed for exclusionary purposes, in effect simply replacing or
supplementing alternative boundary-markers (such as ethnic na-
tionalism) in the construction and implementation of migration
and integration policies, as opposed to effectively undermining
those boundary markers.” Adamson notes migrants are often
viewed as a ‘fifth-column’ with potential dual loyalties, particularly
in times of conflict,?’ whilst increasingly multicultural populations
stimulate migration-based transnational networks that circulate
ideas as well as material goods, creating a simultaneity that chal-
lenges “notions of the territorial state as a bounded entity with
a clearly demarcated territory.”* This has the effect of undermin-
ing autonomy via the need for a more interdependence-based ap-
proach to security.?

The preceding review of migration literature suggests that,
in addition to analysis of the political/ideological construction of
states as driving forces in determining responses to internation-
al migration, due regard must be given to the significance of the
state as a construct and the norms it projects as an autonomous
actor. While much of the literature has focussed on how migration
trends are influenced by the role of states, this paper will specifi-
cally assess the ways in which the state itself is impacted by migra-
tion, which will provide a valuable scholastic basis to understand
how and why states construct migration and respond to it. This
review has also enabled the identification of three core notions of
statehood that are central to consolidating a review of migratory-
state relationships. These are:

1) A physical territory with definitive demarcated boundaries.

2) A distinct population subject to state control.

3) A sovereign capacity to govern citizens and exhibit autonomy in
international relations.

This paper will use this triumvirate as a guiding framework,
reaching conclusions relevant to each point of reference.
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Weaponising Migration:
The State, Nationalism, and Conceptualising ‘Others’ as the
Raison D'étre of Boundary-Marking

One of the most significant features of migration’s rel-
evance to the state is that it appears inherently antithetical to
the construction of nationalism and boundary-marking that un-
derpins much of the state-based international system. From the
perspective that this represents one of the liberal paradox’s most
pronounced and divisive manifestations, this section will utilise
a range of circumstantially distinct but conceptually linked case
studies to contextualise the significance of this dissonance in in-
ternational migration.

Methodological nationalism is a term used to refer to the as-
sumption within the social sciences that “the nation/state/society
is the natural social and political form of the modern world,”* an
idea which serves to naturalise the global regime of nation-states.
This discursive naturalisation both reinforces and is reinforced by
the centrality of nationalism to the functioning of global politics:
a common identity and notions of ‘belonging’ serve as an ideologi-
cal foundation for the state’s existence and its role as masculine
protector of its own sovereignty and its population’s security.**

Although so-called ‘multinational states’, in which no single
ethnic group overwhelmingly dominates, are often contrasted
with nation states, this paper posits that nationalism is central to
the foundational functioning and legitimacy of all states, regard-
less of whether they purport to constitute an ethnically homoge-
neous group. Symbols of national identity—flags, anthems, offi-
cial languages, national holidays, pledges of allegiance, citizenship
requirements, and sporting teams—are all examples of construc-
tions in nation-building which consolidate the state’s legitimacy
and right to sovereign autonomy.” Through these symbols, states
inherently induce homogeneity, which is essential to the claims of
authority, enabling them to control and govern their populations.

One of the key distinguishing features of migration from
other forms of transnationalism is its ability to significantly alter
the composition of societies, disrupting what Koslowski describes
as the “demographic boundary maintenance regime.”” The most
significant potential implication of this disruption is that “the citi-
zenry or the demographics may be transformed in such a way as
to violate the social contract, undermine the legitimacy of the gov-



ernment, and the sovereignty of the state itself.”*” Indeed, even in
the US, a supposedly multinational and ethnically disassociated
state, comments attributed to President Trump deriding migra-
tion from ‘shithole countries’ brought to the surface existential
ideological conflicts over what constitutes American identity, in
which the significance of race cannot be ignored.?®

This paper will approach migration from a nuanced and
critical perspective to demonstrate that it is not the movement of
people per se that creates implications for the state in relation to
demographics and the liberal paradox, but the concept of peoples
considered other to the nationalism upon which state power is
based. The degree of otherness largely determines the state’s con-
struction of migration as a problem, and its responses to it.

Regulating the ‘Demographic Boundary Maintenance Re-
gime’ - Migration as a Threat to the Nationalist Foundations
of Statehood

One of the most common myths perpetuated in migration
discourse is the assumption that the current era represents a dis-
tinctive and unprecedented ‘age of migration’, despite the fact
that the proportion of migrants in the total world population re-
mains at a similar level to that of a century ago.”® However, what
does distinguish the late 20th and 21st centuries is the increased
visibility of global migration. This is a consequence of decoloni-
sation, concentrated wealth accumulation, and enhanced percep-
tions of global inequality within the developing world, all of which
have stimulated the “unprecedented settlement of non-Western,
culturally and physically distinct, immigrants’ into Western so-
cieties.”® The divergent ways in which states construct this as a
problem and the varying policies for regulating the demographic
boundary maintenance regime will now be explored through the
case studies of Germany and Hungary, both members of the Euro-
pean Union (EU), but with notably distinct perspectives of liberal
values which manifest in their divergent approaches to contempo-
rary migration.

Hungary’s response to migration in recent years has rep-
resented a significant marker in the country’s progression away
from liberalism towards increasingly nationalist populism. This
process has been amplified by the recent refugee crisis, in which
significant numbers of non-European peoples sought refuge, sta-
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bility, and opportunity in the European Union, an institution con-
sidered to embody the values of global liberalism.* Anti-migrant
rhetoric has long been central to the ruling Fidesz party’s ability
to garner populist appeal amongst the electorate. This strategy has
contributed to the growing success of the party, which recently
won a third consecutive term in April 2018 with an overwhelming
majority.*? In an explicit confirmation of this anti-migrant stance,
following the 2015 attacks against the offices of satirical newspa-
per Charlie Hebdo in Paris, Viktor Orban unequivocally declared:
“We will never allow Hungary to become a target country for im-
migrants. We do not want to see significantly sized minorities
with different cultural characteristics and backgrounds among us.
We want to keep Hungary as Hungary.”*

[t is imperative to note that in conflating the issues of migra-
tion and domestic violence, the Hungarian government has effec-
tively militarised the concept of migration, with ‘violations’ of its
borders characterised as attacks on the safety and sovereignty of
the state.*® The national conversation around migration has thus
intentionally been driven to a fever pitch by the machinations of
state power. State institutions and media are used to frame the is-
sue in intentionally war-like terms: migration as ‘invasion’, border
control as ‘defence’, and the government as ‘protectors’ of Hun-
gary. This language draws on historical imagery of the Soviet oc-
cupation of Hungary to transform the issue of migration into a
matter of survival for the Hungarian state itself.* This narrative
has inevitably translated into physical action, with fences, surveil-
lance, and soldiers militarising the border as a buffer against ex-
ternal threats.*®

In relation to the liberal paradox, the anti-migrant policies
of the Fidesz government must be understood in the wider con-
text of the Hungarian state’s general transition away from liberal-
ism towards nationalism and authoritarianism, characterised by a
calculated projection of Hungary as a strong and sovereign state.
Restrictions on freedom of the press, the closure of educational
institutions considered subversive, and constraints on civil liber-
ties have become defining features of the Fidesz government.?’
This goes some way to explaining the apparent incongruity be-
tween the government’s hyperbolic narrative and the actual, im-
mediate implications of migration in Hungary. The vast majority
of migrants consider Hungary to be a ‘transitory’ state in their
migratory route, with their ultimate objective onward migration



to the more liberalised, open, and economically stronger states of
western Europe, as opposed to settlement within Hungary itself.?
Thus, a wider contextual scrutiny suggests that it is not so much
a physical violation of borders that is an issue for the Hungarian
state, but a symbolic violation, with the border representing an
emblem of the sanctity of the state as a protector and promoter of
national integrity.

In sharp contrast to Hungary, Germany’s economy has devel-
oped to become significantly dependent upon maintaining a grow-
ing level of productive labour, which in conjunction with an ageing
population and declining native birth rates, has stimulated a liber-
al and embracing attitude towards migration.* Faced with notable
demographic changes, the progressive movements of the 70s and
80s pursued the ‘multikulti’ public policy, which played a defining
role in how the German state has construed the implications and
‘problem’ of migration. This approach sees migration as an issue
of adaptation, in contrast to one of preservation, as expressed by
Hungary. The multikulti approach redefined nationalism to reflect
the demographic changes wrought by migration, defining the na-
tion state as belonging to a recognisable population of German
people.** The multicultural worldview redefined the foundation
for the state’s existence, away from ethnic Germanness. Instead,
the ‘other’ was seen as firmly a part of Germany’s territorial land-
scape, nullifying perceptions of threats from the ‘other’.

However, the German state’s attempts to reconstitute the
nationalism underpinning the identity and sovereignty of the
state has not passed without resistance. Capitalising on percep-
tions that migration has eroded the German state’s sovereignty
and altered its demographics and social fabric to the extent that
the German state no longer constitutes a distinctive nation, oppo-
sition movements, such as the Alternative for Deutschland (AfD)
party, have gained increasing momentum and support amongst
the electorate.** A divisive slogan posited by the AfD - ‘New Ger-
mans? We’ll make them ourselves’ - alongside the party’s general
emphasis on an ideological ‘alternative’ to the liberal status quo,
serve as valuable reminders that the state operates at multiple lev-
els and amidst a quagmire of forces and considerations.

Internal conflict within the state remains a powerful shaper
of policy and ideological direction amidst the influence of exter-
nal global forces. In Hungary, liberal parties received considerable
support in the capital Budapest, where economic considerations
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outweighed the nationalist sentiment that had taken root in the
country’s less urbanised areas.*? These two case studies encapsu-
late what Koopmans and Statham identify as the postnational
challenge (“external erosion of sovereignty”) and the multicul-
tural challenge (“internal cultural differentiation of liberal nation-
states”).”? It can thus be deduced that the liberal paradox is an on-
going and ever-evolving dilemma which states navigate depending
on a range of interrelated contextual factors.

Regulating the ‘Demographic Boundary Maintenance Regime’
- Migration as a Consolidation of Nationalism and State
Homogeneity

In further developing this premise, it will now be demon-
strated that if the migration of peoples perceived as foreign to the
sovereign state’s nativism challenge its legitimacy, it follows that
the migration of people whose identities are harmonious with
the nationalism upon which state sovereignty is based can in fact
consolidate the state’s legitimacy. This critical approach to migra-
tion and demographics will be discussed within the context of an
unconventional case study: Han migration into China’s restive
Xinjiang region, historically home to the country’s ethnically and
linguistically distinct Uyghur Muslim minority.

Although this example of internal migration does not con-
stitute a form of transnationalism within the confines of inter-
national law, this case study is particularly interesting given the
strong and historical basis for Xinjiang constituting an indepen-
dent ‘East Turkestan’ state, meeting each of the statehood crite-
ria outlined in the Montevideo Convention, with the exception of
the physical means of acquiring territory away from the Chinese
state. China has long viewed the region and its inhabitants with
considerable suspicion and unease, leading to an increasingly sup-
pressive cycle of authoritarian measures and subsequent doubling
down on dissent, conveniently framed by the Chinese state in the
wider context of global jihad and terrorism.** The Uyghurs thus
find themselves within the borders of the nation state in the phys-
ical sense, but outside its borders in the ideological sense.

The Chinese state has long initiated a series of policies to
‘bind Xinjiang’ to the rest of the Republic, as part of which internal
migration by Han Chinese into Xinjiang has provided considerable
momentum in the pursuit of “integrating its peripheries into the



core.”® The Han population is actively encouraged by the state to
settle in Xinjiang under the pretext of driving its development,
whilst largely undermining engagement of the local population in
this development process. The Han population of Xinjiang in 2008
was estimated to be around 40%, compared to just 6.7% in 1949.%
This intensive ‘Hanification’ of Xinjiang through the resettlement
of China’s dominant ethnic group is serving to significantly di-
minish the distinctiveness of Xinjiang and its historical roots as
a Turkic region, leading to its more effective integration into the
Chinese nation-state.

With particular significance for states in the Global South,
Zolberg notes how the formation of new states following the dis-
solution of empire was and is in of itself a ‘refugee-generating’ pro-
cess. This has continuing implications for states which consider
consolidation of the nation-state to be an urgent precondition for
affording political strength of leverage to overcome underdevelop-
ment.*” Groups on the margins of state-constructed nationhood
thus often find themselves on the receiving end of policies which
directly or indirectly force their migration. This is of contempo-
rary significance in the postcolonial world given that “some of the
world’s regions have not yet finished sorting themselves into inde-
pendent nation-states.”*®

The relevance of this critique to the concept of the liberal
paradox is the understanding that the extent to which migrants
are considered ‘other’ determines how migration is constructed
as a specific threat to sovereignty. Indeed, this sentiment recently
materialised into policy in Poland, which in spite of its similar ide-
ological stance to that of Hungary, has welcomed significant num-
bers of predominantly Slavic, Christian refugees from Ukraine
fleeing the impact of conflict with Russia.*® Ultimately, the state
represents an inherently xenophobic construct which sets limits
on tolerable levels of homogeneity, meaning that the political ele-
ment of the liberal paradox relates fundamentally to state nation-
alism and the process of disassociating the state from otherness.

Monetising Migration: Migrants as Agents of Development

Having assessed the implications of migration for the state
as it exists conceptually, this paper will now analyse the relation-
ship between migrants themselves and the state in more tangible
terms, first in relation to development. It is necessary to consider
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migration in the context of prevailing neoliberal emphasis on the
centrality of human capital—a metaphorical expression of the
“commodification of human abilities and an alienating notion
of human potential.”® This worldview is an extension of ‘econo-
mization’, one of the hallmarks of neoliberalism: the “conversion
of non-economic domains, activities and subjects into economic
ones—to all spheres of life.”! Thus, global migration is construct-
ed by policymakers under the purview of neoliberalism as primar-
ily a function of global economics, in which the educational attain-
ment, prospects, skills, cultural contribution, and family lives of
migrants are quantified as economic gains and losses for the send-
ing and receiving states.

The dominance of this neoliberal framing has facilitated
short-termism and one-dimensionality within prevailing under-
standings of migration’s implications for sending and receiving
states. Current understandings are predicated on a ‘zero-sum’
view, whereby increased engagement with one country leads to de-
creased engagement with the other or a side-by-side relationship
of coexistence where engagement with one state has no impact on
the other.”® This has resulted in discursive emphasis being placed
on such outcomes as the benefits of cheap labour for receiving
states and the costs of brain drain for sending states, neglecting
the principle of simultaneity so central to transnationalism.*®

Once it is understood that the relationship between send-
ing and receiving states is inextricably linked, a more complex
understanding of migratory implications emerges; for example,
long-term, significant ‘brain gain’ for sending states, stimulated
by the “counterflow of remittances, investments, trade relations,
new knowledge, innovations, attitudes and information.”* The
most obvious impact of migrants to sending states’ development
is financial, with remittances constituting a significant portion of
GDP for many major sending states. These remittances are often
crucial to the establishment and growth of infrastructural, social,
health, and educational institutions, whilst also stimulating the
economic activity of individual and communal ‘stay-behinds.”>> As
such, migrants can very much be understood as active agents of
development.

However, migration in and of itself is no panacea for under-
development, and the impact of remittances is largely dependent
upon the pre-existing development conditions in sending states.
De Haas also notes that ‘apocalyptic scenarios of a massive influx



of migrants’ are based on the myth that “poverty and misery are
the root causes of migration,”® undermining the significance of
relative deprivation. Certain levels of socioeconomic development
are required to sustain emigration, given the costs, risks, knowl-
edge, and social networks associated with cross-border movement
across the international state system.

The significance of this fact is that, although migration and
poverty are often discussed in conjunction, the role of migration
in relation to development applies primarily to developing states
which are not amongst the least developed. Thus, although mi-
gration has tangible implications in facilitating development for
states which have already attained a certain level of economic
parity, the econocentric structuring of migration in the interna-
tional system of states (with emphasis on the economic value of
migrants) arguably entrenches global inequality and absolute pov-
erty in the least developed countries. This exemplifies the complex
nature of migratory implications for states, with significant nu-
ances even between states which are often talked of in generalised
terms as ‘developing countries.

The lack of acknowledgment of simultaneity, and the central-
ity of the zero-sum perspective in migration debates, has also im-
pacted how receiving states view migrants as development agents.
As a reflection of the predominantly neoliberal framing of global
migration, Dutch politicians in 2002 campaigned against the in-
vestments of migrants in their countries of origin, perceiving them
as a ‘disappearance’ of income from the Netherlands and a barrier
to successful integration.>” However, this assumption is based on
the myth that financial and social loyalty to sending states must
necessarily be in conflict with good citizenship in host states. This
idea is debunked when considering the concurrent entrepreneur-
ial, political, and social engagements that migrants exhibit in both
sending and receiving states as part of a simultaneously reinforc-
ing transnationalism.*®

Although such economic simultaneity is often viewed from
liberal perspectives as a reinforcing, positive phenomenon, in-
sights have been provided into the coercive significance of ‘migra-
tion interdependence, through which a host state can leverage
a sending state’s economic dependence on migration for its own
politically-motivated ends.* This form of interdependence, par-
ticularly between liberal and non-liberal states, also challenges the
universal applicability of the ‘liberal paradox.” Tsourapas recently
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makes the case that for many non-liberal sending states in the
Global South, migration in fact induces an ‘illiberal paradox, with
contradictory imperatives arising from political and economic
considerations.® In cases where the state does not anticipate eco-
nomic benefit from transnational mobility, it will be more likely
to securitise its emigration policy, and in cases where migration
represents a powerful economic force, the state will more likely
securitise its diaspora policy.®* As will be explored in the following
section, simultaneous transnationalism is especially significant,
as it has significant implications for the state’s role as sovereign
authority over the population within its borders.

Subversive Transnationalism: Diasporas and the Shifting Na-
ture of State Boundaries and Authority

Having discussed the implications for states from first a
broadly conceptual and then broadly economic standpoint, this
paper will now focus upon the implications of the state’s role as
sovereign authority over its population. It will be demonstrated
that the multi-layered transnationalism of diaspora populations
has effectively resulted in a symbolic and conceptual shifting of
borders with considerable implications for governmentality.

Foucault’s concept of ‘governmentality’ is generally equated
with governments’ work to produce a citizenry whose mentalities
and behaviours are in line with its policies.®” Relating this back to
the constitutive dimensions of statehood, the legitimacy of state
governmentality stems from the state’s role as direct sovereign au-
thority over the population within its territory. Diasporas, there-
fore, have come to represent the paradigmatic ‘other’ of the nation
state, simultaneously distinguished as independent actors that ac-
tively influence their homeland and also subjects for which states
must find new ways to secure coercion.®

Diasporic political activism is generally expressed via the
same activities as domestic activism: the production of literature,
journalism, NGOs, and engagement with opposition parties and
movements.** However, diasporic political engagement creates
new and distinct implications for states, given diaspora communi-
ties’ unique agency as actors operating both within and outside
the confines of the state. Diasporic voices of dissent are also of-
ten amplified in liberal states, free from many of the political and
physical constraints which stifle opposition movements in their



home states.% This has profound repercussions for non-liberal
sending states, who find their conventional expressions of govern-
mentality considerably undermined.

In the 1970s, the Moroccan state initiated a series of policy
measures which sought to reinforce ‘the boundaries of the na-
tional community by insisting upon the economic, political, and
cultural ‘Moroccanness’ of its diaspora.®® The move was triggered
by domestic political developments in France, labour union activ-
ism, and student rebellion, all of which challenged the allegiance
of the Moroccan diaspora to the sovereign rule of its monarchy.
The Moroccan state’s attempts to bureaucratically maintain sov-
ereignty over its citizens were centred around the formation of
‘widdadiyat’, or friendship societies, whose official purpose was to
establish and centralise bodies concerned with the social welfare
of Moroccan emigrants and their families, but whose broader ob-
jective was to maintain tenable levels of control and authority over
its citizens abroad.®”

In appropriating and centralising the offering of a range of
benefits and amenities, such as access to practical information,
language classes, and social activities, the Moroccan state extend-
ed its influence and authority abroad. Policies of monitoring, infil-
tration, and intimidation enabled the coercion of its diaspora com-
munities.®® Whilst this case represents state policies responding to
diasporic activity, nations such as the Philippines have introduced
pre-emptive measures to maintain social order by ensuring eco-
nomic and political fealty to the state from its overseas citizens.®
The Philippines has progressively institutionalised the export
of large numbers of nursing and domestic workers. The Filipino
state, in conjunction with the Catholic Church, works to remind
female migrants in particular “of their (financial) responsibilities
towards their family members left behind’ whilst exhorting them
‘to be faithful to their country.””

Laffey and Nadarajah further develop the premise of ‘shift-
ing borders’ by exploring how diasporas’ forging of transnational
security linkages between sending and receiving states provoke
security and governmentality implications for host states and the
liberal order itself.”* In their critical juxtaposition of Tamil dias-
pora activism with the pursuit of liberal peace in Sri Lanka, they
frame the role of the Liberation Tigers of Tamil Eelam (LTTE) in
the civil conflict as a driver of ethno-nationalist separatism and
thus antithetical to the liberal peace objective of a unified liberal
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market democracy. The “discursive separation between the LTTE
and ‘the Tamils’ inherent to liberal peace interventions in Sri Lan-
ka” was also applied to diaspora actors, with members of the Tamil
diaspora categorised in binary terms as either ‘supporters’ or ‘op-
ponents’ of the LTTE, and thus by default either ‘extremists’ or
‘moderates.””? This construction of the Tamil diaspora thus served
to “reproduce the hybridity of liberal peace,””? whilst encapsulating
the border-shifting function of transnational networks.

This synthesis between liberal and non-liberal spaces re-
sulted in the UK determining the limits of the Tamil diaspora’s
agency “to a great extent by international relations with Sri Lanka
- rather than, as might be assumed, the other way round.”” The
implications for host state policy were manifest in the UK’s echo-
ing of the Sri Lankan policy narrative in relation to the LTTE. This
resulted in such measures as increased surveillance, restrictions
on police permissions, arrests, and even covert constraints out-
side the boundaries of conventional legal frameworks.” Practices
of transnational security governance had effectively served to “re-
produce diaspora as hybrid subjects.””® again serving to emphasise
simultaneous transnationalism as a defining feature of migration,
and the reinforcing relationships forged between states involved
in the migratory process.

Construction of distinctly transnational populations via the
migratory process has effectively transformed the border into
what Arnold and Pickles astutely describe as “a complex network
of social relations that extend well beyond actual state boundaries
and operate at multiple scales.””’

Conclusion

This paper has produced a critical overview of the direct links
between the political implications of migration and the ‘triumvi-
rate of rights’ afforded to states under international law. Amidst
the driving forces of globalism and simultaneous transnational-
ism, migrants possess the capacity to undermine territorial integ-
rity, subvert the principle of sovereign rule, and bring into ques-
tion the notion of political independence. However, migration also
serves as a poignant reminder that despite the perceived sover-
eignty and complete autonomy of the state in international rela-
tions, nations do not operate in a vacuum. Under the prevailing
liberal order guided by globalist ideals, migration is first and fore-



most a consequence of powerful economic forces, reflected in the
function of migration to offload surplus populations, maintain a
constant supply of labour, and manoeuvring development.

Thus, this interplay between globalisation and the interna-
tional system of states has resulted in migration encapsulating
conflict between powerful economic and political forces with sig-
nificant and evolving implications for the state while amplifying
ideological divisions and exposing paradoxes in the liberal world
order. As states choose to navigate these contradictions through
increasingly divergent means, it becomes progressively clear that
specific types of governmental approaches to migration will always
be defined by distinct problem constructions and policy narratives.
Ultimately, the perceived centrality of the state’s role as sovereign
authority over territories and populations has considerably guided
how implications of migration are identified and understood. This
premise must be effectively critiqued in order to develop more co-
hesive understandings of state responses to migration.
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CHINA, THE BELT AND ROAD INITIATIVE,
AND THE HAMBANTOTA PORT PROJECT
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Abstract

This paper examines the Hambantota Port project in Sri Lanka
in the context of China’s Belt and Road Initiative (BRI). It discusses
the growing geo-economic importance of the Indian Ocean and how
China’s dependence on energy resources has led to the so-called Malacca
Dilemma and forced China to manoeuvre around this constraint.
Following a discussion of Sri Lanka’s geo-strategic importance,
the article considers the country’s role in the broader BRI and how
major Chinese projects and investments in Sri Lanka have extended
Beijing’s reach into the Indian Ocean. The article focuses in on China’s
investments in the Hambantota Port and describes how Sri Lanka’s
inability to repay its debt led it to lease the port to the Chinese for
ninety-nine years. Overall, it argues that China’s growing investments
will negatively impact Sri Lanka in the long run, having already left
the country deeply in debt. Finally, the article reflects on the affair’s
implications for both Sri Lanka’s future as well as that of its neighbour,
India, which has found China’s growing footprint in Sri Lanka deeply
disquieting.

Introduction

China’s international economic role and success—increas-
ingly the focal point of world politics—has been most noticeable
in the Asia-Pacific region, the global economy’s centre of gravity.*
The Belt and Road Initiative (BRI), which was announced by Chi-
nese President Xi Jinping in 2013, has significantly boosted Chi-
na’s external economic engagements around the world. BRI has
been said to entail

a series of overland roads, pipelines, railways,
and other infrastructure through Central Asia,
South Asia, and the Middle East to Europe [and]
a series of ports and maritime trade routes
through the South China Sea and the Indian

Shantanu Roy-Chaudhury, “China, the Belt and Road Initiative, and the
Hambantota Port Project,” St Antony’s International Review 15. no. 1 (2019):
153-164.

153



154

Ocean to the Middle East, the east coast of
Africa, and onward to Europe.?

It took nearly two years for BRI’s full scope to come into fo-
cus: in 2015, a blueprint was released, and the initiative incorpo-
rated into the Chinese government’s Thirteenth Five-Year Plan.
Slightly more than a year later, Xi declared that fifty-seven coun-
tries had become active participants in the initiative, with thirty
formally concluding BRI cooperation deals.?

Since then, China has successfully initiated projects in many
more countries in Europe, Asia, and Africa; it is now seeking to
extend its reach to Latin America. According to the World Bank,
BRI aims to strengthen infrastructure, trade, and investment
links between China and some sixty-five other countries account-
ing collectively for more than thirty percent of global GDP, sixty-
two percent of the world’s population, and seventy-five percent
of its known energy reserves. As one analyst writes, “President Xi
Jinping has dramatically reshaped China’s presence and power on
the world stage, touting a ‘new model’ for developing countries
to follow and advocating a ‘new type of international relations.”*
According to an American Enterprise Institute study, the total
combined value of China’s overseas investment and construction
is approaching $1.9 trillion (USD.)®

China’s rise has seen the country aggressively expand its
presence in South Asia, where India has viewed China’s growing
footprint through the lens of southern neighbour Sri Lanka, an
important BRI player and the recipient of billions of dollars’ worth
of investment from China. This article examines China’s increas-
ing presence in Sri Lanka with a focus on the Hambantota Port
project, China’s largest project in Sri Lanka and a major national
security concern for India, whose coast is located barely 160 kilo-
metres from Sri Lanka. Unable to repay its massive debt to China,
Sri Lanka opted to cede majority control of the port to Beijing,
eventually leasing it and 15,000 acres of surrounding land—and
with them Mattala Rajapaksa International Airport—for ninety-
nine years. I argue that growing Chinese investments will nega-
tively impact Sri Lanka in the long run.

The following paper is divided into four sections. The first
two sections will provide background on the following: the grow-
ing geoeconomic importance of the Indian Ocean and how China’s
dependence on energy resources flowing through it has produced
the so-called Malacca Dilemma, around which Beijing seeks to ma-
noeuvre; and Sri Lanka’s geostrategic importance, its role in the
BRI, and major Chinese projects in the island nation. The third
section describes Chinese investments in Hambantota Port and



recounts how it came to be leased to the Chinese for ninety-nine
years. The final section considers the affair’s implications for Sri
Lanka’s future—and India’s.

The Geoeconomic Significance of the Indian Ocean

China’s rise during the last decade has drawn the attention
of foreign observers to the Indian Ocean, which is extremely im-
portant to India and China given its status as the world’s third-
largest body of water, its connectivity, and the volume of trade
and amount of energy resources that pass through it. 9.84 billion
tonnes of commercial goods are transported annually by nearly
90,000 vessels, along with forty percent of the world’s oil supply
and sixty-four percent of its oil trade.® Running through it are crit-
ical maritime trade routes that connect the Middle East, Africa,
and South Asia to the broader Asian continent to the east and Eu-
rope to the west.”

China’s impressive expansion has led it to India’s doorstep.
BRI in particular has strengthened China’s investments and its
ambitions to not only connect global markets but also, and more
importantly, ensure the safe passage of energy resources from the
Middle East and avoid the Malacca Dilemma, a major concern for
the Chinese government. In China’s view, “[a]ny disruption to the
free flow of energy resources into China could derail the economic
growth on which the Chinese government depends to shore-up its
legitimacy and purse its great power ambitions,”® making its heavy
use of, and dependence on, the narrow Malacca Strait a serious
vulnerability. Beijing has consequently sought out alternatives to
the strait, especially amid American scrutiny of its projects and
aspirations.

The Role of Sri Lanka

As one such alternative, BRI’s Maritime Silk Road (MSR)
component entails the construction of “enormous amounts of
hard infrastructure such as high-speed railways, highways and
truck roads, air and sea ports, utility stations and power grids, oil
and natural gas pipelines and telecommunication networks.” Al-
though Sri Lanka is just one of many countries participating in the
MSR, its strategic position between the Indian Ocean’s east-west
shipping routes makes it an essential part of the initiative: mil-
lions of dollars’ worth of cargo and energy resources pass between
Southeast Asia’s Strait of Malacca and the Middle East’s Hormuz
and Bab el-Mandeb straits. The island nation “has the capacity to
be a regional industrial hub to tap into the emerging economies in
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the region,” regional observers have pointed out.™

Although the Malacca Dilemma is not the only reason why
the Chinese are interested in Sri Lanka, it dovetails with China’s
larger objectives and global ambitions. Indeed, Beijing has re-
mained interested in Hambantota despite the negative coverage it
has received for the weak performance of its port and the frequency
with which the port’s financial viability has been questioned, fuel-
ling the impression that Hambantota only serves China’s broader
strategic interests of securing crucial trade routes and protecting
international supply chains from disruption.™ Since 2005, China
has invested in numerous projects in the country and become the
leading source of official development assistance to, and foreign
direct investment (FDI) in, Sri Lanka: its share of FDI increased
from just under one percent ($16.4 million) in 2005 to thirty-five
percent ($338 million) in 2015.'? One of the largest of these ven-
tures is the Hambantota Port development project—China has
leased the port for ninety-nine years, and the Colombo Port City
project.

The port, in particular, has greatly worried India due to the
possibility of its use as a naval base by China, which Sri Lanka
has long considered an indispensable partner. Well before BRI,
Sri Lanka received from China arms and ammunition along with
diplomatic cover at the UN Security Council, where Beijing kept
human rights abuses in Sri Lanka off the agenda during the coun-
try’s bloody civil war from 1983 to 2009."® Bilateral relations and
investments have flourished since that time, and major Chinese
projects in Sri Lanka other than Hambantota Port and Colombo
Port City today include the rehabilitation of roads in the country’s
north ($302 million); the Greater Kurunegala water supply and
sewerage project (seventy-nine million dollars); the Norochcho-
lai coal power plant ($891 million); the Nagananda International
Institute for Buddhist Studies in Colombo (one hundred million
dollars); the Colombo-Katunayake Expressway ($104 million); the
Broadlands hydropower project ($69 million); the Colombo Lotus
Tower ($104 million); the Moragahakanda-Kalu Ganga project
($214 million); Mattala Rajapaksa International Airport in Mat-
tala ($292 million); the Southern Expressway ($1.26 billion); and,
finally, the extension of the Southern Railway ($278 million).**

In July 2018. Sri Lanka received a gift of $295 million from
China, to be utilized for any project; it was spent on the building
of a kidney hospital in Polonnaruwa, a characteristically large sum
contributed in a characteristically opaque manner.” It came amid
heavy criticism of a Chinese firm alleged to have financed the 2015
campaign of former President Mahinda Rajapaksa, and can be un-
derstood as an attempt by China to cosy up to the administration



of President Maithripala Sirisena, who has been widely viewed as
more pro-Indian, pro-Western, and less China-friendly than his
predecessor.'®

Chinese Investments in Hambantota

Hambantota is the Hambantota District’s main town; the
district is located in Sri Lanka’s Southern Province. Since the
2004 Indian Ocean tsunami, by which it was severely affected,
the district has undergone several development projects. Under
Rajapaksa, a native of this region, Sri Lanka’s government sought
to turn Hambantota into a major hub second only to Colombo,
the capital city. The Hambantota Port is one of four ports being
developed in Sri Lanka to boost the country’s economy and en-
hance trade. Apart from its proximity to international shipping
lanes, the Hambantota Port’s construction is intended to reduce
traffic at Sri Lanka’s main port in Colombo, which handles 6,000
ships annually and does not have sufficient capacity for increased
maritime traffic. Moreover, the China Communication Construc-
tion Company (CCCC) promised the creation of 83,000 new jobs
through this investment,'” fuelling the Sri Lankan government’s
hopes that the port would, among other things, reduce poverty in
the country’s south and in doing so address the regional economic
imbalance.

Far from novel, the idea of developing a Hambantota port
had been floated for many years yet rejected by successive gov-
ernments, which questioned its economic viability. As one news
report recounted, “It was only when an individual named Ariya
Wickramanayake funded his own research into the port’s poten-
tial, and presented it to Rajapaksa, back then a minister, that the
idea took hold.”*® When Rajapaksa came into power in 2005, the
project gained momentum. Although India initially offered to col-
laborate with Sri Lanka, New Delhi’s concerns about the project’s
economic viability won out in the end, and the project was awarded
to China in a move that was widely seen as an attempt by Sri Lanka
to cement good relations between the two countries, according to
a US diplomatic cable released by WikiLeaks."

The construction of the Hambantota Port project involves
three stages. Construction of the first phase started in 2008 and
was completed in November 2010 with an investment of approxi-
mately $361 million and as a joint venture of Sinohydro and the
China Harbour Engineering Company (CHEC). Eighty-five percent
of funding came from China’s Export-Import Bank through a loan
at 6.3 percent interest; fifteen percent came from the Sri Lanka
Ports Authority. Sinohydro is a Chinese state-owned hydropower
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and engineering company that specialises in, among other things,
architectural projects and electric power investments. It invests
and provides project financing, consultation, and construction
services, and has projects around the world, from a power plant in
Pakistan to a dam in Honduras. CHEC is an engineering contractor
and subsidiary of CCCC, which focuses on infrastructure construc-
tion, including marine engineering, dredging, and reclamation. As
the world’s second-largest dredging company, CHEC is active in
Asia, Africa, and Europe.

The Export-Import Bank, for its part, is a state-funded and
-owned policy bank dedicated to supporting China’s foreign trade,
investment, and international economic cooperation. According
to its website, “the Bank plays a crucial role in promoting steady
economic growth and structural adjustment, supporting foreign
trade, and implementing the ‘going global’ strategy.””® As the New
York Times reported in 2018, “to obtain the loan [from the Export-
Import Bank], Sri Lanka was required to accept Beijing’s preferred
company, China Harbor, as the port’s builder,”*! leaving the island
nation with little choice in the matter. This first phase also involved
the construction of shipbuilding, bunkering, crew-changing, and
ship repair facilities. Furthermore, two breakwaters, a 600-metre
turning circle, a 600-metre general purpose berth, a 610-metre oil
quay, a 105-metre service berth, roads, and associated buildings
were constructed, a 210-metre-wide entrance channel dredged,
and a seventeen-metre-deep basin area excavated.?

Construction of the second phase started in 2012, soon after
the completion of the first phase. At first it was slightly delayed
by a huge rock whose presence at the entrance of the harbour
prevented vessels from entering before it was forcibly removed at
a cost of forty million dollars. This phase—also financed by the
Export-Import Bank—cost $810 million and was developed by
CCCC. CCCC is also a multinational engineering and construction
company; it is primarily engaged in the design, construction, and
operation of infrastructure assets. According to plans, this phase is
subdivided into three additional stages. The first stage involves the
construction of a 2,140-metre-long quay wall accommodating four
100,000-tonne and two 10,000-tonne wharf berths; the second
stage the development a 50-hectare offshore artificial island with
an elevation of eight metres; and the final stage the construction
of a 300-metre-long and seventeen-metre-deep oil container ter-
minal, four 100,000 tonnes deadweight (DWT) container berths,
one 100,000 DWT oil wharf, and two 30,000 DWT feeder berths.
Furthermore, 400,000 square metres of roads, a 490,000-square
metre harbour basin, and sixty hectares of yard area with associ-
ated yard handling equipment would be developed.?® This phase is



still in progress.

The project’s third phase is expected to be completed by 2023
and will involve the addition of a dockyard. Moreover, an invest-
ment of $550 million will see a tax-free zone established for ship-
building, repairing, and warehousing.?* Once completed, the port
will occupy 4,000 acres of land and be the largest in South Asia,
with the capability to accommodate thirty-three vessels at a time.

China has also invested heavily in Mattala Rajapaksa Inter-
national Airport, one of two international airports in Sri Lanka.
Construction began in 2009, and the airport was opened in 2013.
The project, which cost the Sri Lankan government $209 million,
with a $190 million loan issued by the Export-Import Bank,? has
been dubbed a ‘white elephant’?®*—an investment project with a
negative social surplus”’—and hailed as the world’s emptiest air-
port®® due to a lack of flights.

Sri Lankan Debt and the Transfer of the Port

What may initially seem like a straightforward development
project is, in fact, complicated by the nature of Chinese invest-
ments and Rajapaksa’s Chinese ties, factors making possible the
port’s eventual use by the Chinese Navy. The stated rationale for
building the port has been questioned from the start. According to
the New York Times, “officials questioned the wisdom of a second
major port, in a country a quarter the size of Britain and with a
population of 22 million, when the main port in the capital was
thriving and had room to expand.” Furthermore, “[f]easibility
studies commissioned by the government had starkly concluded
that a port at Hambantota was not economically viable.”?

Nonetheless, the project was pushed through by Rajapaksa,
and Sri Lankan debt to China began to grow in what many consid-
er a prime example of debt diplomacy,*® whereby a creditor coun-
try intentionally extends excessive credit to a debtor country with
the intention of extracting economic or political concessions from
the latter once it becomes unable to honour its debt obligations.
Indeed, Beijing’s willingness to provide loans near or at market
rate, with minimal conditions attached, has made Chinese loans
exceedingly attractive in many parts of the world.*! By contrast,
for decades, Western countries offered developing countries high
interest market rate loans, a strategy that misfired when the lat-
ter failed to repay the interest acquired. Developing countries have
also tended to prefer Chinese bailouts to International Monetary
Fund (IMF) ones.3?

When China “revised its loan interest rates from 1-2% float-
ing to 6.3%, it became clear Hambantota was more than just an
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investment opportunity for China.”** It was also found that during
the 2015 elections, “large payments from the Chinese port con-
struction fund flowed directly to campaign aides and activities for
Mr. Rajapaksa, who had agreed to Chinese terms at every turn and
was seen as an important ally in China’s efforts to tilt influence
away from India in South Asia.”*

Sri Lanka is one of many “smaller countries [that] have found
themselves owing debts they cannot pay” amid a growing Chinese
footprint in the Indian Ocean.*® Facing mounting debt, Sri Lanka
formally transferred 80 percent of the port’s ownership to the
China Merchant Port Holding Company (CMPHC) in December
2017, leasing it and 15,000 acres of surrounding land for ninety-
nine years. Critics of Sri Lanka’s government have charged it with
threatening the country’s sovereignty, and say that its dealings
with China recall a time when the country was colonised and sub-
jugated by major powers. Indeed, in 2018, the government was set
to repay an estimated $12.68 billion in debt to the likes of China,
Japan, the World Bank, and the IMF.?® Sri Lanka also owed more
than $8 billion to various state-controlled Chinese firms; valued at
$1.1 billion, the Hambantota Port deal was necessary to reduce Sri
Lanka’s debt burden.

Furthermore, once the debt began to rise, “Sri Lankan offi-
cials became desperate to get the debt off their books” and “the
Chinese demands centered on handing over equity in the port
rather than allowing any easing of terms.”®” Although Rajapaksa
was voted out of office in 2015, Sri Lanka’s new government,
which had threatened to cancel numerous Chinese projects and re-
duce the country’s dependence on China if elected, quickly realised
that its options were few amid growing debt. Still, it reconsidered
some deals and halted the construction of many projects, delaying
revenues that could have been generated, and made it even more
difficult to service loans.

With the suspension of the Port City project in Colombo
costing the CCC $380,000 per day, demands were made for $125
million to compensate the delaying of the project for more than
a year.® With the debt piling up and increasing pressures, the Sri
Lankan government had no choice but to hand over the Hamban-
tota Port, first doing so during a 2014 visit to Sri Lanka by Xi that
saw his Sri Lankan counterpart quietly grant Chinese firms oper-
ating rights to four of the seven container berths at Hambantota
on a thirty-five-year lease.®® This, after a year in which Hamban-
tota had fewer than a hundred vessels berth and the Sri Lankan
government spent thirty million dollars on the interest alone. The
entire port along with 15,000 acres of land around it was formal-
ly handed over for 99 years due to Sri Lanka’s struggle to pay its



debts to Chinese firms.*

Sri Lanka’s situation highlights the dire consequences a debt
trap can have for a country. Despite having handed over the port
to China, Sri Lanka remains mired in massive debt, an extreme-
ly precarious position. Should Sri Lanka fail to service Chinese
loans, Hambantota may turn out to be just the first of many Chi-
nese takeovers there. To further complicate matters, only select
passages from the Hambantota agreement have been disclosed,
with the Sri Lankan government reluctant to share the document
with Parliament.*! Already, voices in the country have spoken out
against the giving away of Sri Lankan land to China.*

In addition to the economic and political implications of
China’s growing footprint in the country, Chinese projects in Sri
Lanka have also had significant social and environmental reper-
cussions that Sri Lanka’s government cannot afford to ignore. Chi-
nese projects have led to encroachment on large swathes of agri-
cultural land in the Hambantota region.*> Meanwhile, stretches of
highways have cut through key elephant corridors, and elephant
habitats have been affected by the construction of Mattala Raj-
apaksa International Airport, which saw wildlife officials sum-
moned to chase the animals off the runway.*

In a regional context, Chinese control of the Hambantota
Port has fuelled national security concerns in India, whose gov-
ernment has been a vocal yet lonely critic of BRI from the start.
New Delhi refused to send a representative to the 2017 Belt and
Road Forum, disquieted by the fact that the China—Pakistan Eco-
nomic Corridor (CPEC) runs through the territory in Kashmir dis-
puted over by India and Pakistan. China’s growing footprint in Sri
Lanka has also led to worries that Beijing’s projects may double
as military assets: already, in November 2014, Chinese subma-
rines docked at the port of Colombo, something that could easily
happen again at Hambantota, which may be a naval facility in the
making.

Amid reports that China is contemplating gifting a frigate to
the Sri Lankan Navy, “it seems clear that a process for the creation
of a Chinese naval outpost in India’s near-neighbourhood has just
begun. Beijing’s move creates the grounds for the insertion of
PLAN training and support teams at Sri Lanka’s naval command,
which is bound to result in the positioning of greater Chinese na-
val assets at the facility,” regional observers have said.*” “New Del-
hi feels that this affects its security concerns and also is a violation
of the 1978 accord between Sri Lanka and India that promises that
neither country will let its ports be used for activities that would
affect the other’s ‘unity, integrity and security.”

The present article has shown how BRI has unfolded in the
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Sri Lankan port of Hambantota. For China, which has sought
to extend its reach and avoid the Malacca Dilemma, Sri Lanka is
critical to the success of MSR. Given its proximity to the Indian
Ocean’s sea lanes, if developed, it could become a major hub like
Dubai or Singapore. The port of Hambantota, the centrepiece
of China’s growing footprint in Sri Lanka, is to be built in three
phases and expected to be completed in 2023: phase one has al-
ready been completed, and phase two is underway. However, the
Sri Lankan government has found itself in a bind thanks to the
Chinese government’s approach to extending loans to the island
nation.

The Sri Lankan government has taken on massive debt, al-
lowing China to use debt diplomacy as a means to turn bad loans
into strategic investments and convert economic losses into geo-
political gains. The strategic port of Hambantota, leased to China
for ninety-nine years, has become a casualty of this practice. Val-
ued at one billion dollars, the port has reduced Sri Lanka’s debt to
China yet disquieted the government of India, which must be pro-
active in strengthening its relations with Sri Lanka and ensuring
that Colombo does not come too far under China’s influence—for
its own good.
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THE TRIAD TRIALS:

CONSEQUENCES OF COOPERATION BE-
TWEEN CHINESE ORGANIZED CRIMINAL
GROUPS AND POLITICAL SOCIETY

Brody Weinrich, Georgetown University

Abstract

In recent decades, Asia has experienced substantial economic growth
amidst fundamental changes caused by globalisation. Organized crime has
evolvedinto an enduringtransnational problem, as drugand human trafficking,
financial crime, and other illicit activities continue to harm impoverished
and marginalized populations. Although organized criminal groups in Asia
boast a long history that, in the case of the Chinese triads, dates back to the
seventeenth century, the twentieth century saw organized criminal groups
become profoundly involved in politics. Criminal groups have cooperated with
governments on numerous occasions, providing security in ways the latter
cannot and helping politicians achieve otherwise unrealistic goals — often
through violence. Organized criminal groups have accumulated political
capital and influence over time and used them to seize opportunities to invest
in both legitimate and ‘grey’ enterprises as part of a larger restructuring effort
aimed at capturing the newly-opened Mainland Chinese market’s massive
profits and ensuring their survival in the modern world. These new businesses
provide a fagade of legitimacy, even as organized criminal groups use their
extensive, fluid networks to continue their illegal activities. This paper focuses
on the Shanghai Green Gangs and the Hong Kong-based triads in its analysis
of how political actors have cooperated with criminal gangs, and argues that
the political dimensions of triad activity have played a crucial role in Chinese
organized criminal groups’ integration in regional as well as transnational
crime, to which they are central today.

Introduction and Context: Modern Asian Transnational
Crime

Tour agencies in northern Thailand advertise trips to the in-
famous Golden Triangle, where Myanmar, Laos, and Thailand con-
verge along the Mekong River. The mountains dotting this border
region’s landscape are the epicentre of some of the world’s most
sophisticated narcotics networks. Since the opening up of China
starting in 1978, the Golden Triangle and southern China have be-
come key centres for the mass production of methamphetamines,

Brody Weinrich, “The Triad Trials: Consequences of Cooperation Between
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fentanyl, and other dangerous substances," which complex crimi-
nal networks traffic through China and Hong Kong to distribute
around the world, netting massive profits in the process.? Gangs
use these same networks for wildlife and human trafficking, ille-
gal e-waste disposal, counterfeit medicine production, and other
harmful enterprises.

As China and Southeast Asia continue to grow economi-
cally, heavy investment in infrastructure linking countries has
supplemented free trade agreements with neighbours to promote
cross-border trade traffic.’> China’s Belt and Road Initiative has
prompted multilateral efforts to build stronger international links
in road, rail, and related transport infrastructure. However, lim-
ited cooperation in developing an integrated security apparatus
has left the region’s governments woefully underequipped to meet
new transnational security challenges.* Amid the prioritisation of
raw economic growth, police forces can do little more than main-
tain order. Harsh policing responses to drug trafficking have been
ineffective, as in Rodrigo Duterte’s Philippines, where violent
crackdowns have simply consolidated criminal groups and created
tragic spillover effects that primarily affect civilians.” Innovations
in security cooperation have not accompanied economic and infra-
structural integration, leaving the region vulnerable to organized
crime.

The modern organized criminal group has unique traits that
require governments to fundamentally change the way they ap-
proach the issue. Long-established criminal groups have merged
with regional networks and become more decentralised, looser,
and less visible.® More fluid and less rigidly hierarchical in organi-
zation, they receive cover from skyrocketing migration numbers
and use modern technologies and advanced logistical and opera-
tional methods to do business with larger markets that are fur-
ther away while evading detection. Yet they have maintained their
forceful, functional presence, using violence strategically so as to
ensure smooth operations. In many cases, so-called red-black net-
works connect organized criminal groups with corrupt state ele-
ments, especially in Chinese local politics.’

If policymakers in Asia intend to address these emerging
challenges more accurately, they must carefully investigate how
criminal networks have become so entrenched in the region. Chi-
nese organized criminal groups represent key twentieth-century
players, particularly in Hong Kong, with its role as the gateway to



Mainland China and as an ideological battleground between the
Chinese Communist Party (CCP) and the Guomindang (GMD).
Said criminal groups have seized opportunities to not only survive
but thrive because of two twentieth-century trends. First, orga-
nized crime has exploited engagement with politics. Today’s orga-
nized gangs have proactively involved themselves with politicians
and in the political process, and some governments have even
reached out to, and offered to cooperate with, organized criminal
groups. These interactions provide gangs with social and economic
capital and leave them deeply ingrained in society. Second, us-
ing this newfound capital, organized criminal groups have initi-
ated what has been called ‘professionalisation’,® using ill-gotten
economic resources and resorting to illegal methods to establish
either legal or ‘grey’ enterprise forcibly in pursuit of legitimacy
and new profit pipelines. The harmful effects of these trends in
organized crime - from environmental damages and extortion to
human trafficking and armed violence — have been largely borne
by the region’s poor.? In 2015, farmers and unemployed persons
accounted for nearly 80 percent of drug-related arrests in China,™
and while Southeast and East Asia continue to prosper, their need-
iest fall further behind.

This paper turns to China and Hong Kong to examine how
key organized criminal networks have evolved. China and Hong
Kong have long been central to transnational crime in Asia. Af-
ter the conclusion of the Chinese Civil War in 1949, the ideologi-
cal struggle between the CCP and GMD persisted in Hong Kong,
home to the increasingly powerful triads. This paper examines
how Chinese triads and related groups have uniquely interacted
with and utilized the political arena to build influence as well
as how they have used this capital to legitimize themselves and
deeply integrate themselves into society’s mainstream. This paper
argues that although triads and related groups served important
short-term functions for state elements, the former’s engagement
with political bodies compromised the latter’s ability to eradicate
these criminal networks and directly enabled gangs to effective-
ly legitimize themselves and frame their operations as integral,
functional components of society. This analytical account provides
those policymakers hoping to combat the enduring transnational
criminal networks we see in the region today with critical context.
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The Origins and History of Chinese Organized Crime

With a history that sometimes overlaps with mythology,
today’s organized criminal groups in China originate from centu-
ries-old secret societies. The Chinese triads were preceded by the
seventeenth-century Hung Mun, a secret society of ‘blood broth-
ers’ with explicit political goals.™ The Hung Mun (unsuccessfully)
attempted to overthrow the Qing dynasty and restore China’s for-
mer Ming rulers. Among the traits the group shared with today’s
triads were a clear hierarchy, initiation ceremonies, and codes of
conduct based on loyalty, righteousness, secrecy, and brotherhood.

Similar self-help groups for marginalized rural workers were
formed on Shanghai’s outskirts in the 1700s." Elites viewed these
loose coalitions as a political threat at various points in the eigh-
teenth and nineteenth centuries. While the Hung Mun gradually
fragmented into various secret societies that later became some
of today’s best-known triads, these Shanghai boatmen’s allianc-
es coalesced in the 1870s as the Anging Daoyou, the legendary
Shanghai Green Gangs’ direct predecessor. These self-help groups
also resolved disputes and provided their members with social
support.’® Only in response to suppression did these groups enter
the illicit economic sectors with which triads are associated today.
These new ‘dark societies’ maintained traditional characteristics
yet began to compete for control over illegal activities, especially
after European colonial powers established footholds for opium
trafficking.

Britain’s victory in the First Opium War opened several ports
to foreign traders, allowing British merchants to continue import-
ing opium from colonial India into China, with its lucrative mar-
ket."* In addition to the establishment of colonial concessions in
Shanghai, Hong Kong Island also came under the control of the
British crown, which, by the turn of the century, had long-term
leases on both the Kowloon Peninsula and the New Territories.'
Hong Kong’s cession to the British had the most profound impact
of any Treaty of Nanking provision. Hong Kong links South and
Southeast Asia to China’s most populated coastal provinces. While
the Chinese government maintained sovereignty and authority
over colonial Shanghai, the British gained full possession of Hong
Kong.'® The legal and governmental systems and institutionalized
financial networks imported by Britain facilitated opium traffick-
ing,'” while the colony’s transient character as a trading hub meant



that its disproportionately male, temporary residents mixed with
displaced individuals from the mainland, creating an environment
in which vice could thrive.'® The secret societies dissolved into
smaller triad gangs and related groups, such as the famous Sun
Yee On triad, and competed for control of these illicit markets.*

The most iconic symbol of the triad presence in Hong Kong is
the Kowloon Walled City, the only part of Hong Kong that China
refused to cede to Britain. Over time, this northeastern Kowloon
settlement, which was, at one point, more than four times denser
than modern-day Manhattan,?® became isolated from the main-
land but remained free from formal British authority. As residents
built upward and inward, the city’s precarious legal status and haz-
ardous environment discouraged the Hong Kong authorities from
consistent or thorough policing.?’ The resulting power vacuum
provided Sun Yee On, 14K, and other gangs with a base of opera-
tions. The Walled City became a hotbed for opium dens, brothels,
dog meat restaurants, and similar businesses. Outside the Walled
City, triads resorted to extortion, money laundering, and fraud to
supplement their profits.?? They also corrupted Hong Kong police-
men, whose meagre incomes were supplemented by bribes. The
British regime ignored or tolerated these entrenched police-triad
alliances until the latter half of the twentieth century.”

The colonial government began reforming the Hong Kong
police in the 1970s, but triad groups utilized their massive capital
and influence to adapt.?* After the CCP took power in Mainland
China in 1949, Hong Kong became the only major point of access
to Mainland China’s enormous population. Hong Kong’s status as
the gateway to China propelled its economic growth and bolstered
its regional status, which combined with growing concentrations
of organized criminal and other unruly groups to form a hotbed
for political violence and organized crime. Organized crime and
triads became involved in political and ideological power struggles
and trafficked humans, drugs, and other counterfeit or prohibited
goods between the mainland and Hong Kong.

Twentieth-century Chinese society offers a myriad of exam-
ples of how political organizations and organized criminal groups
have engaged with one another proactively. It also demonstrates
how organized criminal groups have used ill-gotten wealth and re-
sorted to illicit methods to infiltrate the legitimate economy and
gain greater mainstream acceptance. To better understand how to
combat organized crime today, it is vital to understand how orga-
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nized crime has capitalized on opportunities to engage with po-
litical actors and how organized criminal groups have evolved to
survive in a changing world.

Cooperating with Crime:
Twentieth-Century Chinese Political-Criminal Engagement

For several decades in the early 1900s, the Shanghai Green
Gangs dominated Shanghai’s political life. Shanghai’s three ju-
risdictions - the Chinese-run city, the International Settlement,
and the French Concession — competed with one another and re-
mained under-resourced and consequently incapable of handling
basic security functions. Green Gang groups that trafficked opium
flourished in this environment.” Because colonial governments
could not properly manage Shanghai’s complex social relations,
they enlisted the Green Gangs to fill the power vacuum and police
the concessions.

Organized criminal groups’ involvement in policing and se-
curity left them with powerful political contacts, from the French
Concession authorities to both of that era’s major revolutionary
parties, the GMD and the CCP. The Green Gangs pragmatically
worked with both sides of the revolutionary struggle. The GMD’s
most influential leader, Chiang Kai-shek, actively built close ties to
Du Yuesheng’s Green Gang. The CCP, however, acted with caution
in the face of that Green Gang’s influence among both Shanghai’s
labourers and its elites. Chiang’s GMD allowed Du’s opium rackets
to operate unimpeded on the condition that Green Gang mem-
bers acted as paid ‘shock troops’, violently attacking CCP-affiliated
workers’ organizations.?

An alliance with Du’s Green Gang was a double-edged sword.
These organized criminal groups became indispensable arms of
government. The GMD incorporated the Green Gangs into their
vision for a Chinese state, using them to reconcile the diverse in-
terests of workers, elites, and the state. The French colonial gov-
ernment desperately needed Green Gang members to serve as
both police functionaries and intermediaries between the French
authorities and Chinese government officials.?” Consequently, the
Green Gangs gained de facto legitimacy, and for two decades after
the 1927 GMD coup, in which he played a key role, Du enjoyed
immense political power and wielded leverage allowing him to
continue pursuing his own interests. Several mob bosses assumed



formal positions of power in the French Concession’s Provincial
Concession, and Du was made the chairman of the elite Shang-
hai Civic Association. This pragmatic alliance with GMD elements
proved to be a wise investment, with the French forced to tolerate
organized criminal activities as an alternative to chaos and disor-
der.

When the CCP eventually triumphed over the GMD in 1949,
Mao Zedong set about eradicating even those gangs that had as-
sisted the CCP?® forcing Du and other Green Gang members to
leave Mainland China or risk execution. The Taiwanese GMD hon-
oured Green Gang members as heroes for their role in fighting
communism. When Du died in 1951, Taiwanese businessmen sent
their condolences, and the Taiwanese government erected a statue
of him out of gratitude.”

Nevertheless, the ideological struggle between the CCP and
the now-exiled GMD shifted to the battleground of Hong Kong.
Its heavy triad presence allowed cooperation between organized
crime and state elements to continue. Both political parties used
local gangs for espionage, incitement and suppression of protests,
and other underhanded activities.*® Just like Shanghai’s Green
Gangs, Hong Kong’s triads saw these connections as practically
useful, advancing their own interests by leveraging the principle
of guanxi, a traditional system of reciprocity and mutual trust. A
few key incidents highlight how triads and state elements cooper-
ated in the political sphere.

A GMD general founded the 14K triad in 1947 to fight com-
munists in southern China.? It received intelligence support from
Taiwan and financial support from GMD businessmen as it set up
base in Kowloon Walled City.*? In 1956, on Double Ten Day, the
national day of the GMD-run Republic of China, mass protests be-
gan after the Hong Kong authorities cracked down on displays of
support for Taiwan. 14K and other groups appropriated the move-
ment and incited riots, fanning the flames of anger and directing
it against Hong Kong’s seemingly pro-Beijing police.*

Inspired by the Cultural Revolution shortly after it began in
Mainland China, activists in Hong Kong took to the streets in
1967. The Cultural Revolution’s violence similarly spilled into
Hong Kong, and the ensuing Maoist riots saw fifty-one people
killed over several months.34 Organized criminal groups incited
violence with at least tacit support from Beijing; bombings killed
several people, and mainland Chinese militia shot others at the
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Sha Tau Kok border. Other triads helped quell the violence, work-
ing with the Hong Kong police to restore order, leading to the birth
of a more systemic triad—police alliance.®® Powerful elements of
Hong Kong society came to view organized criminal business as
just another form of business—one that may operate in the dark
yet is still profitable. The public viewed triad-police ties as inex-
tricable, a perception that endured even after serious policing re-
forms undertaken in the 1980s in anticipation of reunification
with the mainland.

The 1980s and 1990s witnessed brazen government-triad
cooperation. In 1984, Deng Xiaoping introduced the idea of ‘patri-
otic triads’, drawing from the United Front strategy that Chinese
communists had long employed to co-opt potential rivals.’” Tao
Siju, who served as China’s public security minister from 1990 to
1998, echoed these sentiments in 1993, claiming that “as long as
these people are patriotic [and] concerned with Hong Kong’s pros-
perity and stability, we should unite with them.”® CCP officials
leveraged mainland networks to create unprecedented economic
opportunities for Hong Kong-based triads in return for their co-
operation. For instance, National Committee Vice Chairman Ye
Xuanping lent his image—and with it his legitimacy—to a film
production centre owned by the Sun Yee On. Beijing paid these
groups in social capital for contributing to ‘patriotic’ causes.*
These groups, in turn, seized opportunities to expand amid the
opening up of China, making it easier for Beijing to carry on the
ideological struggle in Hong Kong, such as by intimidating pro-
democracy protesters and activists.

Beijing espoused three major goals.* First, it sought to pre-
vent the emergence of a triad-activist nexus. Following the Ti-
ananmen Square unrest in 1989, Hong Kong triads had helped
smuggle leaders of the pro-democracy movement out of China.
Second, because many Hong Kong residents distrusted Beijing and
because of public questions surrounding the proposed ‘one coun-
try, two systems’ model’s structure and effectiveness, the CCP pri-
oritized the maintenance of order and prosperity in Hong Kong
during its handover. Third, because of past GMD efforts to estab-
lish an ideological base in Hong Kong, Beijing feared that Taiwan
would use its United Bamboo triad to gain a physical foothold in
the colony or otherwise directly penetrate Hong Kong’s political
system.*

Beijing’s concerns were not unfounded. In addition to em-



bracing gang members as GMD heroes and making them United
Bamboo members, Taiwan had developed a unique form of or-
ganized criminal activity: heijin zhengzhi, or black-gold politics,
which saw organized criminal groups and powerful business inter-
ests join forces to influence Taiwanese politics. Even today, many
Taiwanese chief executives have ties with, or are members of, triad
groups, and up to one-third of elected officials in Taiwan are be-
lieved to have been gang members at some point.*” The GMD also
carried out covert operations in the Golden Triangle. Beginning
in the 1950s, the GMD convinced rural farmers to expand — or
coerced them into expanding — opium and heroin output by up
to twenty times, utilizing taxes and profits to finance anti-CCP
activities.”* The GMD’s extensive legacy of using organized crime
for underhanded actions dates back to Chiang and directly led to
heijin zhengzhi, leaving the Taiwanese state dependent on orga-
nized crime for regular political functions and, in the context of its
confrontation with the CCP, ideological war.

Deng’s pursuit of the United Front strategy coincided with
China’s economic liberalization and its opening up to the world.
As much of China’s enormous population rapidly rose out of pov-
erty, organized criminal groups noted the massive potential profit
this market promised with a growing appetite for vice and leisure.
In preparation for Hong Kong’s reunification with the mainland,
these groups began competing for mainland Chinese business and
territory. Given the structure of China’s government, political of-
ficials carried profound influence, and so the United Front strat-
egy presented said groups with an ideal means to capitalize on ties
with CCP officials to gain social capital and beat the competition.*

Triads and other gangs have remained involved in Hong
Kong politics on a smaller scale and in less visible ways.** Their
social and political capital has allowed them to expand their ac-
tivities and shift or extend some to Mainland China. Governments
have turned to criminal groups when their goals have required
that they resort to politically unviable methods or when they have
been physically incapable of delivering key social services. In other
cases, they have openly co-opted criminal groups as part of ideo-
logical or violent struggles. Overall, the Green Gangs and triads
have demonstrated how organized criminal groups can, on some
occasions, threaten the political establishment, yet on others be-
come vital components of existing social and political structures.*®
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Organized Crime and the Mainstream:
From Political Links to Grey Society

The political-criminal nexus that developed on the basis of
the symbiotic relationships between political parties and criminal
gangs provided criminals with substantial political capital. Tri-
ads and related groups not only enjoyed unprecedented access to
government officials; they now also had more power over them.
These groups utilized their ties to expand into the economy’s le-
gitimate sectors, and by combining their political capital and ill-
gotten wealth, they diversified their investments and entrenched
themselves even more deeply by entering either fully legal or ‘grey-
area’ sectors of the economy. Although these efforts involved vari-
ous criminal activities, they successfully secured a place for said
groups in mainstream commerce, legitimized crime bosses, and
cemented the place of said groups as integral components of so-
ciety. Especially as Mainland China was opened up to the world
anew, said groups quickly took advantage of their ties with main-
land officials to enter the new markets, surviving — and profiting
— as semi-legitimate enterprises.

Large, highly organized criminal groups still have safe havens
in the region. Still, the patience of the public as well as the state has
tended to run out quickly whenever a given operation or site has
become too burdensome or gained too much notoriety. Kowloon’s
Walled City survived until its 1993 demolition; more recently, the
Chungking Mansions in Tsim Sha Tsui, Hong Kong gained a repu-
tation as a refuge for drugs and criminals before being cleaned up
by the Hong Kong police.*” Gangs wishing to avoid the uncertainty
of such an ephemeral existence have looked to society’s grey area.
Even Mong La - a city along the China-Myanmar border ruled by
the warlord Lin Mingxian and de facto independent of Burmese
government control - has followed this trend. Once the headquar-
ters of a highly organized drug syndicate,*® Lin claims that opium
no longer passes through Mong La. The jungle paths once used to
traffic drugs into China now accommodate Chinese tourists seek-
ing to circumvent travel restrictions.* While Mong La’s autonomy
and isolation make it an ideal sanctuary for vice, even Lin has piv-
oted from drug trafficking to greyer industries such as gambling.

Du used his unrivalled political influence in Shanghai to
pursue sustainable economic prosperity. After around 1932, Du
limited the use of gangster tactics so as to not appear to threat-



en Shanghai’s political and commercial elites.*® He leveraged his
opium monopoly and political stature to differentiate Green Gang
investments across banking, general shipping, and city food sup-
ply. Du gained tangible respectability among these segments of
Shanghai urban society, enabling him to continue blending orga-
nized crime and legitimate business. For instance, Du took con-
trol of the Zhonghui Bank and set up his own shipping business
to enhance his opium business’s independence and diversify his
shipping activities. Du’s gang became so deeply embedded in the
Shanghai economy’s legitimate and illegitimate sectors that it
took a violent, ideological campaign to remove him.

Late twentieth-century Asia’s rapid economic development,
along with globalization more broadly, has made these legitimisa-
tion strategies not only more necessary, but also more lucrative.
In addition to their growing ties to the vast Chinese diaspora, tri-
ads derived social capital from their links with CCP officials.* For
example, Macau retains its status as China’s only jurisdiction in
which gambling is legal. Hong Kong-based triads control Macau’s
most active casinos and associated prostitution and drug ventures
and prey on corrupt Chinese officials, who have been known to
spend more than US $10 million in state funds on their gambling
trips.>? These profit opportunities also allow triads to build con-
tacts with CCP officials, ties that, in turn, frequently create in-
vestment opportunities in Mainland China. These so-called grey
entrepreneurs so thoroughly blurred the lines between organized
crime and business that the two become indistinguishable.> Not
only did gambling rackets, laundering, and fraud multiply their
profits, they also offered known triad bosses a chance to reinvent
themselves.

The outsourcing by businesses and governments of illegal or
politically unpopular activities to triad groups enabled the entry
of criminal groups into legitimate sectors of the economy. While
triad bosses gained political and commercial influence through
these reciprocal relationships, their behaviour became socially ac-
ceptable, with the violent enforcement of contracts and the use of
intimidation and other underhanded tactics — even the intimida-
tion of corporate stakeholders at meetings — no longer disquali-
fying or delegitimizing for a triad-owned enterprise. Businesses’
criminal connections ceased to be controversial.

One Sun Yee On boss, Jimmy Heung, founded major me-
dia businesses in Hong Kong, propelling him to popularity as a
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producer and director. Heung had taken advantage of the United
Front strategy and received immense social capital from Beijing in
return,® using it to cooperate with a mainland Chinese corpora-
tion and manipulate company stock prices in Hong Kong to laun-
der his money and enrich himself. His brother, Charles, does not
deny his family’s history, but he claims no involvement in triad
activities.>®> Whether or not he worked with triads, Charles’s Sun
Yee On connections left him with similarly substantial social capi-
tal to use in Mainland China. Shortly after Tao applied the patri-
otic triads concept to Hong Kong’s gangs, Charles and Tao opened
a jointly owned nightclub in Beijing.* Heung’s triad background
provided him with both the financial resources and the political
connections required to penetrate Mainland China’s markets.

Hong Kong gangs began funding crime and business in Main-
land China using connections built thanks to the United Front
strategy in response to market liberalisation and in anticipation of
reunification with the mainland. Competition for domination of
the mainland’s illicit markets generated crime waves and violence,
especially in areas neighbouring Hong Kong such as Shenzhen.”’
Law enforcement proved to be ill-trained at best and corrupt at
worst, and triads eagerly met a growing demand for violence, both
as protectors and as enforcers. Triad gangs also leveraged ties with
local and county-level Chinese officials to invest in grey enter-
prises in Mainland China, welcomed by the Chinese authorities
as businesspeople regardless of where they came from, be it the
increasingly inhospitable Taiwan or Hong Kong.*® The authorities
came to function as a baohusan, or protective umbrella,*® and, in
exchange, extracted millions of yuan from said businesses through
a combination of bribery and joint ownership.®°

When the governments of Hong Kong and Taiwan turned
away from organized criminal groups and launched forceful anti-
triad campaigns, triads migrated to the mainland, drawn to its
massive market and profit-minded government officials. Orga-
nized criminal gangs have since built vast grey empires in main-
land Chinese industries,*! operating through businesses that exist
legally yet engage in racketeering and other illicit activities in se-
cret: consider that many karaoke clubs serve fronts for prostitu-
tion rings. The mostly male residents of, and the myriad business-
men who visit, the factory city of Dongguan in Guangdong have
fostered a robust sex industry.®” Recent estimates suggest that 10
percent of Dongguan’s workforce is in the sex trade, and local offi-



cials are believed to hold shares in most of the businesses involved
in the sex trade.®® Like any other business, Dongguan’s sex indus-
try has standardized recruitment, training practices, and market-
ing campaigns.®

At times, organized criminal groups have used their illegal
profits to enter legitimate sectors of the economy. But more often,
they have strived to maintain a business-like facade while sticking
to underhanded approaches. This strategy ensures their survival
as they grow large enough to sway powerful interests and gain in
stature in the public’s eyes. With rigid, hierarchical structures rel-
egated to the past, modern triads increasingly rely on informal,
flexible social connections, both within and between organized
criminal groups, to break the law with impunity,® scaling up and
down as needed to seize opportunities and avoid detection.®® This
strategy also ensures that these groups thrive and are able to reap
large profit margins in a global market with large-scale business
ventures that is more interconnected than ever before. To be sure,
Chinese triad groups are not the only organized criminal groups
resorting to these tactics. However, Chinese and Hong Kong triads
have uniquely capitalised on opportunities to carry out key func-
tions for the region’s governments and on this basis gained politi-
cal influence allowing them to profit handsomely and come to be
accepted as integral components of their societies.

Conclusion: Organized Crime’s Penetration of Society’s
Mainstream and Its Consequences

The Hong Kong police strictly regulate ‘triad’ status, itself a
source of social capital that can impede law enforcement if a crimi-
nal gang without the proper resources and standing receives it. It
is associated with patriotism because organized criminal groups’
predecessors, the secret societies, sought to overthrow China’s
Qing rulers, who were Manchus.®” Nor has it been forgotten that
the triad-linked brotherhoods began as self-help organizations for
marginalized, lower-class groups. All this makes reckless applica-
tion of the ‘triad’ label potentially damaging to the fight against
organized crime.

The ideological struggle between the GMD and the CCP
served as the backdrop for Chinese organized crime’s engagement
with the governments of Mainland China and Hong Kong. GMD
and CCP leaders and colonial authorities readily cooperated with
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powerful organized criminal groups to further their political and
ideological goals and carry out security functions. At times, politi-
cal and economic elites hired thugs to do that which they could not
do themselves, such as when the GMD hired United Bamboo to
assassinate the political dissident Henry Liu.®® Incidents continue
in Hong Kong, where in 2017 a pro-Beijing group assaulted the
young activist Nathan Law; three years earlier, Shui Fong triad-
linked motorcyclists attacked the outspoken newspaper editor
Kevin Lau with a meat cleaver, an act for which they were paid
handsomely.®® The authorities and CCP-linked triad bosses have
cooperated in dispersing pro-democracy activists, such as during
the 2014 Occupy protests.”

The engagement of the governments of China and Hong
Kong with organized criminal groups combined with the geopo-
litical importance of Hong Kong and southern China to leave these
triad gangs more influential and resilient than ever before. Still,
the political-criminal nexus and criminal groups’ penetration of
legitimate sectors of the economy have been designated as priori-
ties by law enforcement officials in almost every Asian country.”
Chen Xiaocun, an official in the Criminal Investigation Division of
China’s Ministry of Public Security, has publicly called these two
issues the two largest concerns of his organization.”

The case of Chinese triads demonstrates the dangers of both
trends. Organized crime specializes in violence entrepreneurship,
and when state elements cooperate with it, they erode the state’s
legitimacy and authority, which are derived in large part from the
state’s monopoly on violence. To engage with organized criminal
groups is to forfeit that monopoly and subvert state sovereignty
in profound ways: states come to depend on crime bosses to carry
out state functions, and crime bosses gain real influence in the
government.

Both Chiang’s cooperation with Du and the CCP’s United
Front strategy provided organized criminal groups with legitima-
cy as social organizations and facilitated their expansion and their
consolidation of power. Triad gangs launched operations in China;
corruption became mundane and extremely difficult to eradicate.
Although these gangs helped the authorities accomplish political
goals, the trade-off proved to be dangerous, with powerful nega-
tive side-effects. Furthermore, as triad bosses spent their social
capital and wealth to set up respectable businesses and distance
themselves from their illegal activities, they continued to use dis-



persed, fluid networks to pursue illicit enterprises and conceal
their criminality.

Their roots in marginalized communities and successful ex-
ecution of vital social functions have meant that Asian organized
criminal groups, from the Japanese yakuza to Chinese dark societ-
ies, are widely tolerated by the public. The yakuza have formal ad-
dresses and telephone directory entries, while the Shanghai Green
Gangs have had their own publications.” However, as economic
development and integration into the world economy reshapes
Asia, criminal groups will come under greater public pressure to
professionalise and adapt. They have managed to successfully pen-
etrate politics, the economy, and society in the past; whether they
are able to do so again in the twenty-first century will determine
their survival.
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Abstract

Since 1945, civil wars have become the world’s dominant form of armed
conflict. This paper examines the influence of two variables—the nature of civil
war and its respective parties and third-party (and the nature of) intervention
—on civil war outcomes. It highlights how internal and external conditions
interact in both the negotiation and enforcement of peace agreements,
analyzing obstacles—including information failures and credible security
guarantees—that prevent parties from initiating and completing the process
of negotiation. To demonstrate the impact of the aforementioned variables,
this paper evaluates the case of the 1979-1992 Salvadoran Civil War. It does
not establish a categorical rule applicable to all civil wars. However, it does
attempt to better our understanding of peace talks—a complex process—and

their durability.

Introduction

Civil wars have spiked since the end of World War II,
heralding a transition from conventional interstate wars: since
1945, there have been four times as many civil wars as there have
been interstate wars." Civil wars typically last longer, collectively
kill and displace more people, and are more difficult to resolve —
in both the short- and the long-term.? Walter maintains that civil
wars have a high recidivism rate, with “57 percent of all countries
that suffered from civil war” after 1945 “experienc|ing] at least
one [related] conflict thereafter.”®

Like interstate wars, civil wars are generally concluded either
through a negotiated peace agreement or by military victory.*
However, a mere twenty percent of civil wars since 1945 have been
resolved through peace agreements; the remaining eighty percent
have ended with the “extermination, expulsion, or capitulation
of the losing side,”” something that is cause for concern and
indicative of the difficulty warring parties have experienced in
trying to resolve armed conflicts. Civil wars are distinguished from
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interstate wars by, among other things, the former’s tendency
to result in “inconclusive and recurring episodes of fighting,
stalemate, or exhaustion”®— a process known as the conflict trap,
whereby countries that experience civil war report higher conflict
recurrence rates.”

The conflict trap results from the failure of peace negotiations,
itself the product of two uncertainties. The first is the struggle of
parties to reach a consensus as to what issues will be addressed
in the resulting agreement. According to Lounsberg and Pearson,
more than seventy-five percent of civil wars are driven by the
desire of parties to either control the central government or
secede and create a sovereign nation.® Parties involved in these
conflicts espouse starkly opposed goals, making the conflicts’
non-military and peaceful resolution highly unlikely. As Walter
writes, “negotiations fail because civil war opponents are asked
to do what they consider unthinkable.” The second uncertainty is
the matter of enforcing the terms of the peace agreement through
credible security guarantees that neither party will renege on their
deliverables. Countries that have recently experienced civil war
typically lack a government that is widely let alone universally
recognized aslegitimate and/or legal institutions with the requisite
resources and political willpower that will enforce a peace treaty
fairly and effectively. The second uncertainty is a barrier that is
often more difficult to overcome.

The issue, then, is not necessarily the terms of the agreement.
Rather, the issue is enforcing it after its codification and credibly
assuring the parties that its terms will be honoured. Accordingly,
many peace negotiations involve third-parties whose participation
is designed to reduce distrust between parties and ensure that all
parties commit to the agreement’s implementation.’® However,
third-party involvement in the negotiation and enforcement of
a peace agreement does not guarantee its success. Scholars have
maintained that there are at least two factors that directly impact
the outcome of peace negotiations. The first concerns the nature of
the civil war and its parties. Lounsberg and Pearson maintain that
the “substance of the conflict; characteristics of the warring side
[...] sustainability of the combat; economic and political power-
seeking behavior; and agenda of issues” under negotiation must
be considered.! The second concerns the third-party intervention
itself: its timing relative to the civil war’s duration;'? the
intervening party’s alignment with one of the warring parties;*
their competence and credibility in issuing security guarantees;**
and their behaviour more generally."

Combined, these factors affect the likelihood that an
agreement will be successfully upheld. The Salvadoran Civil War,



and the peace negotiations that ended it, allow us to examine the
aforementioned components. This paper seeks to determine the
salience of the enumerated factors for securing lasting peace by
looking at the Salvadoran Civil War and focusing on its changing
nature as well as the role of the international community. This
paper argues that conflict resolution is malleable and that its
success depends on conditions that can change radically. This
paper does not establish a categorical rule applicable to all civil
wars. Rather, it examines and analyzes factors of relevance to the
Salvadoran Civil War in an attempt to better our understanding
of this complex process, assist practitioners in their efforts to
resolve armed conflicts, from facilitating peace talks to enforcing
the peace agreements they produce, and inspire future research.

The Case of El Salvador

Although the Salvadoran Civil War officially began in 1980,
the causal variables that contributed to its outbreak can be traced
back decades: mounting frustration resulting from socioeconomic
inequality that was exacerbated by modernisation, political and
ideological disparities, and government oppression.

For several centuries, El Salvador was a Spanish colony.
Madrid’s “political, economic, social, and cultural institutions ...
imperfectly penetrated” Salvadoran society'® as Spain’s colonial
conquest of Latin and Central America (early 16th century - late
19th century) saw its domestic institutions exported to the region;
these later served as the basis for the region’s contemporary
institutions, with institutions of land, labour, and “concentration
and authoritarian exercise of political power” in particular
exemplifying this lineage.'” As Spanish military power declined
in the early 19th century, Central American countries began to
declare independence. El Salvador did so in 1821, and in 1823, the
United Provinces of Central America, consisting of the provinces
of Costa Rica, Guatemala, Honduras, Nicaragua, and El Salvador,
was officially formed.™®

Old conflicts and rivalries between the confederation’s
members led to years of war, a situation exacerbated by the power
vacuum left by colonial Spain’s departure. The confederation
eventually dissolved in 1838, its former members becoming
independent states; El Salvador followed suit in 1840. Its early
political and nation-building priorities included commerce,
education reform, judicial reform, infrastructure development,
international communication, and transportation.”® However,
tensions between former members of the confederation persisted,
periodically causing the outbreak of military conflict as well as
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foreign interference in domestic affairs.

Despite this instability, El Salvador established itself as a
sovereign nation. Its leaders developed and reformed its various
institutions enough to distinguish them from their colonial
predecessors, though some colonial features remained, from
the “concentration of land ownership and income in the hands
of a small economic elite”® to the agrarian elites’ control of the
production, processing, and export infrastructure.”® Since El
Salvador remained a mono-cultural economy (its largest exports
were cacao, indigo, and coffee respectively) after independence, it
was highly vulnerable to the international market’s boom and bust
economic cycles.”? Moreover, political and economic power became
concentrated with owners of large estates, creating “a subservient,
impoverished, landless rural labor force.”” As Paige maintains,
the colonial roots of these economic and political structures “both
reflected and accentuated the varying political and economic
structures inherited from the colonial past.”**

By the late nineteenth century, coffee had replaced indigo as
the staple of El Salvador’s economy. This demand created a rippling
effectonthe country’sdomesticaffairs, namely, “theacquisitionand
control over land, organization and rationalization of production,
mechanization and finance of processing, and finance and control
over exports.”” Coffee was a lucrative crop for large estates. It
gave financial power to the “planter elite,” who used their capital
to enhance the efficiency of their estate’s production system and
expand land acquisition efforts.?® Consequently, large portions of
the rural population experienced high rates of underemployment
and unemployment. Coffee is an intensive crop to cultivate and
process, which created a high demand for “large pools of cheap
labour sourced from the residents of rural communities."*’

This practice led to discontent among rural communities,
whose protests led to a “major uprising” between 1872 and
1898.”® Haggarty indicates that the coffee industry was successful
in influencing the Salvadoran armed forces to provide security to
their estates, institutionalising the subtle suppression of rural
dissent.”® The oligarchs’ financial power transcended the political
and legal realms, establishing an “invisible government” with
connections to the president.®® By the early twentieth century,
plantation owners became politically active, with the Melendez
and Quinonez families securing electoral victories to form strong
political dynasties.

Several iterations of El Salvador’s constitution similarly
benefited the elites insofar as they suppressed communal
landownership in favour of private landownership, and
“enfranchised literate male adults” despite high rates of illiteracy



throughout the country.®® Burns argues that their economic and
political power was consolidated, allowing coffee planters to control
the export and processing industry, manipulate elections, repress
the impoverished majority, and neutralise the military.* During
this period, El Salvador’s government amounted to an oligarchy
controlled by a few wealthy families who “advocated for free
enterprise and economic modernization,” while simultaneously
suppressing the indigenous population who constituted a source
of cheap labour.®

Between 1900 and 1932, economic and political prosperity
became increasingly concentrated within the coffee plantation
oligarchs. To meet the growing global demand for coffee, the
estates continued to expand their production into indigenous
lands.** Meanwhile, large portions of the population experienced
“recurrent food shortages™ and ‘economic desperation,” which
was further exacerbated by a growing population.®* In 1932,
the indigenous population and urban working class initiated
nonviolent movements to protest unequal economic conditions
and government corruption. The government responded with
violence, killing over 30,000 people who were known to be (or
suspected of being) involved in the protests.®® This government
action represented “a warning of the extreme violence that lay
beneath the surface of Salvadoran life” and would resurface “in a
more complex social and political context in the 1970s.”*” Thus,
the grievances remained, as did the cycle of corruption, violence,
and terror against opposition groups.

During the 1970s, numerous factions of armed resistance
groups developed to challenge the Salvadoran government.®
These groups drew membership from union workers, poor
farmers, university students, and academics who endeavoured to
enable “mass organization to arise outside the traditional party
structure.”® These organisations staged protests and strikes,
which were frequently met with government-led violence. As social
unrest and military violence increased, new tactics to alleviate the
tensions were introduced. A military coup led by conservative
army officers in 1979 “led to the establishment of a junta with
both civilian and military representatives.”*

Although the coup was initially presented as “an alternative
to leftist revolution and to prevent El Salvador from becoming
‘another Nicaragua,” many of the central promises, such as agrarian
reform, never materialised.*! The opposition factions consolidated
into the Farabundo Marti National Liberation Front (FMLN) in
1980 to challenge the government.*” These organisations “were
separated by profound differences” and had deep-seated mistrust
of each other.*® Yet, they embraced the Marxist-Leninist banner to
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end decades of unrest through agricultural land reform.** FMLN
implemented a highly localised political strategy that “aimed
at consolidating its support among the population through the
provision of education and health services and the establishment
of local ‘popular’ governments.”

Violence intensified in the 1980s as both the government
and FMLN increased the frequency and scope of their military
operations. Licklider contends that the military balance between
warring parties is particularly salient insofar as it shapes their
“perceptions of the future.”*® At this point of the war, the only
desirable outcome for either party was complete military victory.
The government’s response to FMLN was “indiscriminate violence,
mass displacement, and death squads” that targeted rural civilian
populations and political opponents.”” FMLN adopted the
philosophy that “violent change was necessary” to bring about the
end of inequality and exclusion.*®

In 1980, the Revolutionary Democratic Front (FDR)
was founded as a political alliance between “almost all of the
important leftist and centrist popular organizations and political
parties.”® The FMLN and FDR “established a strategic alliance”
(herein referenced as FMLN-FDR) that year to provide a political
platform for government opposition groups.*® Among their ranks
were members of the Social Christian Popular Movement, the
social-democratic National Revolutionary Movement, the Jesuit
Central American University, and the University of El Salvador.”
The FMLN-FDR alliance developed a political agenda demanding
“the dissolution of the army and security forces, agrarian
reform, the dissolution of state powers, and the passing of a new
constitution.”* Although FMLN-FDR witnessed a notable increase
in their ranks, they were still militarily weak in comparison to the
Salvadoran government.

On January 10, 1981, FMLN guerrilla forces launched
an operation “dubbed, prematurely and inaccurately, the ‘final
offensive,” aiming to “establish operational control over Morazan
Department and to declare it a ‘liberated territory.”>* While
the Salvadoran army prevented FMLN from achieving this
end, its forces managed to develop military strongholds within
organisations like the Chalatenango Department.”* FMLN forces
retreated to the “rural north and northeast areas of the country,
and the conflict turned into a grand-scale civil war.”** President
Carter provided the Salvadoran government military and economic
resources to prevent a leftist takeover of the government, and to
protect human rights as the number and manner of deaths in El
Salvador drew international attention.>® After the “final offensive,”
US aid to El Salvador grew markedly, especially under the Reagan



Administration, with the development of military capacity in the
formof newhardwareand training,”” and democratic characteristics
like free elections being heavily promoted.”® Between 1980 and
1991, US aid totalled more than three billion US dollars, of which
nearly $1.1 billion funded the Salvadoran military’s efforts to war
against the FMLN.*

US aid was intended to boost the Salvadoran government’s
resilience against the guerrilla forces. However, it is more likely
that it contributed to creating a protracted conflict, wherein
both the FMLN forces and Salvadoran government were unable
to decisively win the war. FMLN-FDR received foreign aid from
the Soviet Union, Cuba, and Nicaragua, though to a significantly
smaller degree compared to US assistance to the Salvadoran
government.®* However, FMLN-FDR began to experience
wavering public support as the war progressed, especially when
it was found responsible for military actions against civilian
targets.®* Nevertheless, FMLN forces had effectively challenged
the Salvadoran government and were positioned to win the civil
war in 1983. Four attempts at peace talks between 1984 and 1989
failed as both parties disagreed on several key issues.®” FMLN-
EDR called for political reforms, balanced economic development,
and protection of civil rights. The government demanded a full
surrender, while both refusing to accommodate FMLN-FDR’s
grievances and failing to provide it with security guarantees.

The government’s demands could be attributed, at least in
part, to its US aid packages, which increased its resilience against
the FMLN forces’ attempts to overthrow it. Yet, EMLN forces
continued to successfully “attack economic infrastructure and
military targets,” exploiting the government’s poor operational
planning and strategic gaps in military tactics and its military
personnel’s lack of experience.®® It is true that US aid contributed
to an overall decrease in political violence against civilians and
promoted respect for human rights.** Even so, serious violations
continued to be committed by both warring parties throughout
the duration of the civil war.®® The government in particular
sanctioned atrocious crimes against Salvadorans, killing nearly
800 people on average each month during the war.%

Discussion

[t is now timely to apply the two factors that contribute to
the outcome of peace negotiations to the case study at hand. The
first factor concerns the nature of the civil war and its respective
parties, while the second concerns third-party intervention. It is
difficult to cleanly bifurcate the two factors, so, the forthcoming
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discussion highlights their overlapping interactions. For instance,
the sustainability of combat was largely influenced by third-
party involvement in the civil war, insofar as the US provided
substantial aid to the Salvadoran government. The US pursued
this policy decision because it aligned with its global mission to
quell communism globally.

According to Regan, the duration of civil wars follows a
curvilinear model which “posits that the probability of a conflict
ending is a function of both efforts to manage the conflict and the
timing of those efforts.”®” Similarly, Balch-Lindsay (etal.) indicates
that third-party support extended by entities like international
organisations and foreign governments to the domestic
government in a civil war, enable the latter to subsidise the cost
of its activities in the conflict.®® US aid thus made it easier for the
government to continue its war efforts since it had a comparative
advantage over FMLN forces in terms of its disposable resources.
Moreover, the government was less dependent on public resources
to fund its activities which allowed it to shore up additional
political support while reducing the opposition’s ability to gain
popular alliance.®®

Peace negotiations were not practically feasible until
1989. The Soviet Union began to falter during this period, as
its legitimacy slowly eroded under intense public scrutiny.” As
Soviet leadership focused on addressing its internal instabilities,
its involvement in foreign affairs decreased. Its military presence
was withdrawn from Czechoslovakia and Hungary while countries
like Lithuania, Estonia, and Latvia declared themselves sovereign
nations.”* Military aid to the Salvadoran government and FMLN
dissipated respectively, signalling a shift in foreign intervention in
El Salvador’s affairs.

Prior to 1989, the US almost categorically focused on
supporting the existing government rather than explicitly
encouraging conflict resolution.” Widespread war fatigue created
strong public support for peace negotiations.” Meanwhile, FMLN
launched its final offensive which routed the Salvadoran military
forces. This led to FMLN’s military occupation of portions of San
Salvador, and more densely populated cities including Soyapango,
Escalon, and San Benito.” These attacks sent the fight to the
“backyards of the urban elites’and cast doubt on the government’s
ability to defeat FMLN.” Still, FMLN was not in a position to
completely overthrow the government, making the civil war’s end
an elusive achievement.

These factors converged in a manner which encouraged
both parties to adjust their initial approaches and attitudes
towards negotiation. FMLN-FDR minimised its communist-



leaning ideology, promoted more democratic tenets, and reduced
its militarism in effort to garner more international support.”
Concurrently, Alfredo Cristiani’s electionin 1989 proved favourable
in getting the government to seriously consider accommodating
some of the FMLN-FDR’s demands. Cristiani indicated that
he would “conduct direct talks” with FMLN-FDR leaders to end
the civil war, signifying an important step towards developing a
comprehensive peace accord.”” Until this point, the government
adamantly refused to consider any of FMLN-FDR’s requests,
seriously underestimating the latter’s military capabilities and
discipline. Thus, the government’s willingness to communicate
and negotiate with FMLN-FDR could be attributed to the change
in leadership, overwhelming public support for the peaceful
resolution of the war, and significantly reduced international aid
that formerly funded the war effort.

The Salvadoran Civil War persisted, in part, because of
two strategic dilemmas: information failures and credible
commitments. Information failures occur when groups “cannot
acquire or share the information necessary to bridge the
bargaining gap.””® Both parties — hoping to gain an advantage over
their adversary — withheld strategic information that, if revealed,
would compromise their security. The government exhibited
an information failure through its underestimation of FMLN’s
military capabilities and discipline. This miscalculation exacerbated
the government’s military weaknesses and strengthened FMLN’s
strategic advantages, resulting in their successful, though
temporary, occupation of the country’s capital and three of its
most populated cities in 1989. Credible commitments are mutual
reassurances that each party involved in a mutually beneficial
agreement will uphold their commitment. If parties are not
sufficiently certain that an agreement can be made and honoured,
they may be inclined to “absorb [the] high costs of war today to
avoid being exploited tomorrow.””® In this case, peace negotiations
repeatedly failed because the government refused to accommodate
EMLN-FDR’s requests to provide security guarantees during and
after negotiations.

Arguably, the greatest challenge to a successful peace treaty
concerns credible guarantees that “eliminate the possibility of
post-treaty exploitation.”®® As proven by the Salvadoran Civil War,
such an arrangement is difficult to design without third-party
security guarantees. For example, Chavez maintains the 1989
peace negotiations in Mexico City failed because the ongoing
violence created tense and uncertain relations.®* When reports
surfaced that the Salvadoran military murdered six Jesuit priests,
their housekeeper, and the housekeeper’s daughter, FMLN-

191



192

FDR withdrew from the peace talks in protest. It subsequently
called upon the United Nations (UN) to take a more active role
in mediating the civil war. Meanwhile, the US’s aid reduction
heightened the political pressure on the Salvadoran government
to accommodate negotiation efforts.

In 1990, the UN answered this call by bringing together
representatives from the two parties to initiate negotiations in
Geneva.®” This first step in the multi-treaty agreement aimed
to provide sufficient assurances that both parties would fully
participate and fulfil their respective commitments to bring about
a peaceful conclusion to the war. Over the next two years, a series
of agreements were codified. The first was the San Jose Agreement
which promised political reforms to develop El Salvador’s capacity
to promote and protect human rights, through two main channels.
The first concerned criminal justice reforms which would improve
the rule of law, establish an independent judicial system, protect
legal rights and due process, and end extra-legal procedures such
as night arrests, torture, and politically motivated arrests and
detention.®® The second concerned the development of the United
Nations Observer Mission in El Salvador (ONUSAL), tasked with
verifying the compliance of all parties with Salvadoran law and
ratified international treaties alike once the cease-fire began.®

The second accord was the New York Negotiations, a complex
power-sharing agreement whereby the FMLN-FDR agreed to give
up “their long-standing demand to merge with or disband the
army,” in exchange for the development of, and their incorporation
into, the newly formed National Civilian Police (PNC).?> The PNC’s
membership would be “20% FMLN, 20% old National Police,
and 60% new recruits.”® An ad hoc committee chartered by
ONUSAL was developed to screen and train new recruits to ensure
compliance.

The third accord, the Chapultepec Accords of 1992, officially
ended the Salvadoran Civil War. It contained provisions that
reformed the judicial and political systems, resolved long-standing
land and property issues, and ensured the political participation
of the FMLN-FDR in exchange for its demilitarisation and
demobilisation.?” The provisions of the Chapultepec Accords are
monitored by the National Commission for the Consolidation of
Peace, whose members included representatives of the FMLN-
EDR, the government, and all political parties.®® ONUSAL was
tasked to oversee the implementation of the Accords and to
investigate complaints of noncompliance. Critically, ONSUAL
provided security and credibility reassurances to the government
and FMLN-FDR. Accordingly, the UN’s presence throughout the
peace negotiation process and the structure and implementation



of the peace accords played an important role in ending the
Salvadoran Civil War. Its involvement specifically addressed the
second strategic dilemma, by providing assurances to the FMLN-
FDR and the government. These assurances contributed to the
parties’ commitment to ending the war on agreeable conditions
and complying with those terms.

Conclusion

This paper has examined two interwoven factors that
contribute to both the duration of civil wars and the likelihood
of warring parties to establish a peaceful conclusion to that
conflict. As demonstrated in this analysis, these factors are subject
to a complex interaction between domestic and international
influences, and variables that may either promote or discourage
peaceful remedies to a civil war. For instance, the Salvadoran Civil
War’s duration was largely influenced by the US’s support of the
Salvadoran government as it provided resources that bolstered
its military capabilities and subsidised its cost of participating in
the war. As long as the aid continued, the Salvadoran government
enjoyed more leverage during the initial attempts at negotiations
than FMLN-FDR.

In the meantime, FMLN-FDR’s only recourse was to sustain
conflict rather than submit to the government’s unilateral
demands. Reiterating Walter’s observation, one of the most
salient impediments to successful peace negotiations is “designing
credible guarantees on the terms of the agreement.”® Reliable
and effective national institutions, especially those “in the area of
administration of justice and the police,” are critical to overcoming
impediments insofar as those institutions both enforce the terms
of a peace agreement and provide reassurance that the members
of the parties are not exploited after the ceasefire.” In the absence
of these institutions, peaceful resolution and honest adherence to
peace agreements are difficult to guarantee.

Examining the conflict in the context of global politics,
it is reasonable to conclude the civil war was prolonged because
of third-parties’ willingness to intervene. Since the Salvadoran
Civil War took place during the height of the Cold War, both
the US and the Soviet Union viewed the conflict through their
own competitive and ideological lenses. The Salvadoran war,
like other conflicts throughout Asia, Africa, and Latin America,
were considered necessary components of a broader struggle for
ideological influence. The end of the Cold War removed these
lenses and thus eliminated the incentive (or ability) for third-
parties to continue supporting the war. Similarly, international
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attention shifted towards human rights violations which forced
both the Salvadoran government and FMLN-FDR to adjust their
image and platform to mitigate pressure and gain support.

The shift in domestic factors also played an important role
in ending the Salvadoran Civil War. A military stalemate between
EMLN forces and the Salvadoran government eliminated both
parties’ certainty of a decisive military victory. The duration
and intensity of the conflict produced strong national support
for conflict resolution. Moreover, the lack of credible security
guarantees prevented the government and FMLN-FDR from
mediating and negotiating peace on their own. Thus, it became
advantageous for both parties to seek assistance from the UN.
With strong international support to resolve the conflict, the
UN played a pivotal role throughout the entirety of the peace
negotiation and implementation process, because it ensured an
otherwise unobtainable level of stability and security.

In short, both domestic and international factors led to the
development of a peace agreement that addressed the underlying
concerns that built up to the civil war. Some of those issues
were addressed through power-sharing agreements such as the
development of PNC and the integration of FMLN-FDR into
the electoral process as an official political party. Others were
addressed through institutional reforms in the judicial system and
law enforcement bodies to recognise and protect human rights.
To a lesser extent, socioeconomic disparities were mitigated
through land reforms, such as the arms-for-land programme, that
reintegrated those most affected by the conflict into society.”
Although these are imperfect solutions, the agreement has
prevented El Salvador from regressing back into a state of civil
war. From this perspective, the peace negotiations were successful.
Still, the country has “deeply entrenched” economic, security, and
legal challenges to overcome.*
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LucAs KELLO, THE VIRTUAL WEAPON
AND INTERNATIONAL ORDER. PUBLISHER:
NEw HAVEN, CT: YALE UNIVERSITY
PRESS, 2017.

Samuel Forsythe

Roughly half a century after the emergence of networked
computer systems, it has become abundantly clear that, while the
technologies of cyberspace afford humans the benefits of globally
accessible knowledge and mass communication, they have also
made us dependent upon technical configurations that appear to
be defined by their systemic insecurity and susceptibility to mali-
cious manipulation. For the field of international affairs and se-
curity studies, the degree to which this insecurity entails political
risks, or might be instrumentalised for strategic purposes, is an
open and ongoing enquiry. It is in the context of these techno-
logical, social, and political changes that Lucas Kello’s The Virtual
Weapon tries to make sense of this seemingly new adversarial do-
main, and to understand how the weaponised capabilities of in-
formation technology are transforming the international system.

Over the past few decades, the security studies discourse on
cyber issues has seen a somewhat sparse but nonetheless rigor-
ous debate—one in which Kello has been a vocal participant—be-
tween those who warn of the catastrophic implications of ‘cyber
war’ and those who are sceptical of such alarms.* For Kello, firmly
located within the former camp, this question has a clear answer:
The strategic implications of cyber weapons— ‘malicious comput-
er code designed to manipulate the functions of machines or else
seize, corrupt, or disclose their sensitive data’—are as transfor-
mative for strategic theory and practice as were those of nuclear
warfare in the previous century.? Motivated by this sense of ur-
gency, Kello proposes a complete re-engineering of the concepts
with which security studies scholars might address the properties,
limits, and effects of cyber weapons in the digital environment of
international relations.
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The book opens by proclaiming the revolutionary effects of
cyber weapons. Kello argues that a disturbance of the rational or-
der of international relations is precipitated by new and untested
potencies, formidable technical complexity, and the exploita-
tion of uncertainty, unpredictability, and deception. The central
contention of The Virtual Weapon—and perhaps its most radical
claim—is that ‘[i]Jnformation is no longer just a source of power;
it has become force itself.* This new modality of conflict, Kello
contends, transforms the ‘moral order’ of international relations:
it empowers states with revolutionary or despotic ideologies and
enables militant and civilian non-state actors to wield global in-
fluence beyond the reach and influence of traditional diplomacy
and statecraft. Kello’s realist framing foresees chaotic and desta-
bilising interactions between cyber politics and the already anar-
chic arena of international security unsettling strategic theories
of deterrence and proliferation, and undermining the established
conditions of peace.

Throughout the book, Kello’s aim appears to be threefold: i)
to understand how the effects and capabilities of ‘virtual weapons’
are transforming the global order of international relations; ii) to
develop a set of concepts capable of compressing complex tech-
nical ideas into manageable tools for formulating policy; and iii),
to disparage those scholars whom he deems sceptics and ‘Clause-
witzians’, a rather obtuse term that Kello uses to describe a pur-
ported reluctance to see the revolutionary truth of cyberspace and
abandon a force-centric, state-centric view of the international
system, and as shorthand for staid and blinkered academicians,
unable to see beyond their own conceptual limits. While Kello’s at-
tention, for the most part, is given to the first two points of enqui-
ry, throughout the book he exerts considerable energy criticising
and castigating these ominous and elusive ‘Clausewitzians’, often
without obvious benefit to the argument.

The first part of the book deals primarily with defining terms
and developing concepts, exploring the character and limits of
strategic cyber studies. This includes an analysis of how cyber
weapons affect the strategic balance between defender and attack-
er, and the need for what Kello calls a ‘Congress of Disciplines’. On
the first point two points, Kello argues that technical details and
conceptual analyses have hampered discussion in the past, limit-
ing discussion to mere ‘explanation and description’ rather than
affording active policy development. In response, Kello largely



sidesteps the discourse of previous scholarship, instead propos-
ing his own vocabulary for defining the field of inquiry. While the
purpose of the effort is clear, his notions of ‘cyberweapons’, ‘tech-
nological revolution’, and ‘unpeace’ receive neither substantive
conceptual treatment, nor an explanation of how they are superior
to the concepts they are intended to replace. This brief treatment
seems to belie Kello’s call for a ‘congress of disciplines’, Kello’s pro-
posal for a collective effort to attend to common aims within the
discourse on cyber issues and security.

Despite this somewhat idiosyncratic approach, Kello’s ef-
forts—and the reader’s—are rewarded by useful definitions of the
primary units of analysis and their properties (e.g. actors and capa-
bilities), their effects on existing strategic considerations (balance
of attack and defence), and their overall effect on global affairs.
Kello’s organises the effects of cyber weapons into three orders of
‘systemic revolution’ and clarifies which actors are subsequently
enabled or constrained. This might serve as a framework for those
wishing to determine the thresholds at which cyberattacks are
considered to be mere disruptions, or acts with more serious con-
sequences. On this level, one might, however, suggest that Kello
is himself not able to escape his own ‘Clausewitzian’ judgments:
his analysis often remains focused on the politically instrumental
use of force (now translated into ‘harm via information’). More-
over, despite his attention to the empowering of non-state actors,
it often limits itself to a discussion of their effects within the am-
bit of traditional political actors. Nevertheless, Kello’s analysis of
the effects of cyber weapons on the strategic issue of deterrence
provides an interesting perspective on the ways in which informa-
tion eludes attempts at classification within traditional strategic
frameworks. Furthermore, he does a commendable job of illus-
trating how both direct and indirect effects must be considered in
any solution to the challenges of cyber deterrence and the risks of
escalation.

Throughout The Virtual Weapon, Kello’s polemic against his
‘Clausewitzian’ adversaries —which largely appears as an un-
charitable reduction of a variety of positions—fails to do justice
to previous efforts in cyber theory, and often distracts from both
the subject matter and his analysis. Kello’s disparagement of the
field is a discouraging symptom of what might, at best, be consid-
ered his sense of urgency and the seriousness of the subject and,
at worst, an equivalent short-sightedness and unwillingness to
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engage with ideas other than his own. Considered from a some-
what more convivial position, one wonders whether these other
perspectives, concepts and contributions to security studies are in
fact what Kello has in mind when he proposes a ‘congress of dis-
ciplines’. The latter concept refers to an interdisciplinary and col-
laborative effort to understand, discuss and respond to complex
changes.*

While Kello’s polemic may turn away readers already familiar
with the broader field and discourse, his analysis of cyber issues in
international relations is sufficiently detailed and provocative to
warrant a close reading, even if only to learn whether the forceful-
ness of his critique can be counter-balanced with an equally strong
positive proposal.
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JAMIE BARTLETT, THE PEOPLE VS
TEcH: HOW THE INTERNET IS KILLING
DEMocRAcY (AND How WE SAVE IT),

PUBLISHER: LONDON: PENGUIN/

RANDOM HOUSE, 2018.

Anisa Kassamali

The People vs Tech: How the Internet Is Killing Democracy (And
How We Save It) tackles the fundamental incompatibility between
two key features of many societies: technology and democracy.
Author Jamie Bartlett argues that the two systems are products
of different eras: democracy is best suited to hierarchical nation-
states and industrialised economies, not the decentralised and da-
ta-driven world of technology companies. In essence, “democracy
is analogue rather than digital” and must change if it is to survive
in the digital age.*

Bartlett identifies six key pillars of democracy: active citi-
zens, a shared culture, free elections, shared equality, competitive
economy, civic freedom, and trust in authority. The chapters con-
sider how each pillar is threatened by technology. The challenges
are both familiar and novel in that existing issues such as unem-
ployment and political apathy have been combined with concerns
about the impact of invisible algorithms on traditional power
structures. For instance, Bartlett’s opening suggestion is that the
collection of our personal data by technology firms might not only
lead to more targeted advertising but actually stunt our political
maturity. Bartlett argues that a requisite for such maturity is the
freedom to develop one’s own views without fear of retribution.
However, consistent data collection creates a permanence that
actively discourages the expression of potentially controversial
opinions. Well-known individuals are routinely cast into the spot-
light for past comments made on social media - remarks that they
themselves may no longer recall. Self-censorship is subtly encour-
aged, since the memory of data is longer than that of humans.

Bartlett similarly explores the impact had on democracy
when Artificial Intelligence (AI) performs tasks hitherto assigned
to human beings. It is a widespread concern that intelligent ma-
chines will take jobs away from people, contributing to unem-
ployment. Bartlett takes this further and suggests that Al will
better perform routine cognitive jobs generally carried out by the
middle-class in democratic societies. The removal of these forms

203



204

of employment will lead to a “barbell-shaped economy” in which
only high- and low-skilled jobs will be available.? Bartlett argues
that such an economy will lead to a shrinking tax base while also
producing a society with growing rates of crime, depression, drug
abuse, and infant mortality.

The People vs Tech concludes with a projection of what demo-
cratic societies will look like if current technological trajectories
continue uninterrupted. It offers some recommendations to try
and avert this. In essence, Bartlett believes that democratic insti-
tutions will have neither the ability nor the resources to govern
the nation-state effectively. Growing inequality resulting from the
rise of Al will not only aggravate existing social problems, from
crime to alcoholism, but also divide society further along social
and ethnic lines. The falling tax base will also render the govern-
ment less capable of dealing with these challenges. This will gener-
ate distrust among citizens who, in a cyclical fashion, will further
refuse to comply with the government and will withhold resourc-
es. Large numbers of people will eventually agree that democracy
is no longer workable and instead welcome a “gentle, effective and
subtle techno-authoritarianism.” This can only be avoided if de-
mocracy is able to adapt to the technological world within the next
twenty years. Bartlett therefore puts forward a series of recom-
mendations, ranging from the imposition of new laws and regula-
tions to changes in individual behaviour at the citizen’s level.

Bartlett’s individual arguments are mostly compelling and
accessible. Bartlett is a senior fellow at Demos, a cross-party
think tank that develops evidence-based solutions to issues across
a range of social policy areas and where at the time of writing
Bartlett led the Centre for the Analysis of Social Media. His cen-
tre studies how the rise of the digital world affects politics, policy,
and decision-making. Bartlett’s knowledge-base therefore encom-
passes the somewhat unusual combination of political philosophy,
social policy, and technological expertise. He is able to guide the
reader from a detailed explanation of technological issues to con-
sideration of more existential questions surrounding the roles of
the state and the citizen in a functioning democracy. In doing so,
he draws on the established Western canon of political philosophy
and on first-hand interviews with individuals working in technol-
ogy firms in equal measure. The end result is a book that is both
well-researched and eloquently argued.

The main shortcoming of The People vs Tech is perhaps its
breadth. Bartlett tries to cover a large amount of material in a
relatively concise volume and does not always sufficiently expand
on some of his ideas. Thus, in Chapter 5, Bartlett argues that the
nature of digital technologies makes monopolies more likely, as



they often allow businesses to provide a superior service for which
consumers are more likely to opt. He is critical of the role of tech
companies in this and touches on the broader capitalist struc-
ture that enables such behaviour. However, he tries to keep such
analysis succinct and in doing so only partially presents his views.
Bartlett does refer in passing to a “degree of inequality [that] is
inevitable and necessary in a free market economy” and includes
a mini-epilogue on the idea of universal basic income.* However,
these comments are not integrated into his broader argument on
technology companies’ monopolisation of certain services and in-
dustries.

Bartlett could also have provided a more thorough explana-
tion of his theoretical foundations. He clearly defines the scope
of ‘democracy’ and ‘technology, limiting the latter to the “the
digital technologies associated with Silicon Valley - social media
platforms, big data, mobile technology and artificial intelligence™
and the former to “modern liberal representative democracy.”
However, he provides little explanation for, or background to, the
six pillars of democracy around which the book is centred. This
would have been useful, given the importance of these features to
Bartlett’s subsequent arguments.

The People vs Tech is an accessible and timely read. It pos-
its an ambitious yet significant thesis: democracy is losing in an
insidious battle with technology and will need to adapt, if it is to
ensure its own survival. Bartlett seeks to explain this through the
systematic analysis of each of democracy’s core elements and the
erosive effect of the rise of technology. The book could have ben-
efited from greater detail in certain areas but is mostly coherently
and eloquently argued.
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BRUCE SCHNEIER, CLICK HERE To KILL
EVERYBODY: SECURITY AND SURVIVAL IN A
HYPER-CONNECTED WORLD, PUBLISHER:
NEW YORK: W.W. NORTON & COMPANY,
2018.

Claudine Tinsman

The internet was never designed with security in mind.
Initially, the internet was used mainly to connect computers
controlled by a small number of academics and researchers. Now,
it connects everyone and everything. In Click Here to Kill Everybody:
Security and Survival in a Hyperconnected World, Bruce Schneier
sets himself a daunting task: explaining to novices, policymakers,
and engineers alike why is it urgent to secure the technology that
affects our daily lives, what should be done, and what can be done.
At just 250 pages, the book is short and to the point, providing
anyone seeking an introduction to cybersecurity with a good
starting point.

PartIof Click Here begins by taking the reader on a guided tour
of the history of the cybersecurity vulnerabilities of what Schneier
calls the ‘Internet +’. This concept encompasses ‘the internet of
things’ and ‘the internet of everything else,’ from social networks
through to medical devices and critical infrastructure. Rather
than approach the insecurity of the ‘Internet + from a technical
perspective, Schneier wisely chooses to frame the problem in
economic terms: the ‘Internet + is insecure because neither
manufacturers nor providers nor governments are incentivised to
improve it. Manufacturers of connected devices have no economic
incentive to invest in security because it is expensive. For reasons
of profit and national security, respectively, service providers
and governments are interested in protecting users’ data and
communications from hackers but not from their own prying eyes.

As long as the status quo is maintained, the ‘Internet + will
remain insecure, with potentially disastrous consequences. The
more everything is connected to the internet, the more vulnerable
it is to attack. A car could be hacked and caused to crash, killing
the driver. A power station could be hacked in the dead of winter,
cutting off heating and causing thousands of people to freeze. A
‘bio-printer’ could be remotely reprogrammed to mass-produce
a virus that kills thousands. In other words, as the book’s title
implies, a single click could ‘kill everybody.



Having established that the insecurity of the ‘Internet + has
the potential to endanger lives, Schneier sets about proposing
solutions. At the core of his security recommendations lies the
belief that the market should not be left to manage cybersecurity.
The responsibility to secure the ‘Internet + through functional
regulation lies with governments. Schneier points to other cases
in which major technological shifts have been accompanied
by beneficial regulations. For instance, regulation of airline
manufacturing so strongly discourages manufacturers from
compromising on security that it is the one aspect of airline travel
not subject to competition.’ As a result of this regulation, air travel
went from being one of the most dangerous forms of transport
to one of the safest. If manufacturers were forced to adhere to
similarly stringent minimum thresholds for cybersecurity, the
security of the ‘Internet +’ would improve dramatically.

Although his arguments in favour of regulation and government
control are compelling, Schneier acknowledges that what should
happen is not what will probably happen. First, both the private
sector and government - the US government in particular -
benefit from a market model that favours insecurity. Security will
have to be prioritised over surveillance before effective regulation
can be legislated and implemented. Second, regulation is crafted
and passed by legislators who have repeatedly displayed ignorance
when it comes to cybersecurity.

As a result, national legislatures are unlikely to lead the
regulatory charge worldwide, and it is actors others than national
legislatures whose solutions are the most likely to be viable.
Schneier points to the EU as the most likely driver of cybersecurity
regulation. The EU’s implementation of the far-reaching General
Data Protection Regulation (GDPR) has illustrated that regulation
in one market can have a global impact. If service providers and
manufacturers are forced to adhere to EU security standards
on internet-connected goods, they are more likely to sell that
iteration of the product worldwide than create different versions
of it for different markets.

A possible shortcoming of Click Here is that it does not delve
into the politics behind turning recommendations into policy.
Schneier himself acknowledges that it is a “gaping hole” in the
book he lacks the expertise to fill.> To be sure, an exploration of
the politics of cybersecurity would certainly have been interesting.
Ultimately, however, Schneier’s work is fundamentally an overview
of current and future cyber challenges about which everyone
should be worried, and it proposes concrete measures to address
them, a message from which a detailed discussion on the politics
of policymaking could have detracted.
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Click Here’s author knows that cybersecurity is a problem
that affects everyone but is understood by too few. By providing
a short and accessible overview of the world’s major cybersecurity
problems and their origins, it succeeds at narrowing this
knowledge gap. As such, it is an excellent introductory text on
cybersecurity that is extensively footnoted for those interested in
closely examining any of the issues raised by Schneier.

Notes

1 Bruce Schneier, Click Here to Kill Everybody: Security and Survival in a
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BEN BUCHANAN, THE CYBERSECURITY
DILEMMA: HACKING, TRUST AND FEAR
BETWEEN NATIONS, PUBLISHER: NEW
YORK, N.Y: OXFEORD UNIVERSITY PRESS,
2017.

Rachel Hirshman

In The Cybersecurity Dilemma: Hacking, Trust and Fear Between
Nations, Ben Buchanan synthesises international relations
scholarship on the traditional security dilemma paradigm with
the technical and political realities of nation-state cyber activity.
Buchanan’s perspective is refreshing and novel. Most scholars
have studied international relations in cyberspace either through
analogies from previous technological innovations or by intently
analysing cyberspace in a vacuum. Very few authors have
systematically analysed how prevailing theories in international
relations apply, if at all, to the cyber domain. Buchanan’s book is
perhaps the first comprehensive attempt to bridge this gap.

That being said, The Cybersecurity Dilemma is, above all,
a political science publication. Despite its dominant political
science narrative, however, Buchanan’s book is accessible to
all readers: technical cybersecurity experts, politicians, and
intelligence operatives alike. Furthermore, unlike most political
science scholarship on cyber issues, Buchanan does not eschew
technical details. He strikes the right balance between complexity
and comprehensibility, explaining the necessary technicalities of
cyber operations while ensuring his main theoretical argument
is easily understood. Emphasising the cyber domain above all,
Buchanan charts the reader through a comprehensive, albeit
sometimes excessively thorough, account of all elements that lay
the groundwork for and exacerbate the cybersecurity dilemma. He
does so while leaving little unanswered.

The book is structured around one overarching conclusion:
“To assure their own cybersecurity, states will sometimes intrude
into the strategically important networks of other states and will
threaten-often unintentionally-the security of those other states,
risking escalation and undermining stability”. ' Buchanan creatively
and thoughtfully adopts the security dilemma, popularised by
Robert Jervis in the 1970s, to the cyber realm. The security
dilemma explains the phenomenon whereby a state takes actions
to increase its own security and power but, in doing so, decreases
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the security and power of other states. With an inquisitive mind
and attention to detail, Buchanan walks the reader through cyber
operations from both the defender’s perspective and the offender’s
perspective in support of his argument. He strays from more
conventional scholarship in explaining the fundamentals of cyber
operations without conceding to the temptation of leveraging
analogies from other military domains.

Notwithstanding the clarity with which Buchanan presents
a complex and often misunderstood domain and concept, his
argument does however fail to address the nuances of state activity
in the cyber domain that have direct relevance to the emergence of
the cybersecurity dilemma. In omitting most considerations of the
complexities of state responsibility, Buchanan does not jeopardise
the salience of his claims. Rather, accounting for a broader
categorisation of ‘state actor’ challenges Buchanan’s conclusion
of the severity on the cybersecurity dilemma he outlines, not its
existence in the first place.

Buchanan acknowledges himself that “[iln order for the
cybersecurity dilemma to be relevant, states have to know whom
to fear”.” Therefore, in chapter seven, Buchanan carefully assesses
the potential counterargument of the difficulty of attribution
and its influence on the relevance of the cybersecurity dilemma.
However, attribution is only one element of the equation and the
only one on which Buchanan focuses. Beyond attribution, there
is the additional problem of determination of state responsibility.
Jason Healey’s article, “The Spectrum of National Responsibility
for Cyberattacks” is perhaps the best encapsulation of the levels of
potential involvement of a state in a cyberattack. Healey notes, “To
make progress, the cyber defense community must accept the idea
that national policy makers often need to know the responsibility
for an attack, not the technical attribution, to drive their decisions
and responses. ‘Who is to blame?’ can be more important than
‘who did it?””® The question of who is responsible is also explored
by Herbert Lin in his article “Attribution of Malicious Cyber
Incidents: From Soup to Nuts”. Lin provides a complementary
paradigm of responsibility in explaining three possible and non-
mutually exclusive units of responsibility: a machine, a specific
human, and a responsible party.*

Three of the categories that Healey identifies are state-
encouraged, state-ordered, and state-executed. State-encouraged,
according to Healey, means that “[t]hird parties control and
conduct the attack, but the national government encourages
them as a matter of policy”.” State-ordered is when “[t]he national
government directs third-party proxies to conduct the attack
on its behalf.” Finally, state-executed is defined as when “[t]he



national government conducts the attack using cyber forces under
their direct control.”” While the mechanism and extent of state
involvement varies in all three cases from indirect influence to
direct execution, the state bears some level of responsibility for
the attack.

Yet, because Buchanan’s model only applies to state actors and
the networks and systems critical to the security of those actors,
his model seemingly only addresses state-executed cyberattacks.
In the spirit of robust political science analysis, Buchanan makes
a conscious choice to limit his analysis in this way. However,
accounting for the wider spectrum of state responsibility, it
becomes clear that the cybersecurity dilemma can be more acute
than just in the ways Buchanan presents it. The number of groups
and systems that states will intrude upon to ensure their own
security increases significantly. Presumably, states would feel a
need to penetrate the networks of third parties who have already
been identified as acting on behalf of, or with encouragement
from, states. However, they would also need to penetrate those
groups or organisations that have the potential to be influenced or
encouraged by a state actor in the future.

To be clear, this is not an argument for the inclusion of non-
state actors into Buchanan’s model. Rather, the point is that ‘state
actor’ can mean much more than what Buchanan lays it out to be.
If one state actor is concerned about the behaviour of another
state and seeks to bolster its own security, it likely must do so at
the behest of organisations or institutions directly owned and
operated by the perpetrator state. Its actions would also implicate
those third parties, or even, as Lin argues, machines acting or
likely to be acting within some spectrum of state involvement. The
risk of miscalculation or undesired escalation only grows as the
number of systems that a state intrudes upon increases, as does
the fear of the targeted state. Further research into the potential
scope of third parties and systems invoked by acknowledging the
spectrum of state responsibility would help to shed more light on
how Buchanan’s model fairs when a broader conception of ‘state
actor’ is considered.

Overall, Buchanan presents a persuasive argument for the
existence of a cybersecurity dilemma which incentivises states
to intrude in each other’s networks consistently, motivated by
defensive and offensive objectives. Yet a shortcoming of his
argument is a seemingly narrow categorisation of ‘state actor’.
Extending Buchanan’s argument to account for the variations in
responsibility does not disprove the existence of the cybersecurity
dilemma; instead, it merely challenges Buchanan’s categorisation
of the severity of the dilemma. Considering Buchanan’s objective,
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he presents a convincing, comprehensive, and novel argument
that is likely to maintain its relevance for years to come.
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PROPAGANDA: POLITICAL PARTIES,
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MANIPULATION ON SOCIAL MEDIA, NEW
YORK, N.Y: OXFEORD UNIVERSITY PRESS,
2018.

James Sullivan

From Martin Luther’s use of the printing press to disseminate
his famous Theses in 1521, through Riefenstahl’s innovative use
of the film medium in World War II,?> to the modern-day use of
bots and ‘sock puppets’ to mould online agendas and opinions, the
ability of those in power, or those striving for it, to leverage any
technologies available to them has been a constant throughout
time.

Woolley and Howard’s edited volume takes a geographic-
case-study approach to examine the newest uses of technology in
propaganda. Coining the term ‘computational propaganda’, they
refer to the use of algorithms, automation, and human curation to
purposefully manage and distribute misleading information over
social media networks.? The volume’s case studies span the globe,
including Asia (China, Taiwan, Japan), Europe (Germany, Russia,
Ukraine, Poland), and the Americas (Canada, United States and
Brazil).

The authors address a very straightforward question,
namely: which computational propaganda campaigns had a
significant impact on attitudes and opinions, and how might they
be prevented in the future? The case studies presented, taken
in their totality, address this core question as well as a series of
themes critical to the overall view.

1) Are inward-focused computational propaganda schemes more
acceptable?

The volume analyses the domestic and foreign actors involved
in propaganda efforts, as well as the locus of those targeted-
domestic or international. China, for example, is presented as an
example of primarily domestically focused propaganda.* We note
that this view of China as a primarily domestically-focused actor
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has been challenged in other research into their internationally
focused efforts, including collaboration with foreign universities,”
extensive ‘united front’ quasi-government organisations,® and
aggressive use of venture-capital funding to gain access to and
influence on technological development.”

Whereas some may argue that domestically-focused efforts
are less of a threat to international relations, linking the China
and Russia case studies leads one to the alternative conclusion.
Significant domestic tools were developed in Russia to assist with
agenda-setting and domestic political support, particularly during
Russian President Dmitry Medvedev’s tenure.? However, these
tools were swiftly repurposed to support Russia’s international
efforts to influence events in Ukraine and Crimea. The Russia
case study presented in the volume, as well as the cross-case
comparisons made in its concluding chapter,’ suggest that Chinese
computational propaganda tools could be increasingly aimed
outward, should the need arise.

2) Should automation of influence-attempts be the primary concern?

Significant attention has been paid to attempts to automate
influence attempts, for instance, via automated bots acting
without human intervention. The volume makes a convincing case
by deeming automated bots a rather ineffective manipulation tool.
The importance of automation and bots is not in direct
manipulation of opinion, but in agenda-setting. As McCombs
and Shaw state in their 1972 piece on the subject, paraphrasing
Berelson: “On any single subject many ‘hear’ but few ‘listen’.”*° The
ability of bots and ‘sock puppets’ to drive overall agenda-setting
is covered in detail in the volume," estimating that this agenda-
setting helped drive US $5 billion worth of free media coverage
towards Donald Trump’s presidential campaign, versus only US $3
million for Hillary Clinton’s campaign.

The lack of a guaranteed automated impact on public opinion
has driven significantly more manual or quasi-manual (‘cyborg’)
efforts. It is important to note that the majority of Russian
interference during the 2016 US election through the Saint
Petersburg-based Internet Research Agency was accomplished
through individuals crafting posts, with limited automation
involved. In China, a similar phenomenon occurs with a large
majority of posts created by government employees supporting
certain initiatives.'? Manipulation of public opinion appears to be
better pursued with human rather than bot-led efforts.”®



3) How to prevent the impact of computational propaganda?

The core mission of the volume does not stop at diagnosis, but
also requires prescriptions. What can be done to address growing
concerns regarding electoral integrity and foreign influence?
The volume explores several attempts, including the leveraging
of existing legislation in Canada, Brazil, and Germany. It also
chronicles significant public education efforts in other countries,
such as Taiwan. Taken together, the volume presents a credible
array of options for governments and corporations looking to
address this issue. It then closes by suggesting, in a constructive
fashion, a series of additional areas of potential analysis. These
research questions include the impact of automated social media
accounts on individual political attitudes, trust in institutions,
and overall citizen engagement.*

Overall, the volume presents a series of valuable case studies,
which delve into challenging definitional and analytical issues
surrounding the development of computational propaganda. The
combination of qualitative and quantitative research pursued
in the preparation of these case studies provides a view of both
the current—as well as developing—tactics, techniques, and
procedures at play in this evolving environment. Perhaps the only
critique of the volume rests in the questions hinted at, but not
fully voiced or suggested for follow-up research. This is perhaps a
limitation of the analytical format chosen, namely geographic case
studies. A more fluid analytical structure that allows for cross-
industry, rather than solely geographic case studies, might enable
these issues to be addressed more fully.

Several case studies begin to discuss potential screening
mechanisms that could be leveraged to identify and block
automated influence attempts, but the discussion stops there.
One cross-industry, rather than cross-geography, case study that
could flesh-out this merely alluded to question in greater depth
would be a time series case study of the global development of
email infrastructure.

Following the commercialisation of email as a communication
medium, malicious actors leveraged automated tools to inundate
users’ inboxes—what we now refer to as ‘spam’—estimated to drive
anywhere from 53% (statistica.com) to over 85% (CISCO/Talos) of
global email traffic - causing annual costs to companies of US $20-
50 billion and generating revenue for spammers of approximately
US $200 million." Developing filters to counter these automated
tools is one factor that led to significant consolidation of a handful
of global email providers. This same industry consolidation is
present in the social media networks targeted by computational
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propaganda, implying a useful case study that the geographic
focus of the volume disallows. More research into the ability of
‘spam-like’ screening tools to counter automated bot attempts at
agenda-setting would be desirable.

Another large question merely hinted at, but not fully
addressed, is the issue of fake accounts leveraged to manipulate
opinions. This issue is a constant across most of the case studies
presented, but is addressed neither directly in the volume, nor in
the suggested incremental research required.

The foundational ideal that the internet was an unregulatable
space, combining anonymity with access, was a function of both
the state of technology at the time, as well as specific decisions
made by early pioneers. As Lessig argues, the structure of the
internet has always been a political decision.’® Initially, these
decisions were made in favour of openness and anonymity. Many
countries have since made divergent political decisions, namely to
require ‘passports’ in the virtual world. China is perhaps the best
example, but only one among a growing number of country-cases.
Free flow of goods and people is clearly good for the world. We
do not, however, permit passport-free travel through most
jurisdictions. While an unpopular idea, we must now consider this
dynamic in the virtual world as well, or risk the consequences.
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